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Highlights 
Foundation models such as Nucleotide 
Transformer and Evo models have 
emerged as transformative tools, 
enabling multimodal DNA–RNA–protein 
design with demonstrated capabilities in 
identifying regulatory elements and 
generating functional biological elements
including CRISPR-Cas systems and
transposon arrays.

The first viable artificial intelligence-
designed bacteriophage genomes 
Adopting a safety-centric approach, this article explores how generative artificial 
intelligence (AI), and more specifically, foundation models for biological 
sequences, can exacerbate data quality issues, technical biases, and dual-use 
potential, particularly in critical applications such as clinical genetics, precision 
medicine, and pathogen engineering. This work centres on how misuse risks 
emerge throughout the innovation pipeline and how these intersect with the 
growing accessibility of generative genomic models. Particular atte ntion is
given to dual-use governance and infrastructure hardening in sequence analysis
workflows. The work aims to provide scientists, regulators, and policymakers
with a toolkit to discuss beneficial innovation in genomic AI while maintaining
robust safeguards against harm and misuse.
have been successfully created and 
tested in laboratory settings, with 
some exhibiting greater fitness and 
faster lysis dynamics than wild-type 
phages, proving that the principle of 
genomic design is p ractically feasible
and elevating dual-use risk from a
theoretical to an immediate concern.

Multiple complementary techniques are 
being developed to enhance model 
transparency, validate predictions, and 
enable the detection of model f ailures in
high-stakes applications.

Implemented technical safeguards, 
including data filtering to remove human 
pathogens, are not sufficient to protect 
against the p otential harms of genomics
foundation models and need to be
improved.

The EU AI Act has classified genomic 
artificial intelligence applications as 
high risk, establishing new regulatory 
standards that mandate rigorous 
bias assessments, transparency 
requirements, and comprehensive
risk management throughout the
development and deployment
lifecycle.
Overview of artificial intelligence in biological sequence analysis
Ever since the transformer architecture was introduced in 2017, artificial intelligence (AI) has been 
increasingly applied in science. AI methods in biology range from supervised methods, where a 
target or output is paired with a particular sample feature, to entirely self-supervised methods, 
where one learns to model the data via an objective function, such as a fill-in-the-gap exercise. 
There are also stacked models that combine elements of both. Due to the vast amount of data 
involved, self-supervised methods (hereafter re ferred to as ‘generative AI’ or simply AI) have proven
particularly applicable to research focusing on biological sequences such as DNA, RNA, peptides.

Advances in generative AI methods have driven the convergence of AI and synthetic biology, 
making it a priority for the scientific community and policymakers. The EU has recently mobilised 
significant resources through RAISE (Resource for AI Science in Europe, a new virtual institute) 
and Horizon Europe to accelerate this synergy, as has the UK government via its Science and
Technology Frameworki,ii . Reports from early 2025 emphasise the potential of AI to speed up 
the development, commercialisation, and governance of biotechnology products [1]. Similarly, 
the German government’s Hightech Agenda prioritises interdisciplinary research combining AI 
and biotechnology. Moreover, AI has become increasingly integrated into g enomics, with
about one in nine industry job postings (as of May 2025) requiring AI-related skills. Figure 1 
illustrates this steady rise of AI applications across different omics domains, reflecting the broader
integration of AI into biological research and innovation.

AI techniques have advanced many areas of biology, including genomics, proteomics, 
metagenomics, medical image analysis, and text mining [2–6]. For example, Human-AI
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Collaborative Genome Annotation (HAICoGA) frameworks combine human expertise with large 
language models (LLMs) to improve the accurac y and efficiency of identifying functional genomic
elements [7], addressing a key limitation of purely automated approaches.

In natural language processing (NLP), foundation models (FMs) have predominantly relied on trans-
former architectures, a class of neural networks built around self-attention mechanisms to model 
relationships within sequences of tokens. The notion of foundation models (FMs) was introduced 
in 2021 to describe early GPT/BERT-style architectures (GPT: generative pre-trained transformer, 
BERT: Bidirectional encoder representations from transformers). More recently, state-space 
models such as Mamba have emerged as competitive an d more efficient alternatives for long-
context data, including DNA sequences, where they effectively capture long-range dependencies
[8]. In the visual domain, Vision Transformers have replaced convolutional neural networks as the 
standard backbone, while diffusion and flow-matching models now set th e state of the art in
image, video, and audio generation [9], with growing evidence that such generative frameworks 
can surpass autoregressive transformers for certain language tasks and constraints [10,11],  as  
illustrated in comparative analyses of sequence generation methods in Figure 2.

Advances in NLP and genomics have paved the way for targeted application in modelling. Despite 
some progress, genetic causes of disease remain unresolved. This is partly due to the historically 
shaped structure of human genetic variation and additional complexity caused by gene flow, 
nonadaptive selection, and genetic drift. Additionally, genome-wide association studies and 
Mendelian randomisation are hinder ed by insufficient population stratification, polygenicity, linkage
disequilibrium, and dynastic effects [12–14]. FMs trained on large DNA, RNA, and protein datasets 
offer a potential route to precision medicine by linearising complex genetic relationships via invariant 
representations and already demonstrate broad utility in prediction, design, and analysis tasks,
though their clinical deployment faces significant technical and ethical challenges [15]. Notable 
genomic FMs include the Nucleotide Transformer, which can ident ify regulatory elements in an
unsupervised manner [16], and the Evo family of models, which enable multimodal DNA–RNA– 
protein design, including functional CRISPR-Cas systems and transposon arrays, and were 
used to generate the first viable AI-designed phage genome while excluding eukaryotic viruses
from training data [17–19]. Nonetheless, these systems remain vulnerable to distribution shifts: 
for instance, Nucleotide Transformer embeddings lose 23% accuracy on rare t umour types absent
from pre-training [20], and models trained predominantly on European genomes perform 18–41% 
worse on South Asian regulatory elements [21], while even state-of-the-art Evo architecture fails to 
generalise to eukaryotic genomes, producing nonviable sequences in 94% of yeast chassis trials 
unless trained on data spanning the full tree of life [17,18]. 

The opacity of biological FMs poses an ongoing challenge: to what extent can we trust 
their predictions, and do they reflect underlying biological mechanisms or merely superficial
correlations [22–24]? Opacity in high-stakes domains like medicine and synthetic biology erodes 
trust and can obscure safety-critical failures. A model’s hazardous capabilities might remain 
undetected due to inaccessible internal logic. Interpretability techniques like gradient-based 
attribution, in silico mutagenesis, attention visualisation, and latent probing offer post-hoc 
diagnostics. However, they suffer from noisy attributions, lack of causality, and poor generalisability
across genomic contexts [24–27]. While these techniques do not mitigate underlying model 
biases, they play a crucial role in revealing them and thereby contribute to model transparency
and safety assurance [28]. To address these limitations, interpretability must become integral to 
model design. Architectures such as ExplaiNN and ARGMINN embed motif-level priors directly, 
while causal inference and human-in-the-loop validation can improve cli nical variant pathogenicity
assessment and policymaking [24,29–31].
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Figure 1. The rise of AI across omics research. The figure illustrates the proportion of papers in the Bioinformatics journal published by the Oxford University Press 
that focus on different omics domains and apply artificial intelligence techniques, as well as the proportion of papers that apply some form of deep learning overall.
Despite their successes outlined earlier, generative AI models applied to DNA analysis are 
arguably still in the early stages of development and do not generate sequences outside of the 
distribution (Peppin, A. et al., 2025, FAccT, conference) [32,33]; however, their breakthroughs 
such as next-generation expression and variant effect prediction [34,35] and the more mature 
generative capabilities of protein models [36] have raised awareness among scientists and 
policymakers. They recommend the implementation of safeguards and ethical frameworks in
generative biological models to prevent potential harm from their dual use [37–40]. 

After providing an overview of their current positive impact on genomics, we address some of the 
risks associated with AI techniques in biology, briefly touching on different types of bias, intentional 
misuse, and dual-use risks. Rather than relying on a singular ethical or governance framework, our
TrendsTrends inin GeneticsGenetics 

Figure 2. A comparison of sequence generation methods. The figure illustrates three distinct approaches to generating discrete sequences. (A) In autoregressive 
generation, tokens are processed one by one in a fixed left-to-right order. (B) Standard masked diffusion models (MDMs) start with a fully [or partially, as in (A)] masked
sequence and unmask tokens iteratively in any order. (C) Discrete diffusion with dynamic programming [11] introduces flexibility through insertions, deletions, and re-
masking, allowing for a more adaptable generation process. Reproduced with permission from Yang et al. [11]. For a detailed explanation of the methods, refer to the
original publication.
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analysis is guided by a biosecurity perspective that draws on established biosafety and dual-use 
principles to scope current developments in AI-driven biosequence design. This work contributes 
the following:

• An overview of AI applications in genomics, focusing on FMs, their transformative potential, 
and the associated risks.

• Analysis of the dual-use risks and data biases impacting the current state of biological FMs.
• Proposal of technical and governa nce-based mitigation strategies to address safety and

ethical challenges.
• Introduction of a risk–benefit framework to guide the responsible deployment of AI in

genomics from project inception.

Dual use and risks
Although these applications demonstrate the usefulness of AI, it is important to be aware of the 
risks involved in handling biological samples and data in high-stakes fields such as medicine.

Biases and inequities in genomic AI
Integrating AI into biomedicine, particularly genomics, introduces biases that can undermine 
scientific validity and equitable health outcomes [41]. European individuals dominate genomic 
datasets, resulting in poor representation of global diversity and model performance for under-
represented populations. For example, polygenic risk scores derived from European cohorts 
can lose 15–20% of their predictive accuracy when applied to African groups. This discrepancy
persists as dataset sizes increase [42,43]. This constitutes a form of systemic risk: inequity 
embedded in training data can propagate into clinical tools and potentially exacerbate health 
disparities on a large scale. Conversely, while reducing bias in AI models can improve their
performance and facilitate their use, it can also increase the risk of misuse or discrimination.

Misuse potential of biolo gical design tools
Research involving human pathogens and other potentially harmful biological agents is str ictly
regulated in laboratories to protect workersiii . Although models using these pathogens are safe, 
they might be used to create dangerous pathogens. For example, less experimentation might 
make it harder to detect such activities by humanising known pathogens of other animals or 
generating functional homologs. It is clear that the public and global health of humans, animals,
and the environment must be given equal attention. So, to make sure that biological generative
models are safe, strategies must follow a ‘One Health’ approach [44,45]. Zoonotic spillover 
events, of which SARS-CoV-2 (severe acute respiratory syndrome coronavirus 2) is the most 
recent example, illustrate how pathogens targeting animal reservoirs can rapidly become
human threats [46,47]. Modern human society’s dependence on livestock and food crops, 
particularly in densely populated areas, creates vulne rabilities that can be exploited by malicious
individuals [48,49]. Such threats could potentially be exacerbated by AI, particularly generative 
models, whether they target humans directly or indirectly, for example , through their influence
over animals or plants.

Current FMs can propose new proteins and recode toxins via inverse-folding methods, rendering 
screening ineffective. Yet current systems still produce simple, single-function protei ns.
Uncertainty remains over whether they retain function after recoding [50]. Multiobjective design 
has the potential to overcome natural trade-offs and change viral hosts from animals to humans. 
However, FMs often fail to perform well and face limitations, resulting in slow short-term 
improvement, particularly without wet-lab iteration, which s uggests misuse by sophisticated/
state actors (Peppin, A. et al., 2025, FAccT, conference) [50].
Trends in Genetics, September 2026, Vol. 42, No. 9 823
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Raising the ceiling of harm
FMs may enable a qualitative leap in the potential for harm by overcoming evolutionary trade-offs 
(e.g., high transmissibility and high virulence), resulting in engineered pathogens that are worse than 
those produced by natural evolution. Although such scenarios remain speculative, they represent a 
higher ‘ceiling of harm’, including low-probability, existential-scale threats as capabilities advance
[50]. However, empirical studies have shown that machine learning (ML) can improve engineering 
performance in ways relevant to pathogen design. For example, viral libraries designed with ML 
produce ten times more successful variants than traditional NNK libraries (oligo libraries where N
represents A, G, T or C and K represents G or T) [51], while ML-assisted directed evolution methods 
can identify high-fitness protein variantsmore efficiently than standard directed evolution approaches
[52]. These studies highlight a general trend that ML techniques accelerate the discovery of high-
performing biological variants, thereby increasing the upper limit of what could be engineered. Addi-
tionally, while this article was being written, King et al. presented the first AI-g enerated phages and
tested them in a laboratory setting. Some of these phages exhibited greater fitness and faster lysis
dynamics than the wild-type phage [19]. This development increases the dual-use risk of the tech-
nology because the principle could also be used to generate pathogens. Researchers have 
shown that fine-tuning can restore the ability to generate such sequences (Black, J. R. M. et al.,
2025, NeurIPS Workshop on Biosecurity Safeguards for Generative AI, conference).

State-level threats and strat egic implications
As FMs increase the predictability, stability, and targeting capabilities of biological agents, state 
actors may reconsider the strategic value of bioweapons, which have traditionally been regarded
as ineffective or indiscriminate [50]. Improved AI modelling could undermine long-standing 
deterrence frameworks, as effective deterrence against biological weapons hinges on credible
attribution and the perception of controllability [53]. 

Circumvention of existing safeguards
The biosecurity community recognises the importance of real-world DNA synthesis because it 
allows potentially harmful agents to be produced and identified in the environment [54,55].  As
with all technologies, the size and cost of bench-top synthetic devices continue to shrink. 
Therefore, policymakers must take steps to ensure the safe distribution of such devices [56]. 
Generative models can increase the risk posed by such devices by allowing users to quickly 
design and test DNA sequences in silico before pursuing the most promising results in the real
world, a process similar to drug discovery [57]. Evidence suggests that biosequences designed 
by AI are more diverse than natural ones [58] and might go undetected by current screening 
efforts or exhibit a more concerning pathogenicity profile.

Traditional methods of assessing DNA biosafety often compare the generated sequences to data-
bases of known pathogens [55]. However, these methods are limited because they rely on historical 
data and may overlook risks posed by new or emerging sequences [59].  Indeed,  the  risks  of  dual  
use extend beyond the design of DNA sequences alone. Current screening protocols are ineffective
for AI-generated sequences that lack natural analogues [60]. Stakeholders in DNA synthesis recently 
recognised this threat, as noted by Wittmann et al. They implemented additional safeguards and 
methods to detect synthetic homologues that retain wild-type-like functions [61]. However, these 
systems are vulnerable to attacks, for example, adversarial ones, that manipulate input data. 
Changes to mass spectra can cause models to misclassify cancer biomarkers [62]. 

Constraints and whole-chain risk context
Although the risks of misuse exist, present-day FMs underperform in core tasks due to a lack of 
biological datasets, which limits their development. Progress in this area has been slower and
824 Trends in Genetics, September 2026, Vol. 42, No. 9
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more inconsistent than in other AI domains. Consequently, FM misuse must be considered 
throughout  the  entire  biorisk  chain.  Current  public  evidence  indicates  that  the  potential  for
harm from biological FMs is a future threat that will require continuous reassessment as 
capabilities evolve (Peppin, A. et al., 2025, FAccT, conference). Key bottlenecks in the biorisk 
chain include limited availability of biological datasets, the need for laboratory expertise, and 
restricted access to materials and infrastructure. These constraints hinder end-to-end misuse. 
Credible misuse i s largely confined to state-level or highly resourced actors with integrated
biological capabilities, as nonstate actors lack the means to translate AI-assisted designs
into physical harm (Peppin, A. et al., 2025, FAccT, conference).

Considerations for integrating AI in high-stakes domains andmitigating dual-use
risks
Generative models can be used to prevent dangerous sequences from evading traditional safe-
guards or to prevent them from being created. Protein model embeddings can be used to align 
sequences based on their function, allowing orphan proteins to be identified [63,64].  These
models can be adapted to identify potentially harmful sequences in advance. Considering risk 
mitiga tion in the design of AI systems ensures that safety is built in.

One prominent strategy is ‘data filtering’, whereby human pathogens are removed from train-
ing corpora [17]. This approach is similar to the way in which NLP FMs, such as G PT-4, have
been developed [65]. Recent research emphasises that such filtering must extend beyond the 
mere removal of content to establish ‘tamper resistance’, to ensure that op en-weight models
cannot easily relearn hazardous capabilities via fine-tuning [66]. However, such filtering is 
insufficient for biological sequences: most genomes contain regions of orthology 
(i.e., sequence regions/genes that share a common ancestry), and pathogens that affect live-
stock or crops can pose severe indirect threats to humans. Another proposed method is 
weight pruning, which has been shown to improve the robustness of NLP systems against 
adversarial manipulation (Hasan, A. et al., 2024, BlackboxNLP Workshop, ACL, conference). 
In a biosafety context, pruning could target weights associated with dangerous sequence 
outputs. More advanced techniques, such as those demonstrated by ‘SafeGenie’, utilise 
concept erasure to selectively remove dangerous functional capacities from biological 
diffusion models without c ompromising their general utility (Banerjee, A. et al., 2025,
BioGenAI, NeurIPS Workshop, conference). This approach could cover more harmful
behaviours than filtering alone, but both are limited by their reliance on known risk profiles
and will not apply to new sequences.

In addition to these intrinsic safeguards, the effective integration of AI into high-stakes domains 
requires a layered approach. Recent work by Bengio et al. [67] argues for the development of 
nonagentic AI systems designed to model the world, provide probabilistic explanations, and 
estimate the likelihood of harmful outcomes rather than pursue open-ended goals. These 
systems could help guard against more powerful models, including FMs for biological sequences, 
by flagging or blocking outputs that exceed harm limits. This approach is important as it puts the 
precautionary principle into practice by avoiding architectures likely to produce harmful behaviours. 
The necessity for this rigour is emphasised by a finding that models capable of reasoning can 
exploit ‘exploration hacking’ to get around safety constraints during reinforcement learning phases.
This poses a distinct challenge to biosecurity capabilities (Braun, J. et al., 2025, BioGenAI, NeurIPS
Workshop, conference).

A common mitigation layer in the context of generative LLMs or vision-language models (vLLMs) 
is input/output filtering, also known as ‘safety wrappers’ (Helff, L. et al., 2025, ICML, conference)
Trends in Genetics, September 2026, Vol. 42, No. 9 825
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[68,69]. These systems block unsafe outputs or inputs after generation. However, filters in the 
context of biological sequences face limitations. They are trained for visual or textual patterns, 
not molecular sequences, and rely on previously labelled unsafe data, so they struggle with 
new hazards. They can be bypassed with adversarial examples and provide no formal safety 
guarantees. For example, the ‘GeneBreaker’ framework has shown that DNA language models 
can be ‘jailbroken’ using pathogenicity guidan ce to create harmful sequences, despite efforts
to align them (Zhang, Z. et al., 2025, BioGenAI, NeurIPS Workshop, conference). This increases
the risk of a harmful biological sequence slipping through undetected, highlighting the need for
additional strategies.

Complementing this vision, Dalrymple et al. [70] propose the ‘Guaranteed Safe AI (GS AI)’ frame-
work, which provides quantitative safety guarantees by combining three elements: (i) a formal 
‘world model’ of how AI actions affect the environment; (ii) explicit ‘safety specifications’ describing 
acceptable outcomes; and (iii) a ‘verifier’ that can produce auditable proofs or probabilistic bounds 
showing that the system respects these specifications. In the context of FMs for biological 
sequences, this approach could be used to create safe synthesis screening pipelines, geo-fence 
bench-top devices, or certifiable ‘kill switches’ in the software that controls sensitive laboratory 
automation. Ne w evaluation frameworks, such as ABC-Bench, measure agentic bio-capabilities,
ensuring that benchmarks keep pace with the sophistication of models (Liu, A. B. et al., 2025,
BioGenAI, NeurIPS Workshop, conference).

Although technical safeguards and mitigation strategies are vital for safe model development and 
enhancing existing ones, it is also necessary to consider the risks associated with developing AI 
methods in biology throughout the research process. Wang et al. warn that integrating AI without 
robust safeguards could trigger future pandemic-level events, so proactive risk management is 
necessary (Wang, D. et al., 2025, BioGenAI, NeurIPS Workshop, conference). Since dual use 
is a concern for methods involving biological and medical data, the laboratory directly involv ed
in the research must identify possible risks and decide whether to complete a project. The
researchers must identify potential risks, but the department or institute will decide whether to
proceed due to liabilities and bias.

Figure 3 shows an exemplary framework that has been implemented at the Federal German 
Public Health Institute (Robert Koch Institute, Multiple Authors [71]). An important step after 
identifying a dual-use risk through the relevant laboratory is the risk–benefit assessment, which 
informs the subsequent process and can be involved in an iterative process with risk mitigation. 
This process must involve researchers, as well as the department, to ensure a broad range of 
perspectives when answering the questions guiding the risk and benefit analysis. Depending
on the outcome of this analysis, the project may be aborted outright if the risks outweigh the
rewards; otherwise, the decision-making process will be escalated to the institute head and the
relevant dual-use or ethics commission.

A  risk–benefit analysis should be guided by questions that are relevant to challenges at the inter-
section of the life sciences and AI. These questions also need to be tailored to the specific research 
institute and its stakeholders. We do not provide a standard questionnaire; instead, the questions 
should address the overall benefits of the project and the potential consequences of failure. The 
analysis should evaluate general risks and identify any existing strategies. The questions can be
assigned quantitative scores for comparison. Finally, the institutional risk–benefit framework
(Figure 3) extends standard dual-use reviews by incorporating AI-specific elements, such as 
early screening for model capabilities (e.g., sequence optimisation for high-consequence traits), 
escalation based on deployment risks, and mitigations such as safety fine-tuning or access
826 Trends in Genetics, September 2026, Vol. 42, No. 9
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restrictions. Although it has been simplified for public disclosure, it reflects concrete procedures 
whereby failing preliminary checks pro mpts project reframing or secrecy.

Taken together, these perspectives suggest that integrating generative AI into high-stakes areas 
requires more than ad hoc filtering and pruning. It requires safeguards starting at project inception 
and spanning technical and scientific interventions, as well as guardrails and verification 
frameworks. Embedd ing these considerations in development and deployment processes is
essential to ensure the responsible harnessing of FMs and the mitigation of dual-use risks.

Aligning governance with the pace of genomic AI
Recent advances and ongoing debates within the scientific and policy communities have 
emphasised that the risks associated with AI in genomics, including bias and dual-use concerns, 
are not confined to the laboratory (Peppin, A. et al. , 2025, FAccT conference) but extend
throughout the entire innovation pipeline. This has prompted urgent calls for robust assessment
and mitigation strategies [37,38]. This urgency is reflected in the academic evidence presented at 
the first BioSafe GenAI Workshop at NeurIPS 2025, for example, and in new regulatory frame-
works  such  as  the  EU  AI  Act.  The  latter  specifically classifies AI-driven genomics applications 
as ‘high-risk’, t hereby mandating rigorous approaches to bias assessment, transparency,
and overall risk management. This is intended to ensure scientific and social trust in AI-enabled
biology [72]. 

AI can only fulfil its promise of advancing equitable and safe genomic medicine by systematically 
identifying and correcting biases and embedding ethical reasoning from the outset. A concrete 
illustration of where this falls short is provided by the Evo model family: despite explicitly excluding 
eukaryotic viral genomes from training as a biosecurity measure, neither Evo 1 nor Evo 2 provides
a systematic dual-use risk assessment documenting what the model can generate after fine-
tuning [17,18]. This is not a hypothetical gap, given that fine-tuning has been shown to restore 
the generation of sequences excluded from training data (Black, J. R. M. et al., 2025, NeurIPS 
Workshop on Biosecurity Safeguards for Generative AI, conference). This means the precaution-
ary principle cannot be meaningfully applied to risks that remain uncharacterised. The EU AI Act’s
classification of AI-driven genomics as ‘high-risk’mandates rigorous bias assessment, transpar-
ency, and risk management [72]; yet current biological FM development largely proceeds without 
meeting these standardsiv . Addressing this gap requires moving beyond reactive risk manage-
ment: ethical analysis must inform governance design at the point of model development, not 
after deployment. The European Commission’s ‘ Ethics by Design’ framework and formal
approaches such as the nested model for AI validation [73,74] provide actionable structures for 
embedding proportionality, transparency, and accountability into the FM lifecycle, including the 
restricted-access data governance p olicies now being discussed as a policy lever for open-
weight models [75,76].
Figure 3. This is a flow diagram of the risk assessment process for a research institute handling or developing 
genomic (or more generally, biological) AI systems. The process is divided into three phases: I Identification: The 
project lead is responsible for assessing any potential risks of Dual Use Research of Concern (DURC), documenting the 
evaluation and obtaining confirmation in accordance with the four-eyes principle. If no risks are identified, the process 
ends, unless new critical results arise. II Risk–Benefit Analysis: If a DURC risk is identified, the project lead and the relevant 
department will conduct a risk–benefit analysis and propose mitigation measures. Projects involving unacceptable risk are 
not pursued. III Review and Decision: The departmental and institute leadership will review the documentation and decide 
whether to approve the project. If needed, the institute management may consult the Ethics and Dual Use Commission
(both bodies may have relevant functions depending on the state of the project). Any new or significant risks that arise
during the project will trigger a re-evaluation. Adapted from the Robert Koch Institute [71]; reproduced with permission of
the authors.
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Outstanding questions 
Can interpretability techniques move 
beyond correlation-based attribution 
to provide genuine causal mechanistic 
insights, and how do we validate that 
interpretable features reflec t true
biological mechanisms rather than
model artifacts?

How should healthcare systems 
address the paradox that interpretable 
artificial intelligence can both expose 
population-specific genetic markers for 
fairness correction while simu ltaneously
increasing misuse and discrimination
risks?

Can Guaranteed Safe artificial 
intelligence frameworks with quantitative 
safety guarantees be implemented 
practically for real-world synthesis pipe-
lines and laborato ry automation without
inhibiting beneficial innovation?

What are the most effective institutional 
decision-making frameworks and 
escalation protocols for multilayered risk 
assessment when risks emerge dynami-
cally during model development?

What empirical evidence exists 
distinguishing theoretical risks from 
demonstrated capabilities in 
multiobjective biolog ical engineering?

How can foundation models be trained 
on data spanning all evolutionary 
domains to maintain functionality 
across diverse organisms, and what 
architectur al innovations address
eukaryotic genome modelling
challenges?
Despite these concerns, current empirical studies suggest that publicly available LLMs do not 
significantly enhance the capabilities of malicious actors beyond what is already available online. 
Similarly, today’s biological tools remain fragile, requiring specialised expertise and tacit labora-
tory knowledge. Peppin et al. argue that governance should therefore focus on building robust, 
empirically validated threat models and whole-chain a nalyses rather than making speculative
assumptions about imminent risk (Peppin, A. et al., 2025, FAccT conference). Sandbrink
suggests differentiating between LLMs and biological sequencemodels [50]. However, the capa-
bilities of models can increase very quickly, so scientists and policymakers alike need to be aware 
of potential risks. For example, both of these works were authored befor e the first-ever viable
bacteriophage genome was generated by King et al. [19]. In general, the risk associated with 
biological models should be viewed as a ‘risk chain’ rather than a monolithic problem, as Nelson 
and Rose suggest. They point out that AI could impact multiple stages of the design–build–test– 
learn cycle, from ideation ( LLMs suggesting candidate agents) to design (biological sequence
models optimising pathogen traits) and delivery [77]. 

Concluding remarks 
The intersection of AI and genomics not only presents exciting prospects for medicine, 
agriculture, and environmental science but also raises significant concerns regarding data bias 
and dual-use risks. Recent developments, such as the creation of the first AI-generated viable 
phage genome, demonstrate that these theoretical risks are becoming a reality, and mitigation 
strategies must evolve alongside the technology. A layered approach is essential for ensuring 
safety without stifling innovation: risks must be considered at the outset of every project, and 
we provide a risk–benefit framework that institutions can adapt to their specific needs. Given the 
interdisciplinary nature of these ch allenges, collaboration across AI alignment, cybersecurity, and
bioethics is essential to ensure that advances in AI-driven genomics are made in a responsible,
equitable, and secure manner. Addressing these issues also opens several avenues for future
inquiry (see Outstanding question s). 
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