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Zusammenfassung

Quantenkommunikation ermdglicht es Nachrichten informationstheoretisch beweisbar sicher
zu verschliisseln, wobei die Dateniibertragungsraten iiber grofse Distanzen durch Verluste
und Fehler stark reduziert sind. Diese niedrigen Ubertragungsraten kénnen durch den
Einsatz von Quantenrepeatern, die die Gesamtdistanz in mehrere kleine Teildistanzen
aufteilen, verbessert werden. In dieser Arbeit werden zwei unterschiedliche Ansétze von
Quantenrepeatern untersucht. Beziiglich speicherbasierter Quantenrepeater schlagen wir
ein neues Schema vor, das auf der Interferenz einzelner Photonen basiert und durch
das kiirzlich vorgestellte Twin-field Quantenschliisselaustauschprotokoll inspiriert wurde.
Auflerdem werden erreichbare Datentibertragungsraten geheimer Schliissel, die bereits mit
kleinen Quantenrepeatern auf unterschiedlichen physikalischen Plattformen erzielt werden
koénnen, auf Grundlage von experimentell vorgegebenen Parametern berechnet. Des Weit-
eren werden auch gréfere Quantenrepeater untersucht, wobei wir das Dephasieren der
Quantenspeicher exakt berechnen. Damit werden dann auch Ubertragungsraten geheimer
Schliissel fiir verschiedene speicherbasierte Quantenrepeater berechnet und miteinander
verglichen. Beziiglich des alternativen Ansatzes eines Quantenrepeaters basierend auf
Quantenfehlerkorrekur stellen wir zunéchst eine experimentell einfachere Moglichkeit, die
auf linearer Optik beruht, vor, um das Fehlersyndrom eines GKP Codes zu bestimmen.
Diese Methode fiihrt zusétzlich zu geringeren Fehlerraten und wir diskutieren auch Gren-
zen der linearen Optik. Schlussendlich wenden wir diese Methoden im Kontext eines auf
GKP Qudits basierenden Quantenrepeaters an. Dabei zeigt sich, dass es fiir in der ndheren
Zukunft experimentell sinnvolle Parameter besser ist GKP Qubits anstatt hoherdimension-
aler GKP Qudits zu nutzen.
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Abstract

Quantum communication makes it possible to encrypt messages providing information-
theoretic security, but suffers from a large decrease of the transmission rate for larger
distances due to loss and errors. These low rates can be increased by employing quantum
repeaters which divide the total distance into multiple smaller segments and this thesis
deals with two different approaches for such quantum repeaters. Regarding quantum re-
peaters employing memories we propose a new scheme based on single-photon interference
inspired by the recently discovered twin-field quantum key distribution protocol. Fur-
thermore, we calculate secret-key rates obtainable in small-scale repeaters with different
physical platforms using realistic parameters obtained from experimentalists and we also
perform an analysis for larger repeaters where we calculate the memory dephasing exactly
and compare secret-key rates for different memory-based repeater proposals. Concerning
the repeater approach employing solely quantum error correction we propose experimen-
tally simpler methods of obtaining the error syndrome for GKP codes based on linear
optics also leading to an improved performance and we also discuss limitations of linear
optics. We then apply these methods of GKP error correction to a repeater employing
GKP qudits. There we find that for experimentally reasonable parameters in the near
future it is better to use GKP qubits instead of high-dimensional GKP qudits.
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1 Introduction

In the last few years noisy small-scale quantum computers became reality |1, 2, 3| already
resulting in an enormous public interest. Quantum computers can efficiently solve some
specific problems which are believed to be intractable on classical computers. For exam-
ple, the behavior of large molecules, described by quantum mechanics, can be simulated
much more efficiently on a quantum computer which will probably allow chemists and
pharmacists to design better materials and medicines. In Shor’s groundbreaking work [4]
he showed that quantum computers are also able to perform prime factorization efficiently.
However, the fact that multiplying numbers is easy, but finding the prime factors of a
large random number is very difficult, is the basis of many cryptographic protocols as e.g.
RSA encryption. Thus, upcoming large-scale fault-tolerant quantum computers will break
many of today’s encryptions and we need to come up with encryption schemes unaffected
by quantum computers.

One approach to solve this problem is the field of post-quantum cryptography [5] where
one tries to find problems which are computationally hard even for a quantum computer.
This solution is rather inexpensive as we only need to change software, but computational
hardness assumptions against quantum computers may be problematic as the field of quan-
tum algorithms is relatively new and therefore long-term secrecy may be even less provided
than currently against classical computers.

A different approach consists of using the one-time pad (OTP) in combination with
quantum key distribution (QKD) for obtaining the required secret shared key. Correctly
implemented this scheme allows for information-theoretic security based on the fundamen-
tal laws of quantum mechanics instead of computational hardness assumptions. Quantum
mechanics does not allow copying an arbitrary unknown quantum state and a measurement
might change the state such that it is disturbed with high probability. Communicating
parties may then use this disturbance in order to bound the information an eavesdropper
might have gained about their key and distill a secret key, provided not too much informa-
tion has been leaked. Due to its high speed the typical information carrier is light in fibers.
However, absorption causes the signal to decay exponentially with the fiber length, result-
ing in an exponential decay of the secret-key rate for any point-to-point QKD protocol
[6].

On the one hand, the inability to copy unknown quantum states allows for secrecy,
but on the other hand, it also forbids simple information amplification stations similar to
classical repeaters. Nowadays, several quantum repeater protocols have been proposed and
they all have in common that the total distance is split into much shorter segments finally
allowing low-noise transmission of quantum states at a fairly high rate. Although QKD is
a very prominent application of quantum repeaters, there are many more like for example
connecting distant quantum computers, blind quantum computing® [7, 8], synchronizing
clocks [9, 10], improving telescopes [11] and there is ongoing research in finding further
applications.

The first quantum repeater proposed by Briegel et al. [12] makes use of quantum memo-
ries and entanglement swapping in order to distribute entanglement over the total distance
which can then be used for quantum transmission via the quantum teleportation protocol.

'In blind quantum computing a client may only be able to perform some basic quantum tasks, wishes to
perform universal quantum computing at some company, and wants to be sure that the company does
not learn anything about the input data of the computation.



1 Introduction

A different approach [13, 14, 15, 16, 17, 18|, avoiding two-way classical communication,
considers quantum error correcting codes where a recovery operation is applied at every
station after at most a few km. Thus, only few errors accumulate and the recovery opera-
tion succeeds almost every time further reducing the error rates.

In this thesis we discuss both of these approaches for distributing entanglement over
large distances. A new memory-based quantum repeater scheme based on single-photon
interference is proposed in paper I. In comparison to schemes relying on two-photon in-
terference this scheme has a square root scaling advantage as only one photon needs to
arrive. In paper II we then calculate secret-key rates for potential repeaters with quantum
memories based on two-photon interference with parameters reported by experimentalists
in the project of “Q.Link.X” and for the different experimental platforms. The last pa-
per dealing with memory-based quantum repeaters is paper IV which is an analysis for
general memory-based repeaters where the focus lies on an exact calculation of the mem-
ory dephasing for different protocols filling also some gaps in the work of paper I. These
results are then used for comparing three different general repeater schemes.

Relevant works in the context of quantum repeaters based on error correction are pa-
per III and paper V. Paper III discusses possibilities to obtain the error syndrome of
Gottesman-Kitaev-Preskill (GKP) codes with simple linear optics in addition to the GKP
ancilla instead of using general Gaussian operations also involving in-line squeezing opera-
tions, which is experimentally considerably more demanding. Furthermore, we also discuss
limitations of linear optics. These results are not only relevant in the context of a potential
quantum repeater, but also for quantum computation with GKP codes. In paper V we
consider a quantum repeater based on GKP qudits employing techniques from paper III.

The outline of this thesis is as follows. In chapter 2 we present the background of this
work starting with basic quantum information theory, followed by a brief introduction
to quantum optics since we will consider photons as the information carriers. Then we
come to the topic of quantum error correction, where we first introduce the general theory,
followed by a detailed introduction to GKP codes, which encode qubits/qudits within
a harmonic oscillator. Subsequently, we come to the more applied topics of quantum
communication and quantum repeaters where we explain how quantum mechanics can lead
to information-theoretic secure encryption and how one can achieve high secret-key rates
over large distances. In the next chapter 3 the results from my papers are summarized.
Afterwards we conclude and finally we present the papers with a short section explaining
my contributions to each paper.



2 Background

2.1 Basic quantum information theory

The basis unit of classical information used in all of our computers is the so-called bit taking
the values 0 or 1, which can be easily realized by all kinds of physical processes involving
two states as e.g. a voltage which is either above or below a specific threshold. In the
context of quantum information (nice and comprehensive introductions are Refs. [19, 20])
we have to replace the bit by its quantum generalization called qubit. A (noiseless) qubit
is a quantum two-level system and can be represented by a vector |1) in a two-dimensional
complex Hilbert space spanned by |0) and |1) in the computational basis, !

W) =al0)+8[1), «@BeC, |af+|5?=1. (2.1)

By allowing for these complex amplitudes instead of an element of Zo much more infor-
mation is required to represent a qubit in comparison to a bit. This effect becomes much
more pronounced when considering multiple qubits. While n bits can represent 2" different
states, n qubits require 2" complex numbers for their representation or 2”+! real numbers,
although there are only 2"t — 2 independent ones, because of the normalization and ir-
relevance of a global phase. This exponentially increasing number of parameters makes it
infeasible to simulate a quantum many-body system exactly on a classical computer and
let Richard Feynman propose the idea of using quantum systems instead of a classical
computer.

"Nature isn’t classical, dammit, and if you want to make a simulation of nature,
you’d better make it quantum mechanical, and by golly it’s a wonderful problem,
because it doesn’t look so easy.” (Feynman, 1981)

However, we cannot use multiple qubits as a dense information storage, because when
performing measurements on the n qubits we can obtain at most n bits of information
(Holevo bound) |21, 19] as only the absolute square of the amplitudes is relevant for the
probability distribution of measurement outcomes which we also sample only once.

In order to perform computations we do not want to build hardware for a specific cal-
culation, but instead we want to decompose every possible calculation into a small set of
operations, which we should then be able to implement on our computer. For classical
computers every function of bits can be represented by some combination of NAND gates.
Such a universal set of gates also exists for arbitrary quantum computations. First, one
shows that CNOT-gates (controlled NOT, whenever two indices are referenced the first
one denotes the controlling input) together with arbitrary single-qubit gates are universal.
As the set of single-qubit operations is uncountably large, there exists no finite set of quan-
tum gates which can generate every element of SU(2) exactly. However, we can get around
this issue by allowing for sequences of universal gates which do not generate the desired
unitary exactly, but only approximate it up to some error € in the operator norm. An
e-approximation can be obtained by applying O(logc(%)) gates using the Solovay-Kitaev
algorithm [22, 23], where ¢ depends on the actual set of universal single-qubit gates. The

IThe generalization to a D-dimensional Hilbert space is called qudit of dimension D.
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canonical set consists of the Hadamard gate H, the phase gate S, the 7/8 gate T' and the
CNOT-gate. Their matrix representation in the computational basis is given by

N N S I

0
0
CNOT = 0
1

S O =

(2.3)

S O = O
O = OO

0

Other very important gates are the Pauli operators

B (O B ) B (R R

In the paragraph above we only discussed gate-based quantum computing, which is the
standard approach for universal quantum computing. However, there are also other ap-
proaches for universal quantum computing like for example measurement-based quantum
computing (MBQC), where one starts with some large entangled state and performs mea-
surements in order to perform computational steps, or adiabatic quantum computing. The
latter approach relies on the adiabatic theorem and typically problems are framed as find-
ing the ground-state energy of some specific Hamiltonian. First one starts in the ground
state of a very simple Hamiltonian and then this Hamiltonian is slowly changed to the
desired one. For a slow enough transition the final state is close to the ground state of
the desired Hamiltonian allowing for a good ground state energy estimation. For optical
quantum computing MBQC is of particular interest as photons are easily lost. When gen-
erating a large entangled cluster state not all parts thereof have to exist at the same time,
but the state can be build step by step and after a short time the photons are already
measured. As a consequence a photon only needs to survive the short time between state
generation and measurement while in an gate based approach it must survive the time it
takes to apply all gates in the quantum computation.

A fundamental restriction of any quantum information processing is the no-cloning theo-
rem [24, 25|, stating that it is impossible to make a perfect copy of an arbitrary unknown
state. While this seems quite remarkable from a classical point of view, it immediately
follows from the linearity of quantum mechanics. The cloning of arbitrary unknown states
corresponds to an operation

(@]0) + B11))10) = («]0) + B[1)) (]0) + B[1)) , (2.5)

where the left side of the equation is linear in o and [, while the right side is quadratic,
violating the linearity of quantum mechanics. This does not contradict classical copying
as there we are copying known orthogonal basis states, i.e. we are considering the special
case where the coefficients o and S only take the values 0 or 1.

When considering noisy quantum systems or a system involving classical ignorance as for
example in the case of an imperfect state preparation this additional (classical) uncertainty
can be described nicely with density operators which are bounded linear operators acting
on the Hilbert space instead of being an element of the Hilbert space in the noiseless case.
Such a density operator p also needs to fulfill the properties

p=p" (2.6)
5>0), 2.7
Tr(p) =1.



2.1 Basic quantum information theory

Self-adjointness is needed in order to guarantee orthogonal eigenvectors with real eigen-
values while the other two conditions constrain the eigenvalues to be non-negative and
summing to 1 which is necessary in order to interpret them as probabilities. If we have an
ensemble of states [1);) each occurring with probability p; this corresponds to the density
operator p = 3, p; [¢i) (¥i].?

Any time evolution (channel) should linearly map a valid density operator to a valid
density operator leading to the notion of completely-positive trace-preserving (CPTP)
maps. In order to obtain a valid density operator it is obvious that the map should
be positive, i.e. mapping positive operators to positive operators, and preserve the trace.
However, a channel even needs to be completely-positive meaning that the channel tensored
by arbitrarily many identity operations is still positive. This restriction is needed in order
to ensure that an operation is still physically meaningful when it only acts on parts of a
larger system which involves entanglement.

As shown by Stinespring’s dilation theorem [26] every CPTP map can be represented as

E(5) = Tren (U (52 |e) (el) O) | (2.9)

where |e) is some state of the environment. We can then interpret the CPTP map as some
unitary operation, generated by a Hamiltonian, acting on our system of interest and the
environment. As we have no access to the environment’s degrees of freedom, we have to
ignore them, formally represented by tracing them out. When explicitly performing the
trace with some orthonormal basis {|e;)} of the environmental system, we obtain the Kraus
representation of the CPTP map

E(p) =D Kipk] (2.10)

with K; = (e;| U |e), fulfilling the completeness relation > K ZT K; = 1. As one can choose
different bases, the Kraus representation is not unique.

In many applications we only care about the probability distribution of a measurement
and not the actual post-measurement state itself. In some cases, as for example the de-
structive measurement of a photon’s properties by absorbing it at some detector, it does
not even make sense to talk about its post-measurement state. For these cases it is quite
convenient to use the POVM (positive-operator-valued-measure) formalism where one as-
signs positive operators {E’m}, fulfilling >, E,, = 1, to measurement outcomes m. The

probability of a measurement outcome m for a state p is then given by p(m) = Tr (Emﬁ)
In contrast to projective measurements in standard quantum mechanics POVM elements

Em, E,,» do not need to be orthogonal. However, this generalization is equivalent to pro-
jective measurements and unitary time evolution with additional auxiliary states.

When considering noisy states it is useful to have measures describing the closeness between
two states. One relevant quantity is the trace norm

1Al = Tr (A1) (2.11)

which does not have an operational interpretation by itself, but it can be used to define
many measures with important operational interpretations. For example, it can be used to
define the trace distance 3| p1 — po||; which is related to the distinguishability of the states
p1 and po. Suppose someone generates states p; and po with equal probability and we are
asked to distinguish them. The optimal probability to succeed in this task is then given
by 3 (1+ 3[p1 — p2lly) [20, pp. 235]. These scenarios are important when doing security

2When there is only one term in the sum, the state is called pure. Otherwise it is called mixed state.
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proofs for QKD schemes with finite key length, where one needs to calculate the probability
of distinguishing the ideal QKD output state from the realized one. However, in this thesis
we will always consider the asymptotic regime of infinitely long keys. Quite similar, it is
also possible to define the diamond norm [27] which measures the distinguishability of two
channels.

A different measure of similarity of two states is the fidelity?

2
F(pr,po) = Te (vorpa/r) (2.12)

which is symmetric and bounded by 0 < F' (p1, p2) < 1, where the fidelity is 1 for equal
states and 0 for orthogonal density operators. Typically we are comparing a noisy state
p1 to an ideal pure one po = ) (1|, simplifying the equation to

F(p1; |[4) (1) = (@l o1 [¢) - (2.13)

In this scenario the fidelity has a nice intuitive meaning. Let us assume that p; is
a noisy version of [¢) (¢)|. We consider the task of state discrimination with POVMs
{|) (¥, 1 — |¢¥) (|} and the fidelity simply gives the probability of p; passing the test.
Thus, the fidelity can be directly measured in an experiment while the other distance mea-
sures have the disadvantage that one first needs to perform quantum state tomography in
order to reconstruct the density operator and then calculate the distance. In the remaining
thesis we will only consider the fidelity and no distance measures of quantum states.

As soon as one considers multiple quantum systems they might be entangled with each
other which is a stronger notion than classical correlation known from probability theory.
Let us briefly discuss the subtle differences between entanglement and classical correlation.
For example, two perfectly correlated bits may look completely random when viewed indi-
vidually, but both bits have the same value. When preparing such a state with two qubits
we obtain

pr =5 (100} (00] + [11) {11]

. (2.14)

= 5 [+ IDZ (H + =D+ (1) = 1) (= (D]

with |£) = 271/2(|0) 4 |1)). Here we have completely correlated measurement outcomes
when measuring the qubits in the Z-basis, but we obtain uncorrelated measurement out-
comes in the X-basis. When instead preparing a maximally entangled state

= 5 (100) + 11)) ((00] + (11]
(2.15)

() + =) (FH + (=D,

TN

we obtain perfectly correlated measurement outcomes in both complementary bases which
is impossible for only classically correlated states. Also notice that p; is a mixed state
with one bit of entropy meaning that the randomness of the measurement outcome in the
Z-basis originates from our ignorance of the actual state. In contrast ps is a pure state, i.e.
we have no uncertainty about the prepared state and the randomness in the measurement
outcome originates from the quantum mechanically probabilistic measurement process. For
the special case of pure states an entangled state cannot be written as the tensor product

3The fidelity is not a distance measure in the mathematical sense. There are also two different conventions
of the definition differing up to a square, but we will use the version that is more common in the
literature.



2.1 Basic quantum information theory

of two one-qubit states [¢),5 # |$1); @ |p2)y. That means there is no way of describing
one of the two qubits individually without neglecting some kind of information. For mixed
states one says that they are separable iff (if and only if) there exists a decomposition of
the form

P12 = ijﬁl,j ® P2, - (2.16)
J

Detecting entanglement is straightforward for pure states as we can simply trace out one
subsystem and calculate the entropy of the remaining reduced density operator. Whenever
the entropy is non-zero the initial state was entangled. However, the detection becomes
much more complicated for mixed states, especially when the subsystems have dimensions
larger than 2.

Building upon the idea that entangled states may have correlations in complementary
bases Einstein, Podolsky and Rosen came up with their famous discussion about the in-
completeness of quantum mechanics [28]. There, they argued that either the quantum
mechanical description of reality is incomplete or physical quantities of complementary
observables do not have a simultaneous reality. By making use of the correlations in en-
tangled states they showed that physical quantities of complementary observables can have
a simultaneous reality in a weak sense?, letting them conclude that quantum mechanics
is incomplete, which then led to the idea of local hidden-variable theories. In order to
make the existence of local hidden-variable theories testable, Bell proposed an experiment
where two qubits are separated by a large distance and for each qubit one locally decides
which measurement should be performed [29]. The separation needs to be large enough
such that no information can be exchanged between the measurement devices until the
outcomes are announced. Bell proved an inequality of expectation values of the measure-
ments which should hold provided that measurement outcomes can be described by a local
hidden-variable theory. Furthermore, he showed that a specific entangled state violates this
inequality when calculating the expectation value with the standard quantum mechanics
formalism. As a simplification for an experimental demonstration Clauser, Horne, Shi-
mony and Holt generalized Bell’s inequality to the CHSH inequality [30]. In this proposed
experiment Alice measures one of the two observables a, a’ and Bob measures one of b, b/
where each of the observables takes values in {1,—1}. We then define the observable

C=(a+d)b+(a—a)b. (2.17)

Clauser, Horne, Shimony and Holt showed that E(|C|) < 2 holds under the assumption
of local realism. In order to understand this result let us naively assign a probability
distribution P(a,a’,b,b’). One immediately sees that C' = £2 as either a + a’ or a — a’
must give +2 and the other one gives 0. Thus, we obtain —2 < E(C) < 2. However,
by assigning a simultaneous probability distribution for @ and a’ we already made use
of the locality assumption. As the expectation value is a linear function, we can simply
decompose C' in its four parts and take the expectation value of each term. Since all terms
only involve a single observable for Alice and Bob, we can also obtain these expectation
values in an experiment.

Let us now assume that Alice measures the observables X and Z, while Bob measures

X+Z and X—\/}Z Then it is a simple calculation that the expectation value of C' is given

V2
by (®F|C|®1) = 2v/2, where |®F) = % (|00) 4 |11)) is one of the four Bell states.
This CHSH inequality was violated by multiple experiments, where early experiments had

some loopholes regarding low detector efficiencies or the locality condition [31, 32, 33, 34|,

4They were aware that their definition of reality might not be restrictive enough.
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but these have been closed now simultaneously ruling out local hidden-variable theories
[35, 36, 37]°. For the proposal and demonstrated experimental violation of this inequality
Clauser, Aspect and Zeilinger were awarded with the Nobel price in 2022.

While being of particular interest in the foundations of quantum mechanics, entangle-
ment also plays an important role in many quantum information applications. There we
will be mostly interested in the four maximally entangled Bell states

1 1
V2 V2

which form an orthonormal basis of the two-qubit Hilbert space. One application is quan-
tum teleportation which can replace a qubit channel with local operations, a shared Bell
state and two bits of classical communication. Suppose Alice has a qubit encoding some
quantum information which she does not know and wants to transmit the information to
Bob. Furthermore, she does not want to send the qubit directly to him as the connecting
quantum channel might be very noisy, but we assume that they already share a noiseless
Bell state |®T) (it works similarly for all other Bell states),

|®%) = — (|00) £[11)) , |w*) = — (j01) £ [10)) , (2.18)

)4 |®7) 45 = %( B4 0 [0 + [T, X ) 5
17 g (S [0} + [97) 1y Z 1)) (2.19)

The quantum teleportation protocol consists of the following three steps already sug-
gested by Eq. 2.19:

e Alice measures qubits A and A’ in the Bell basis.
e Alice tells Bob her measurement result.

e Bob applies a recovery operation from the set {1, X,iY, Z} depending on the mea-
surement outcome.

After Alice performed her Bell measurement, only one term remains where Bob has the
information up to some Pauli operator, which depends on the measurement outcome.
When Bob learns the measurement outcome he can easily apply the inverse Pauli opera-
tor. Without this information all Pauli operators are equally likely such that Bob’s qubit
is in a maximally mixed state from his point of view. Therefore, faster-than-light commu-
nication is impossible with quantum teleportation as the transmission of the measurement
outcome using classical communication is limited by the speed of light. The first experi-
mental demonstration of this protocol was already shown in 1998 [38| and since then new
experiments demonstrated the protocol [39, 40, 41, 42| even overcoming distances of up to
1400km between a satellite and a ground station [43].

A very similar protocol is entanglement swapping, effectively implementing the operation
|®T) 15 |@T)g, — [®T),, by performing a Bell measurement on qubits 2 and 3 and applying
a Pauli correction conditional on the measurement outcome. Some people call this protocol
also quantum teleportation as it can be understood as teleportation protocol, where the
input state |¢)) is now an entangled state and one half of this entangled state is teleported
to Bob. This protocol was also demonstrated experimentally a long time ago [44].

SHowever, local hidden-variable theories are not ruled out if one considers superdeterminism, where Alice’s
and Bob’s measurement choices are assumed to be not independent from the hidden variables.



2.2 Quantum optics

2.2 Quantum optics

2.2.1 Quantization of the electromagnetic field

As there is a vast amount of literature (e.g. [45, 46]) discussing the quantization of the
electromagnetic field, we will only discuss it briefly for the sake of completeness. Let us
consider the electromagnetic field in the vacuum without charges or currents given by
0
=-—Vo¢— 7 (2.20)
—VxA, (2.21)

where ¢ is the scalar potential and A is the vector potential. Using the Coulomb gauge
V- A = 0 and Maxwell’s equation V - E = 0, one finds that both fields are completely
characterized by the vector potential A. By inserting the fields definition into V x B =

c%%—f , where c is the speed of light, and using a vector calculus identity, it follows that the

vector potential A fulfills the homogeneous wave equation

AA 182,&?—0 (2.22)
2otz ’
By applying separation of variables and constructing the potential to be real-valued, one
then obtains

Z ity (7)ar(t) + cpuy(r)ag(t), (2.23)

where ¢ are constants chosen in such a way that the set {@} forms an orthonormal ba-
sis and aj, are dimensionless. The summation involves all possible wavevectors k and the
polarization degrees of freedom.

In the quantization process we replace the complex-valued amplitudes a; with the mode
operators a; with commutation relations

lak, dw] = [al,al,] =0,  [ag,al,] = 16pu . (2.24)

Inserting the quantized vector potential into the definition of the E- and E—ﬁelds, using
the free field energy density eg|E|? + %|B |2 and integrating over the whole space leads
after some calculations to the Hamiltonian

. 1
A=Y w (agak + 2) , (2.25)
k

where wy, is the frequency of the corresponding light mode and we set & = 16. Thus every
light mode of the free field corresponds to a simple harmonic oscillator. The operators ay
and &};, respectively, annihilate and create excitations of the field referred to as photons as
one can see from the commutation relation in Eq. 2.24. The field’s dimensionless position
and momentum operators’ are given by

i:\%(mfﬁ), ﬁ:\/lii(a—af), (2.26)

fulfilling the canonical commutation relation [#, p] = i1.

In paper I the convention /i = % was used instead.

"These operators do not represent a position or momentum in real space, but correspond to the in-phase
and out-of-phase amplitude with respect to some phase reference.
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2.2.2 Passive linear optics

Passive linear optical operations are the easiest experimentally implementable class of
transformations on the mode operators a. These operations transform the mode operators
linearly, i.e. when considering N optical modes they are transformed as

N
a; = dy=> Uy, (2.27)
k=0

where Ujj, are the elements of a unitary matrix. Due to the unitarity it is easy to check
that the total number of photons is a conserved quantity (hence "passive"). This can also
be observed by calculating the commutator between the total photon number operator and
the generating Hamiltonian

H=>" Ajalay, (2.28)
j?k

where Aj;, are elements of a hermitian matrix. As shown by Reck et al. [47] it is possible
N(N-1)
2

to decompose any such passive linear optical operation into at most beam splitters
and N phase shifters.

Often it is also quite useful to describe the electromagnetic field by its quadrature op-
erators where the linear optical transformation corresponds to an orthogonal, symplectic

linear transformation O of the quadrature operators

N N A NEYA N A A A
(27, .., &y, Py DY) = O (&1, &N, DLy DN (2.29)
(0 1y (0 1y
0 (M 0)o=(1. o) (2.30)
or=0"". (2.31)

2.2.3 Squeezing operations

Another important class of operations are single-mode squeezing operations. They can be
used to squeeze one quadrature while anti-squeezing the conjugated one. Their generating
Hamiltonian has the form

. 2 .
H =ik (&26_2”5 - (dT) 62’¢> . (2.32)

The angle ¢ characterizes which quadrature gets squeezed, for example, ¢ = 0 squeezes
the z-quadrature and anti-squeezes the p-quadrature

T — ze " p — pe”, (2.33)

where r = 2kt is the effective squeezing parameter. In contrast to linear optical transfor-
mations squeezers do not conserve the photon number as the terms in the Hamiltonian
either annihilate or generate two photons. In an experiment such a transformation can be
obtained by spontaneous parametric-down conversion where a pump photon in a crystal
with an optical nonlinearity (the polarization of the crystal is nonlinear in the electric
field) is converted into two photons and the crystal is pumped by a strong classical field,
such that its mode operator can be approximated by its classical amplitude. While it is
easy to implement all linear optical operations in an experiment, implementing squeezers
with high r is difficult and today the record lies at 15 dB of squeezing [48] (squeezing in
dB =10r). When implementing a squeezing operation by pumping a non-linear crystal
higher squeezing values are obtained by placing the crystal within a cavity. In the case

10



2.2 Quantum optics

of a squeezing operation within a quantum circuit this has the disadvantage that one first
needs to couple the unknown quantum state into the cavity and after the interaction out
of the cavity resulting in additional losses. An experimentally more suitable approach
was proposed in Ref. [49] where they generate a squeezed state and couple it with the
unknown quantum state by linear optics followed by a homodyne measurement. In the
limit of an infinitely squeezed state this protocol implements the desired squeezing oper-
ation, but as every physical squeezed state is only finitely squeezed this results in some
intrinsic noise. Thus it is beneficial to avoid in-line squeezing operations whenever possible.

Furthermore, for any system consisting of NV modes an arbitrary operation generated by a
Hamiltionian quadratic in the mode operators can be decomposed into a linear optical op-
eration acting on all N modes, followed by IV single-mode squeezing operations followed by
a final linear optical transformation acting on all NV modes and possibly some displacement
operators [50]. In this case the transformation matrix of the quadrature operators is simply
given by a symplectic one in order to preserve the commutation relation of the transformed
quadrature operators. These transformations are also known as Gaussian unitaries in the
literature as they map Gaussian states onto Gaussian states®.

2.2.4 Coherent states

The most classical states in quantum optics are coherent states. Their defining relation is
the eigenvalue problem of the mode operator a,

ala) = ala) aecC. (2.34)

In the quantization we replaced the classical fields’ amplitude o with the mode operator
a and now we defined a coherent state to be an eigenstate of this operator. By using the
defining relation, we can already see the close relation between coherent states |a) and
classical light fields as the expectation value of any normal-ordered operator of the form
Zn?m Cnm (dT)n a™ is the same as the result obtained by a purely classical calculation with
a classical field with amplitude «. As a consequence the expectation value of the position
and momentum operators behave exactly the same as expected from a classical harmonical
oscillator.

Despite being very classical pure coherent states also show purely quantum mechanical
features such as a non-zero position variance, because not all observables of interest are
already in this normal-ordered form and bringing them into this form introduces some
extra terms involving the commutator [d,a'] = 1. These states are also minimum uncer-
tainty states satisfying Var(&)Var(p) = %, achieving equality in the Heisenberg uncertainty
relation.

In the Fock space representation coherent states are given by

)= el Z f'k (2.35)

and it is easy to see that they are always non-orthogonal as

lof”

a 2
@l = (<15 = B v} L ltalm P =exn(-la-pR). 230)

8States are called Gaussian iff their representation in terms of the Wigner function [51] is a Gaussian
function. As applying Gaussian operations on Gaussian states with a following homodyne measurement
can be simulated efficiently on classical hardware [52] and they still show some genuine quantum effects
like entanglement, the field of Gaussian operations has been well studied in the literature.

11
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Formally all coherent states are related to the vacuum state by the displacement operator

~

D(a) = exp (adT - a*d) = exp (zﬁ(@ Im{a} — ﬁRe{a})) , (2.37)
la) = D(a)|0) . (2.38)

Eq. 2.38 can be obtained by using the relation ﬁ(a)T&D(a) = a + « and the property
that coherent states are eigenstates of the annihilation operator.

2.2.5 Noise channels

One of the most important sources of noise in quantum optics and especially in the context
of quantum communication is the loss of photons due to absorption and scattering. This
process is formally described by the bosonic loss channel. The mode of interest a is coupled
to an environmental mode b with a beam splitter of transmission 1 where in general the
environment is assumed to be in the vacuum state and we then trace out the environmental

mode ¥/,
()-(4% T )

To be more precise one should consider a thermal state

oo

) 1 hwo \
Pthermal = o Z €xXp |\ — kT |]> <]| (240)
1-— exp (—m) 7=0 B

instead of the vacuum state, but we are mostly interested in the regime of optical frequen-
cies where hw > kpT even holds for room temperature such that we can neglect the higher
excitations. Finally we obtain the bosonic loss channel

[o¢]
p— > EwpE]
k=0 (2.41)

with Ej, = Z <Z> k(1 —n)k|n—k) (n| .
n=k

Another very important noise channel is the Gaussian displacement channel. In this
channel displacements occur in the position and momentum quadrature according to a
Gaussian probability distribution. We will assume that these shifts are independent and
identically distributed (i.i.d.) with zero mean and a variance of 2,

1 (a:2+p2) ~ (x4 1p A (X +ap
- D DT . 2.42
2mo? /RQ dwdp exp( 202 ( V2 ) p < V2 > (2.42)

2.2.6 Detectors

p—

In this thesis we make use of three different detectors of the electromagnetic field which we
will discuss briefly without going into their inner workings as this is outside of the scope
of this thesis.

On the one hand, there are on-off detectors which are able to discriminate the vacuum
state from excited ones and their POVM is given by {|0) (0|, 1—|0) (0|}. On the other hand,
there are photon-number-resolving detectors (PNRDs) which can resolve multiple photons
corresponding to a POVM {|0) (0], |1) (1], |2) (2],...}. PNRDs are experimentally much
more demanding than on-off detectors and up to now only PNRDs which can resolve a

12



2.2 Quantum optics

few photons have been demonstrated in an experiment [53, 54]. Some detectors work at
higher temperatures, but have a lower efficiency. However, both kinds of detectors have
the disadvantage that they can mostly only be operated at cryogenic temperatures.

A different detector which can be used at room temperature is a (balanced) homodyne
measurement. In such a measurement the mode of interest is coupled with a strong classical
light field with amplitude a by a 50:50 beam splitter (see Eq. 2.42 with n = %) Then the
intensity of each output mode is measured by a common photo diode and one considers
the difference of the two signals. The resulting observed quantity is then proportional to a
quadrature operator of the input field, when considering a semi-classical approach where
we replace the auxiliary strong coherent state by a classical light field. In a fully quantum-
mechanical picture proportionality holds between the expectation values of the quadrature
operator and the output signal, while for higher orders of the quadrature operator there
are some correction terms which are neglectable for |a| > 1. Different quadratures can be
measured by adjusting the phase of « (see Fig. 2.1),

(2.43)

3
)

11—

/rsignal

A

p

Figure 2.1: Schematic of a homodyne measurement: A coherent state is coupled by a 50:50
beam splitter (BS) with a light field whose quadrature is to be measured. The
output modes are then measured by common photo diodes and their output
current is subtracted. The resulting current is proportional to the expectation
value of the quadrature measurement.
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2.3 Quantum error correction

2.3.1 Prominent error channels

Before starting with error correction we shall briefly discuss two qubit error channels of
particular interest.

On the one hand, we have the depolarizing channel

. . 1
popp+(1—p)5 (2.44)
1430, 1—p, o . X
-— Ebo+ . P(XpX +YPY + ZpZ) (2.45)

where the last equation was obtained by using the identity

%Z%(ﬁ—FX[)X—FYﬁY—FZﬁZ) . (2.46)

When no error and X, Y, Z-error occur with equal probability, then the complete informa-

tion of a single qubit is erased. Therefore, the depolarizing channel can be understood as

a worst-case scenario where no error occurs with probability © and otherwise the complete

information is lost. There exist multiple conventions what is meant by an error probability

in the depolarizing channel. Some call the probability to replace p by the maximally mixed
1

state 5 error probability and others call the probability that a X, Y or Z-error happens

error probability.

The other really important error channel is the dephasing (sometimes also called phase-flip)
channel

~

p— (1—p)p+pZpZ. (2.47)

Quite often the probability p of a phase-flip is parameterized as p = % (1 — exp(— Tt h))

due to physical reasons. Let us assume that p starts in the state <I0>\J/r§|1)> <<0|\J/r§<1|) and we
apply the dephasing channel. As a consequence the off-diagonal terms will be suppressed
by a factor of 1 — 2p corresponding to an exponential decay with coherence time T, in
the other parametrization, which can be observed in many experiments. After some time
we obtain a classical mixture of |0) and |1) instead of the initial superposition.

Let us now derive this channel more rigorously from fundamental principles. We assume
that our qubit interacts with the environment due to e.g. scattering with probability p’,
where the probabilities of |0) 4 and |1), are left invariant and the environmental state
depends on the qubit state. One example for such a scenario would be that [0) , and |1) 4
denote the energy eigenstates of a system which scatters without energy exchange,

10) 410}z = V1T =P 10) 4 [0) g + VP 1004 1) 2 (2.48)
1D A10) g = VI=P 1) 410) 5+ VP 1) 412) - (2.49)

Since we have no access to the degrees of freedom of the environment, we have to calculate
the partial trace. By using the canonical basis for the partial trace, we obtain the three
Kraus operators which can be represented as matrices in the canonical basis

B B 10 B 00
Ko=+/1-p1, K1:\/17<0 0), K2=ﬁ<0 1). (2.50)

14



2.3 Quantum error correction

Kraus operators are not unique as one can choose different bases for the partial trace and
it is possible to find a more compact set of Kraus operators,

N / “ /
K0:,/1—%11, Klzy/%Z. (2.51)

We can also obtain the exponential form in the decaying off-diagonal terms by considering
a continuous dephasing process with a dephasing rate I". For a small time segment At we
have p’ = T’At < 1 and for each application of the dephasing channel the off-diagonal
elements are damped by 1 — p’. Thus we can split the overall time evolution of length ¢
into n segments of length At = % and we consider the limit of n — oco. The off-diagonal
terms are then damped by

re\"
(1-TAH)" = (1 - ) "% exp(~Tt). (2.52)
n
There also exists a different approach for deriving the dephasing channel with another
nice operational interpretation. Let us assume that we prepared an imperfect version of p,
where phase kicks occurred following a Gaussian distribution with variance o

oo 2 ; ;

\/;7/00 exp<—200> exp(fZ)ﬁexp(—ﬁZ)d@. (2.53)
The diagonal terms are unharmed, but the off-diagonal ones are damped by a factor
exp (—%2) Such an interpretation is very useful for experiments. For example, we may
have an atom that shall store its quantum information for a long time. We assume constant
electric and magnetic fields, but this is an idealization and not what is happening in the
lab. There, the magnetic field is fluctuating, shifting the energy difference between both
energy levels resulting to some unforeseen phases due to the time evolution, which we have
to average over.

2.3.2 General theory

Although quantum systems are very fragile and susceptible to noise a very similar problem
arose in the last century when trying to sent classical information through a noisy envi-
ronment. There, the solution was to use encodings of the information with some amount
of redundancy. The simplest encoding with redundancy is the 3-bit repetition code

0, =000,  1p=111, (2.54)

where one simply copies the information multiple times and from time to time one applies
a recovery operation, where one applies majority voting, i.e. if there is a single 1 one flips it
to 0 and vice versa. This scheme succeeds whenever at most one error happened. Provided
that bit-flip errors occur independently and with a low enough probability p, this code
reduces the error rate to 3p?(1 — p) + p3, but it also introduces an hardware overhead.

Several issues arise when trying to generalize such an error correction scheme to the quan-
tum realm:

e The quantum information cannot be simply duplicated due to the no-cloning theo-
rem.

e Measuring all qubits in order to learn the error destroys the quantum information.

e We have to correct uncountably many different errors.

15
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Due to the no-cloning theorem it is impossible to copy the input qubit, but it is possible
to consider a similar scheme. Here, we consider the code

02) = 000) , [1) = [111) , (2.55)

thus encoding a superposition results in an entangled state and not multiple copies of the
superposition. In order to correct bit flip errors we cannot measure all qubits in the Z-basis
as this would also reveal encoded information. For example, already a single measurement
of Z; corresponds to a measurement of the logical Pauli operator Z in the error correcting
code and thus superpositions in the logical qubit are already destroyed. Thus, we have to
gain less information while still getting enough information in order to learn the occurring
error. This can be done by measuring Z1Z5 and ZsZ3 with the projectors

P; =1000) (000| + |111) (111] apply 1 as recovery, (2.56)
P> = |100) (100| + |011) (011| apply X as recovery , (2.57)
P3 ={010) (010] + |101) (101| apply X3 as recovery , (2.58)
P, =|001) (001] + |110) (110 apply X3 as recovery . (2.59)

Here, we only obtain 2 bits of information, which is enough to learn the error without
leaking the encoded information, such that we can apply an appropriate recovery operation.
In classical error correction we measure 71, Z> and Z3, which are then multiplied to
Z1Z5 and Z3Z3. In quantum error correction we skip the first step and only measure the
information that is really necessary for the recovery.

As an example, let us consider the case where on each qubit a bit-flip occurs indepen-
dently with probability p and no error with probability 1 — p. Furthermore, we consider
the general encoded state « [000) + 3 |111). With probability p(1 — p)? we have the pre-
measurement state a|100) 4+ 3 |011). The measurement projects onto P leaving the actual
state invariant. Then we know that we have to apply X; as a recovery in order to go back
to the code space.

Up to now we have have not discussed the important issue of continuous errors. Fs-
pecially in the context of performing single-qubit rotations it is easy to imagine that in
an experiment the interaction times will never be perfect, resulting in small under- or
overrotations. Let us assume we want to perform some rotation on the first qubit and in
addition to the desired rotation we also got the error al + bX; due to an overrotation.
When measuring Z;1Z2 and Z2Z3 on the state (al + bX1) (]|000) + §]111)) we project
onto P; with probability |a|? resulting in the state o [000) + 3|111) and with probability
|b|? we project onto P, resulting in the state a'|100) +3]011). After the recovery operation
we obtain the state «|000) + 5 |111) in both cases. Here we can see that the projection in
the measurement process of Z1Zs and ZsZ3 reduced the continuous error to a discrete one
that we have to correct.

In general, a quantum error-correcting code is a subspace of a Hilbert space where the
canonical correction process consists of two steps. First, we perform a syndrome measure-
ment, i.e. a measurement which allows us to gain information about the occurring error
without leaking any encoded information. Conditional on this measurement outcome we
then apply an operation in order to recover a state lying in the code space. In general,
arbitrary qubit rotations can occur as an error leading to an uncountable set of errors that
we have to correct. However, measuring the syndrome discretizes the errors such that we
only have to correct a finite set. A general theory of quantum error correcting codes is
described in Ref. [19] and the Knill-Laflamme conditions [55] specify whether a code can
correct a given set of errors.
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2.3 Quantum error correction

Theorem 1 (Knill-Laflamme conditions). A code C' can correct errors from a set A iff
for all basis states |ir),|jr) (i # j) and Aq, Ap € A the conditions

(ir| AL Ay liz) = (jrl AL Ay ljz) (2.60)
and
(i) AL Ay |jL) =0 (2.61)
are satisfied.

Both conditions have an intuitive interpretation. The first condition means that cor-
rectable errors must not introduce deformations depending on the encoded information,
which would change the coefficients in a superposition otherwise, and the second condition
means that logical basis states can still be discriminated for correctable errors.

Suppose, we consider a finite set of correctable errors {Aj}?:p then it is easy to show
that every linear combination thereof A, = >}, ar Ay, where ay, is a scalar, can also be
corrected,

(ol AJAY |5 = (il > ahALbiA|jr) = > ajby (il ALA i) = 0. (2.62)
k=1 k=1

The other condition can be proven similarly and thus every linear combination of cor-
rectable errors is also correctable, such that we only have to consider a basis of correctable
errors. Every possible single-qubit Kraus operator can be described by a 2 x 2 matrix.
A really convenient basis for these single-qubit errors is given by {1, X,Y, Z} which even
forms an orthogonal basis with respect to the Frobenius inner product (A, B) = Tr (A‘LB).
The elements of this basis are part of the n-qubit Pauli group

P,={i"B1 ® B, ®---® By|a € {0,1,2,3},
Bj € {1,X,Y,Z},j € {1,...,n}}, (2.63)

which also has the additional property that two group elements either commute or anti-
commute with each other. We can then consider multi-qubit errors by choosing the ele-
ments? of P, as the basis for expanding the error Kraus operators.

Almost all qubit quantum error correcting codes belong to the class of stabilizer codes,
which can be described quite nicely in the stabilizer formalism making heavy use of the
Pauli group. An n-qubit stabilizer code is represented by a stabilizer group which is an
abelian subgroup (not including —1)° of the n-qubit Pauli group P,. The code space
is then given by the common +1 eigenspace of all elements in the stabilizer group. This
group can be generated by n — k independent stabilizer generators!! and corresponds to
a code which encodes k logical qubits within n physical ones. Stabilizer codes have two
really nice features. First, we can describe a code compactly with n— k stabilizers although
the underlying Hilbert space dimension increases exponentially with n. Tracking the sta-
bilizers even allows for an efficient simulation!'? of Clifford-circuits [56] consisting of gates
from the Clifford group C,, = {V € U(2")|VP, VT = B,}, i.e. it is the normalizer of the
Pauli group and can be generated by the gates H, S and CNOT. Similarly, one can define
the normalizer N'(S) := {P € P,|PSP! = S} of a stabilizer group S in P,. It is possible

Swith trivial phase

00therwise, the codespace is empty.

1 Often only called stabilizers for brevity. Rigorously, all elements in the stabilizer group are stabilizers.

12 As a consequence, quite often one considers Pauli noise consisting of probabilistic Pauli-operator errors,
because such an error correction process can be simulated efficiently.
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to choose a basis for the logical qubits in such a way that logical Pauli-operators then
correspond to the cosets N (S)/S and the lowest weight of an element in N'(S) not belong-
ing to S is the code distance d, where the weight of an operator is the number of qubits
with non-trivial action. Such a code can then correct d — 1 errors with known positions
and only L%J errors when their positions are unknown. Quite often the most important
properties of a code are written down as the triple [n, k, d], where n is the number of used
physical qubits for encoding k logical ones with a code distance of d. Another benefit of
the stabilizer formalism is that the stabilizer generators already explicitly define syndrome
measurements. In our example with the 3-qubit bit flip code two stabilizer generators are
given by Z1Z5 and ZyZ3 which are exactly the syndrome measurements discussed above.

When ignoring global phases every n-qubit Pauli operator can be represented by an Z2"
string via the symplectic representation

Xle{l PR ®X7€an7];n Al (ela"'venafh' o 7fn) = (€|f) : (264)

Two Pauli operators commute when the symplectic form w ((e|f), (¢/|f')) = ef' — fe' is
a multiple of 2.13

A very important subclass of stabilizer codes are Calderbank-Shor-Steane (CSS) codes
where it is possible to find a set of stabilizer generators such that each generator only
consists of 1 and X or 1 and Z. Therefore, one can correct X- and Z-errors independently
and the overall code can be decomposed into two classical codes each correcting either the
X- or Z-errors. Furthermore, the logical CNOT gate can be implemented transversally
between two CSS codes, i.e. by applying physical CNOT gates in a bitwise fashion.

2.3.3 Gottesman-Kitaev-Preskill (GKP) codes

So far we considered quantum error-correcting codes for qubits which can be applied in
principle to all kinds of quantum systems since only two states are used. However, this
might be very hardware-inefficient as only a two dimensional subspace of the overall Hilbert
space is used for the physical qubit and no other degrees of freedom are utilized for encoding
the logical information and an error syndrome. The smallest qubit code being able to
correct arbitrary single-qubit errors is the 5-qubit code. Thus, one would naively employ
five physical systems in order to obtain one logical qubit. Especially in the case of a
harmonic oscillator the Hilbert space is infinite-dimensional such that it would be wasteful
to only use a two-dimensional subspace instead of considering additional parts of the space
for redundancy.

Thus, it makes sense to consider quantum error-correcting codes which are already de-
fined within the Hilbert space of a harmonic oscillator, which are known as bosonic codes.
As these codes are not built out of abstract qubits, they can also be designed in such a
way that they are able to correct more physically realistic error models as e.g. photon loss
or small diffusive displacements.

The most important bosonic codes are cat [57] and binomial codes [58] which are designed
to correct photon loss and GKP codes [59] which are designed to correct displacement er-
rors. These GKP codes were already proposed in 2001 and are therefore also one of the
oldest bosonic codes. However, back then an implementation thereof was considered ex-
perimentally impractical or even “beyond impossible” [60] and only in the last years first
experiments could be demonstrated [61, 62, 63, 64, 65|. Quite impressively an experi-
ment with active GKP error correction was demonstrated in superconducting circuits very

131n the case of general qudits of dimension D the generalized Pauli operators commute when the symplectic
form is a multiple of D. There is no unique way to generalize the Pauli operators from qubits to
higher dimensional system and we consider the choice of X = Zf;ol |7+ 1 mod D) (j| and Z =

S exp(—iZ24) 1) (.
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recently overcoming break-even [65], i.e. the coherence time of the information encoded
within the GKP code was higher than the best passive encoding employing the same hard-
ware. Especially in the last few years when these codes came in reach they also gained
enormous interest from the theoretical side and it was shown that GKP codes can even
beat cat and binomial codes in their own game of photon loss [66].

The most famous ideal GKP codes consist of a Dirac comb as the position-wavefunction,
i.e. the wave function consists of delta peaks with some period,

0=Slg=208), [=Sli=Cn+1B), (2.65)

nez nez
H=Ylp=25). =X l-enn). (2.66)
nez ’8 neZ '8

The corresponding X and Z-operations can be represented by

X =exp(—ifp),  Z=exp (sz) . (2.67)

Therefore, all position displacements with a magnitude smaller than g and all momentum
displacements with a magnitude smaller than g5 can be corrected by measuring the error
syndrome and shifting the state back to the nearest codeword. Usually noise in the position
and momentum quadratures is equally strong and therefore one chooses 5 = /7 making
the code symmetric.

To make the error correction scheme more illustrative we will briefly discuss a standard ap-
proach for error correction for the symmetric scheme also shown in Fig. 2.2. For simplicity
we assume that a position displacement of strength u occurs at a |0) state and we want to
correct it. Analogously we could also do the same for superpositions in the codespace and
for superpositions of errors, but the calculation would be less clear. Hence we stick with
this simple model.

In order to obtain the syndrome information we consider an ancilla state ez 1T = /7)),
and couple it with the other state by employing a CSUM gate e~%172. The idea of this
coupling is that the position shift is copied from mode 1 onto mode 2 which is then mea-
sured, so that we can learn the shift. In the end we measure the position in mode 2 and
thus we learn v mod /7. We assume that it is more likely for u to be small and therefore

we estimate u to be in the interval [—@, @) and apply a corresponding correction shift
—Uestimated tO the position of mode 1. For |u| < @ the correction always succeeds, but for

larger shifts it leads to logical errors'4.

D |E=2jvT +u), & = kv7), (2.68)

J,kEZ
CEMN |2 =2jva+u), |& = (2] + k)7 +u), (2.69)
J,kEZ
= |g=2vVr+u), & =KVT+u), (2.70)
J,k'€Z

GKP codes can also be described as a kind of stabilizer code where the underlying group

1We are neglecting the cases where error and correction add to a large shift of for example 21/7, because
these events only occur with a very low probability.
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[4)

[+) 2

Figure 2.2: The CNOT5 realized by exp(—iZip2) acts as the identity when both qubits
are in the GKP code space. However, it also propagates position shifts from
mode 1 to mode 2 and vice versa for momentum shifts. Thus, the position
measurement of mode 2 gives us the required syndrome information in the

form of x mod /7.

is the Weyl-Heisenberg group instead of the Pauli group. Elements of the Weyl-Heisenberg
group acting on N modes take the form of

N
D(0,d,5) = e’ exp | ivV2r Y (aji; + Bip;) |

Jj=1

D(61,d1, 51)D(0a, 8o, B) = efi%w((&llgl)’(@'EQ))D(%,072,52)1)(91,&1751),

(2.71)

where w is again the symplectic form introduced in the symplectic representation of the
Pauli group. In fact, when ignoring global phases we already have a symplectic repre-
sentation in R2V with the vector (&|5). The similarity of the Weyl-Heisenberg and Pauli
groups is no coincidence as they can also be understood as unitary representations of the
continuous or respectively finite Heisenberg group [67]. The stabilizer generators of the
described GKP code are then given by

VTP and VT (2.72)

Notice that products of stabilizers are also stabilizers and the set of possible stabilizers

forms a lattice in the symplectic representation. For this reason we will refer to this code

as square GKP as it forms a square lattice £ in the symplectic representation.
Additionally we can consider the dual (in the symplectic form) lattice

Lt ={veRM|w(v,l)€Z Ve L}

corresponding to displacements commuting with all stabilizers. Logical Pauli operators are
then represented by the coset £/L. Different GKP codes then correspond to different
lattices where the symplectic form between any two basis elements of the lattice has to be
an integer such that the stabilizers commute with each other.

Unfortunately, the exact codewords are unphysical as they are not normalizable due to
the translation-invariance and additionally they are superpositions of infinitely squeezed
states which would require an infinite amount of energy. A very intuitive approach [59]
consists of replacing the delta peaks with sharp Gaussian peaks and introducing an overall
Gaussian envelope resulting in the approximate states

0) o< D /R e s T s BV | — g) dg, (2.73)
SEL

‘1> - Z /]R o~ 382 ((2s+1)ym)? = 5az (0= (25+1)V/m)? 2 =q)dq. (2.74)
SEL
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Figure 2.3: Snippet of square GKP’s stabilizers in the symplectic representation forming
a square lattice. The blue dots show the lattice points £ and the orange ones
show the symplectically dual lattice £+

Alternatively, one can consider

) /R 2;756‘§<35+753>e"("’375i) ) dud , (2.75)

where M> is the approximate version of the ideal square GKP state |¢)) (see Fig. 2.4).

Multiple different approximate codewords have been proposed [59, 68| and they have been
shown to be (almost) equivalent'® when assuming equal error rates in both quadratures,
ie. v = 0 [69]. The last equivalent approximation consists of applying the operator
exp(—&(R+ 3)) on the ideal codewords, where 7 is the number operator [68]. This also
allows for a simple calculation of stabilizers for finitely-squeezed GKP states [70], which
we will demonstrate for the stabilizer ¢/2v7P ,

|7 = e7€(3) ) — e d)ei2vmb |y (2.76)
— o E(td) pi2vmp (Rt 3) —E(7+3) ) (2.77)

— i2v/(cosh?(&)p—isinh?(€)q)

«5> : (2.78)

Quite often in the literature the coherent Gaussian displacements are replaced by in-
coherent ones as a simplification, resulting in a Gaussian displacement channel. This
approximation has the advantage that one can combine the Gaussian noise originating
from the environment with the Gaussian noise from the approximate states to a single
Gaussian channel, which is simply described by its covariance matrix, followed by ideal
GKP error correction simplifying calculations enormously. The approach of considering in-
coherent instead of coherent noise is also well-established in the context of qubit quantum
error correction. There, in principle it is possible to actually perform this conversion by
a process called twirling [71, 72|, where one applies a random operation from a set before
the error channel followed by the inverse operation. Similar schemes have been proposed

15The state given in Eq. 2.74 is not symmetric in position and momentum and therefore the wave function
has to be squeezed by a factor of v/1 + k202 in order to make it equivalent with the parameterization
given in Eq. 2.75. Thus, in the limit of good approximation this squeezing is neglectable.
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Figure 2.4: GKP wavefunction in the position representation with (a) ideal GKP qubits, (b)
finitely squeezed approximate (unnormalized) GKP states with A =k = 0.25.

in the GKP context [73, 74|, but in this infinite-dimensional Hilbert space the off-diagonal
terms cannot be brought to zero exactly but only in a limit.

In order to perform error correction we also need to perform measurements in order to
obtain the syndrome information. For example, measuring the syndrome of the stabilizer

2777 ~
e'V7" is equivalent to measuring & mod /7. Such a measurement can be performed by
a circuit shown in Fig. 2.2. An experimentally simpler variation thereof is discussed in
paper IIL

Often GKP codes are considered in combination with a concatenated high-level qubit
stabilizer code and the error correction of both codes is done independently |75, 76, 77].
However, the logical error rate can be boosted by using the analog GKP syndrome infor-
mation also in the decoding process of the high-level code. Suppose that a shift error of

@ — e with 0 < € < 1 occurs and this has the same syndrome as a shift of — (4 + e).

A confusion of these two shifts would result in a logical Pauli error after the error cor-
rection and both shift errors have almost the same probability according to the Gaussian
distribution. Hence, we have low confidence in the correctness of the recovery operation
for this specific error syndrome. However, in the case of a shift of € it is rather easy to
decide correctly as alternative shifts with the same syndrome are € + /7 and according
to the Gaussian probability distribution these shifts are very rare such that we have high
confidence in our recovery operation. This measure of confidence can then be used by
the recovery of the high-level code [78, 73]. The performance of several codes with ad-
ditional analog information have been studied and large improvements have been found
[76, 75, 79, 80].

Another advantage of GKP codes is that Clifford operations can be realized on the
logical level of the GKP code by physical Gaussian operations (mapping Gaussian states
onto Gaussian states) as they transform quadrature operators linearly while preserving the
canonical commutation relations. For example, in the square GKP code Pauli operations
are realized by displacements, the Hadamard gate is realized by the rotation €'2” and a
CNOT} is given by the conditional displacement e %192,

The five experimental demonstrations of the GKP code make use of different physical
platforms, as on the one hand, Refs. [61, 63] use the harmonic motion of a trapped
40Ca™ as the oscillator mode which is controlled by a qubit in the internal state of the ion
(‘81/27mj = 1/2> and |D5/2,mj = 3/2>) due to state-dependent optical forces. On the
other hand, Refs. [62, 64, 65| use a microwave cavity controlled by a transmon, but the
schemes [61, 62, 65] have in common that they apply controlled displacement operations
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or more generally an entangling operation, consisting of multiple controlled displacements
and single-qubit rotations, between the oscillator and the transmon qubit before measuring
the qubit. Conditional on the measurement outcome an operation may be applied on the
mode. In the trapped-ion experiment [61] they first generate a squeezed state and prepare
the qubit in a |+) state, apply a controlled displacement operation and measure the qubit
ion the X-basis. This generates a superposition of squeezed states and by repeating these
steps additional peaks of the GKP state can be added step by step. In the other experi-
ment [62] they make use of the fact that the controlled displacement can equivalently also
be seen as a qubit rotation conditional on the oscillators state. By performing suitable
measurements on the qubit after each controlled displacement operation they are able to
reconstruct the expectation value of the stabilizer generator. By measuring these stabiliz-
ers again and again they project the oscillator state onto the GKP codespace. However,
every qubit measurement can only give a single bit of information such that many mea-
surements are needed in order to obtain an accurate estimation of a stabilizer syndrome
consisting of a phase. Although the experiments [61, 63] use the same encoding, their state
preparation is completely different since there are no measurements involved in experiment
[63], but instead they designed a dissipative process where they apply some spin-dependent
displacement operations followed by resetting the spin via optical pumping. This process
is designed in such a way that its steady state contains the GKP codespace and thus
codewords are prepared by applying multiple iterations of this process. By using this re-
pumping instead of the spin-state readout one has the advantage that less photons scatter
with the ion (~ 2 vs ~ 1000 photons) and therefore less noise originates from the recoil.
Ref. [64] also generates GKP states without performing measurements. They consider an
interaction between a microwave cavity and a transmon qubit in the dispersive regime with
an interaction Hamiltonian H = ya'aZ/2, where x is the rate of non-linear interaction.
Typically, universal control of the harmonic oscillator is impossible in the regime where
the dispersive non-linearity is not much larger than the decoherence rates. However, by
applying large displacements and suitable chosen echo sequences, one can obtain a large
effective non-linearity. This approach was then used for the generation of GKP states.

Unfortunately there has been no demonstration of GKP states in the optical domain
yet. The main problem consists in the unavailability of naturally occurring and strong
non-linearity in quantum optics. However, it has been well-known for a long time that
measurements can be used in order to effectively induce nonlinearities [81]. Hence, quite
recently it was proposed to use adaptions of Gaussian Boson Sampling (GBS) experiments
for the generation of arbitrary bosonic states with some cut-off in the Fock representation.
In a GBS experiment we first generate single-mode squeezed states in all modes which is
easily possible with state-of-the-art experiments (only the amount of squeezing is restricted
by experimental constraints). Then we send these states through a network of beamsplitters
and phase shifters implementing some general linear-optical operation. Up to this point the
state can be described efficiently in the formalism of Gaussian states, but as the last step we
measure the photon number distribution. The calculation of the probability distribution is
related to the computation of the hafnian of some matrix which is conjectured to be really
hard [82] and GBS is a non-universal type of quantum computing. When measuring the
photon distribution of all except one mode, the state of the remaining mode is non-Gaussian
and depends on the measurement outcomes. By varying the parameters of the squeezed
states and the linear-optical network one can adjust which states should be generated, but
because of the measurement process the generation will only work probabilistically with
rather low probabilities [83, 84, 85]. With the right choice of parameters and for the right
measurement outcomes a approximate GKP state is generated. There is also some trade-
off between a high probability of success and the quality of the state, i.e. the amount of
squeezing in the peaks.
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However, there are also some proposals relying on nonlinearities [86, 87|. In Ref. [86]
more efficient decompositions of gates into small nonlinearities were considered, while in
Ref. [87] nonlinear effects due to Rabi interactions between a two-level system and a
bosonic mode (e.g. a trapped ion and a microwave field in a cavity) are considered and
approximate GKP states can already be obtained with cavities that are already proposed.
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2.4 Quantum communication

The no-cloning theorem and the inability of discriminating non-orthogonal states without
distortion lies at the heart of any quantum protocol promising some kind of security. The
former follows directly from the linearity of quantum mechanics [24, 25]. The latter can
also be proven easily as follows. Let |¢),|¢) be two distinct non-orthogonal states and let
|u) be some ancillary state which is used for discrimination. The unitary discrimination
operation results in

) [u) = [¥) |v) (2.79)
|¢) [u) — |9) |v") . (2.80)

By assuming (¢)|¢) # 0 and making use of the unitarity 1 = (u|u) = (v|v’) needs to hold
and thus |v) = |v') making any discrimination impossible.

The first application of these properties goes back to Wiesner with his idea of unforge-
able quantum money [88]. In this proposal a banknote does not only have a printed serial
number, but each digit is also encoded within a qubit using either the X- or the Z-basis.
The random basis choice is set by the bank at the note generation and it stores the basis
choice. When someone wants to deposit the note at the bank, the bank measures the
qubits according to the stored bases and only accepts the money when the measurement
results match the serial number. Under the assumption of noiseless qubits a note printed
by the bank will always be accepted by the bank. However, a forger does not know the
base choices belonging to a serial number and therefore he has to guess each basis. With
a probability of 50% he guesses right and in the other case the bank obtains the correct
measurement result with 50% probability, thus for each individual digit he has a prob-
ability of 75% such that the bank does not notice the forgery. A typical serial number
consists of multiple digits resulting in an exponentially decreasing acceptance rate of the
bank. Hence, for a sufficiently long serial number the banknote is practically unforgeable.

Building upon this idea Bennett and Brassard proposed the first quantum key distri-
bution (QKD) protocol in 1984 encoding the information within two mutually unbiased
bases (eigenbases of X and Z), nowadays simply known as BB84 [89]. As it (and variants
thereof) is the most prominent QKD protocol and has a structure similar to most other
QKD protocols, we will now discuss a pedagogical version thereof in detail following Ref.
[19].

Let Alice and Bob be two parties who wish to communicate privately and the eaves-
dropper is referred to as Eve. We assume that Alice and Bob use a public, authenticated
channel for communication, i.e. Eve can listen to messages, but she cannot manipulate
them. This is an important assumption as otherwise Eve can easily break the encryption
which we will later discuss in detail.

The protocol consists of the following steps:

e Alice uses a random number generator generating two bit-strings a,b of length
(44 0) n where all strings are equally likely (6 > 0).

e Alice encodes the random strings in her (4 + §)n qubits according to |, p,) With

|%0,0) = 10) , [Y10) = |+) ,
o) =11),  |v11)=1-).

e Alice sends her qubits to Bob, who randomly measures them in the X- or Z-basis
and confirms the qubits’ arrival over a public channel.
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e Alice and Bob publicly reveal their chosen bases.

o Alice and Bob discard all events where their bases do not match (sifting phase). With
high probability a key of length 2n remains (0 can be chosen in such a way).

e Alice and Bob announce n bits of their key in order to estimate the error rate.
e Alice and Bob apply error correction such that they obtain a smaller, but equal key.

e Alice and Bob apply privacy amplification in order to obtain a smaller key uncorre-
lated with Eve.

Intuitively, security originates from Alice using the X- and Z-eigenbasis for encoding
the information. As these four states are not mutually orthogonal Eve cannot gain any
information without distorting the state. She might as well also perform measurements in
the X- or Z-basis on Alice qubits. When she correctly guesses the basis with a probability
of 50% she obtains the encoded information and does not change Alice’s state. However,
whenever she uses the wrong basis she does not obtain any information about Alice’s
encoded information and the qubit’s state is changed which would result in an error rate
of 50%. Thus, Eve would introduce a total error rate of 25%. Here, we can already see
that the security critically depends on Eve not finding out the preparation bases before
Bob performs his measurements as otherwise she could perfectly align her measurements
with the preparation basis such that she obtains all the information and does not disturb
the qubits. Hence, Bob needs to confirm the arrival over an authenticated channel such
that Alice can be sure she talks with Bob and is not tricked into telling Eve the bases too
early. Similarly, when Alice and Bob compare their bits an authenticated communication
channel is needed as otherwise Eve could tamper with the messages hiding errors. In the
end Alice and Bob probably come up with a non-zero error rate due to either eavesdropping
attempts or simply noise in the implementation. Typically all information that leaked out
due to noise is assumed to be accessible for Eve and the error rates are then used to bound
the information that she might have gained about the key. Alice and Bob then make use
of classical error-correction (information reconciliation) in order to obtain an equal key
with high probability which is then used for privacy amplification such that Eve only has
negligible information on the resulting key. The last two steps might either use one-way
or two-way classical communication between Alice and Bob allowing for different tolerable
error rates [90].

Furthermore, an authenticated communication channel is also needed in order to pre-
vent so-called “man-in-the-middle attacks”. In such an attack Eve would impersonate Bob
towards Alice and impersonate Alice towards Bob. Then she would simply perform the
actual QKD protocol with Alice and Bob giving her a shared secret key with Alice and Bob
as well. When Alice uses her secret-key for encryption Eve can simply decrypt the message
and later she uses her key shared with Bob to send him the original message. However,
Eve is not required to only read the message, but she may even send him a different one.

Secure authentication is a hard problem to achieve without meeting in person to establish
a shared secret. Many of today’s authentication schemes rely on computational hardness
assumptions which we want to get rid of. In order to be information-theoretically secure!'®
we need to consume a common secret in order to authenticate each message. Hence, Alice
and Bob already need a short secret key in order to start the protocol and parts of the
distilled secret-key must be used for authentication in the following rounds.

In principle, one could also use authentication schemes based on computational hardness
assumptions in order to distribute the first secret key for practical purposes. Any attack

16This means the protocol is secure against an adversary with unbounded computing resources and time.
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exploiting the hardness assumption must be done during the first round of the QKD pro-
tocol. If one is confident that the authentication scheme cannot be broken in this short
time, one can still generate secret keys, because the security is not invalidated when the
initial authentication scheme is broken at some later point of time after Alice’s and Bob’s
communication. See Ref. [91] for a detailed discussion.

The pedagogical variant of BB84 discussed here has the disadvantage of a large fraction
of qubits being discarded or used for testing. This issue was resolved in Ref. [92], where
it was shown that it is possible to choose a basis with a probability different from 50%
even approaching zero in the asymptotic limit while performing a more sophisticated error
analysis, where one does not consider a single error rate @), but two error rates e, and e,
for both bases. Thus, the probability of discarding events due to differently chosen bases is
highly reduced. Furthermore, it suffices to use only a small subset of qubits for estimating
the error rates even approaching a vanishing fraction in the asymptotic regime. A very
similar scheme is the six-state protocol [93] where not only two mutually unbiased qubit
bases (X, Z) but all three (X,Y, Z) are used. As there is an additional basis, it is more
likely that Eve guesses a wrong basis resulting in a higher amount of tolerable noise. Both
the BB84 and six-state protocol cannot only be defined for qubits but also for more general
qudits [94].

Here we presented BB84 as a prepare-and-measure scheme meaning that Alice prepares
some states being measured by Bob, but one can also interpret it as an entanglement-based
scheme where entanglement is distributed between Alice and Bob who then both perform
X or Z measurements. Imagine Alice generates a perfect Bell state, sends one half thereof
to Bob and then they perform the measurements corresponding to the entanglement-based
scheme. However, when she measures her half before sending the other half to Bob instead,
she simply generated BB84 states and we would call it a prepare-and-measure scheme.
From an experimentalist’s point of view a prepare-and-measure scheme is simpler to im-
plement, but viewing it as an (virtual) entanglement-based scheme allows for simpler se-
curity proofs. From this point of view one would argue that the origin of security lies in
the monogamy of entanglement [95], i.e. when two qubits (Alice and Bob) are maximally
entangled they cannot be entangled with another qubit (Eve).

The amount of secret key which can be generated is described by the so-called secret-key
rate. This decomposes into a raw-rate and a secret-key fraction. The raw-rate is given
by the amount of bits which can be generated per time unit and the secret-key fraction
gives the amount of secret key which can be distilled per raw bit. For BB84 using one-way
classical communication for post-processing the asymptotic secret-key fraction is given by

rppss = max (1 — h(ey) — h(e;),0) (2.81)
where h(-) is the binary entropy.

Today, countless physical implementations of QKD have been demonstrated using sin-
gle photons |96, 97| or approximate single photons such as weak coherent states [98, 99,
100, 101], which then need a more detailed security analysis because of multi-photon events
[102, 103]. There already exist commercially available QKD cryptosytems (e.g. ID Quan-
tique, MagiQ) and for short metropolitan distances secret-key rates on the order of 10-100
Mbps have been reported [104, 105|. Despite the promise of information-theoretic security
multiple QKD systems have been hacked exploiting deviations between the idealized pro-
tocol and the actual physical implementation thereof (see Refs. [106, 107] for a review).
As most of these attacks targeted Bob’s detector, measurement-device independent (MDI)
QKD was proposed. In such a scheme Alice and Bob send signals to an untrusted party
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Charlie who performs measurements potentially correlating Alice and Bobs raw keys (see
Fig. 2.5). One can even consider device-independent QKD based on the violation of a Bell
inequality such that Alice and Bob only have to assume that their measurement devices
do not communicate with an adversary. However, this additional level of security comes
at the cost of low secret-key rates.

For large distances the achievable secret-key rates drop significantly because the transmis-
sion 7 decays exponentially within an optical fiber due to absorption. It was shown that
for point-to-point QKD a secret-key rate per channel use of at most —log, (1 —n) ~ 1.44n
can be achieved (PLOB bound) [6]. Thus, in order to obtain high rates for large distances
one has to introduce some intermediate stations in order to reduce the effective length
of the transmission channel. One approach is to use so-called quantum repeaters which
we will discuss in detail in the next section. Alternatively one can consider trusted-node
networks which are already in use connecting, for example, Beijing with Shanghai [108].
In this case many stations are introduced between the endpoints and usual QKD protocols
are executed between neighboring stations. As every station is able to decode the messages
they need to be trusted.

However, in 2018 the twin-field (TF) QKD protocol was proposed which allows for a
secret key rate of O(,/n) without being an experimentally difficult quantum repeater [109].
Several further adaptations have been proposed [110, 111, 112, 113, 114] and an enormous
number of experiments overcame the PLOB bound [115, 116, 117, 118, 119, 120, 121, 122,
123, 124|. All adaptions of the twin-field QKD have in common that they do not perform
point-to-point QKD (otherwise the PLOB bound would apply), but instead Alice and Bob
send coherent states to Charlie in the middle who then should apply a 50:50 beam splitter
and measure the photons in both outputs. Similar to BB84 Alice and Bob use some rounds
for key generation and some for parameter estimation in order to guarantee security. In the
process of key generation, Alice and Bob encode their information within the local phase
of the coherent states. Therefore, both require a common phase reference over a possibly
large separation which is the main experimental difficulty of this scheme. For example,
Alice and Bob could encode a key bit k4 and kp in a coherent state ‘(—1)]“‘/ Ba> and send
them through a lossy channel of transmission /7 to Charlie who then applies the beam
splitter

(=Dl (~Dha) = | (<D + (=1 e, (-1 = (<)) Yija) . (2.82)

Assuming Charlie is honest and detects a photon in the first detector, Alice and Bob learn
that they used the same value for k, when Charlie detects a photon in the other mode
either Alice or Bob has to flip their bit. In the case where no photon is detected Alice
and Bob have to discard their round. However, it is unknown whether Charlie is honest or
might even conspire with Eve and therefore we only assume that he performs some POVM
with 4 elements corresponding to his announcement “no photon detected”, “photon in the
first (second) mode detected” and “photon in both modes detected”. In order to obtain
information about the noise channel and the POVM, Alice and Bob send coherent states
according to some probability distribution reconstructing the action on the 4-dimensional
subspace relevant for key generation. Another major benefit of this scheme is that this
scheme does not rely on classical communication except for the classical post-processing in
the end such that one can achieve repetition rates on the order of 1 GHz. To summarize,
the twin-field protocol consists of the following steps:

e Alice and Bob choose randomly and independent from each other with a probabil-

ity Pmode Whether the current round is used for generating a key or for estimating
parameters needed for bounding the information leakage to Eve (test mode).
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Figure 2.5: Schematic of different types of QKD protocols. Solid lines denote quantum
communication and dashed ones denote (authenticated) classical communica-
tion. (a) point-to-point QKD, (b) measurement-device-independent QKD as
e.g. twin-field QKD.

e If the key-generation mode is chosen, Alice (Bob) generate uniformly distributed
random bits k4 (kp) and send coherent states with amplitude (—1)¥4/Ba to an un-
trusted middle station called Charlie (Alice and Bob pre-agreed upon an « requiring
a common phase reference). If the test mode is chosen, they generate coherent states
of an amplitude according to some fixed probability distribution and send the optical
states to the middle station.

e If Charlie is honest, he applies a balanced beam splitter to Alice’s and Bob’s optical
modes and employs on/off detectors for the beam splitters output modes, announcing
the measurement results. If Alice and Bob use the key-generation mode and exactly
one of the two detectors clicks, k, and k; are perfectly (assuming no dark counts)
(anti-)correlated depending on which of the two detectors clicked.

e All previous steps are repeated until a long data set is obtained.

e The usual QKD steps of sifting rounds where Alice and Bob used different modes,
estimating the error rate and leaked information, error correction and privacy am-
plification need to be performed.

The summary involving the bullet points is based on Sec. II.A. in paper L.
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2.5 Quantum repeaters

Due to photonic loss it is very hard to transmit quantum information faithfully over

large distances since the transmission probability of a single photon within a fiber n =

exp (— Lfn) decays exponentially with the total distance L and the attenuation length

L+ depends on the photons’ wavelength. For a typical optical fiber minimal loss occurs
at telecom wavelength (=~ 1550 nm) corresponding to Lg; = 22km. In principle, a simi-
lar problem arises in the transmission of classical information. However, this problem is
solved by repeaters which simply amplify (and reshape if necessary) the signal. Due to the
no-cloning theorem this is impossible for general quantum information as it does not allow
copying the unknown quantum information without adding some additional noise.

In principle, for long distances the problem of exponentially decreasing transmission can
be avoided to large parts by considering satellite uplinks instead of fiber transmission [125].
When using satellite links we only have to consider absorption and scattering in the at-
mosphere with significant losses in the first and last 10-20 km, for the remaining distance
there are almost no losses and the beam width broadens. Of course this approach also has
the disadvantage of beam wandering due to turbulences in the atmosphere resulting in a
reduced overlap between the beam and the detector. Another drawback is the weather
dependence: haze, fog or heavy rain scatter the beam leading to high error rates. Most
likely a combination of quantum repeaters and satellites will be considered in the future
for very long distance transmission of quantum information where the ground and satellite
states are used in order to overcome the really large distance and quantum repeaters will
then be used in order to distribute the information from the ground station to the receiver.

In their seminal work Briegel et al. [12| proposed the first quantum repeater in 1998 which
is still the underlying basis of today’s memory-based quantum repeaters. They considered
the problem of the exponential photon decay in fibers and furthermore the exponentially
decreasing output state fidelity. In order to tackle this problem they divide the large total
distance L into n segments each of length Ly = % Every segment consists of two stations
with memories and one tries to generate heralded entanglement between the memories.
Heralded entanglement means that one obtains some signal, as for example the measure-
ment of two photons, confirming the successful generation of entanglement. Having this
information is absolutely cruel for the quantum memories. Without this information the
memories would not know whether the state generation was successful and the memory
state should be stored or whether the memory state should be discarded in order to allow
for a new entanglement generation attempt. Both memory stations in a segment must
have this information and therefore it takes % to 2% time for an entanglement genera-
tion attempt depending on the actual protocol for the transmission of the quantum state
and the classical heralding signal. On top there comes the time required for performing
the local operations on the memory which can typically neglected in comparison to the
communication times.

Let us now describe how such an entanglement generation could look like in detail.
Alice and Charlie are separated by a distance Ly and both have an atom as their memory
system. First, both generate entanglement between the atom and a photon. This might by
done by exciting the atom into some state which can then decay into two different ground
states and depending on the resulting ground state the emitted photon has a different
polarization. Both parties then send their photon to a middle station with a beam splitter
followed by polarization beam splitters in order to separate the different polarizations into
different spatial modes for the detection. Each mode is measured with on-off detectors
and measuring a photon in two modes corresponds to a successful Bell state measurement
entangling both atoms via entanglement swapping. Sending the photons to the middle
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2.5 Quantum repeaters

station takes % and sending the heralding information back to the atoms takes the same

time, therefore a single entanglement generation attempt takes roughly %. This process
is highly probabilistic as both photons must be successfully coupled into the fiber, must
not be lost in the fiber and the optical Bell measurement also works only in half of the
time [126].

All entanglement generation attempts succeed independently in terms of the different
segments and also in time. Therefore, we can assign independent, geometrically distributed
random variables for waiting times with probability of success p in each entanglement gen-
eration attempt for every segment. For the sake of simplicity, let us now assume that n is
a power of two. As soon as two neighboring segments generated entanglement successfully,
one can then perform entanglement swapping. In this step two memories in a station are
measured collectively in order to perform a Bell state measurement. This operation con-
verts two Bell states each of length Ly to a single Bell state of length 2Lg. As the initial
Bell states are of imperfect quality, the swapped Bell states quality is further reduced even
for an idealized swapping procedure because the noise originating from both Bell states is
mapped onto a single state!”. In principle, entanglement distribution in the elementary
segments and entanglement swapping is performed until entanglement is distributed over
the total distance and the approximate expected distribution time for parallel entangle-
ment distribution is given by #, where H(n) is the n’th harmonic number 377, %
Without the quantum memories we would expect a much longer waiting time of p™ as
all segments would need to succeed simultaneously. Despite the exponential gain in the
waiting time we still have the problem that the final state is of low quality. The idea is
to use entanglement purification [128, 129] which transforms many entangled states of low
quality into a smaller set of higher quality entangled states by employing local operations
and classical communication (LOCC). However, as the input states still have to be entan-
gled, they may not degrade too much and therefore we perform purification after every
entanglement swapping which doubles the distance. Hence, we need at least two memories
per station in order to perform the purification although it may be reasonable to consider
more memories for faster, parallel entanglement generation as the states in the memories
also degrade while waiting.

Repeaters following a similar approach [130, 131] are considered as quantum repeaters
of the first generation [132]. They have the disadvantage that in the process of entangle-
ment purification they have to communicate over the total distance L resulting in a fairly
low achievable distribution rate as the classical communication of the last entanglement
purification step already gives an upper bound of . Furthermore, due to the long com-
munication times quantum memories with a high coherence time are needed. Thus, when
considering an intercontinental communication over a distance of 1000 km the maximal
rate achievable by such a repeater without multiplexing would be lower than 200 bits per
second. An exemplary repeater protocol involving entanglement purification is shown from
a high-level perspective in detail in Fig. 2.6.

Repeaters of the second generation [133, 134] work quite similar, but they do not make
use of techniques for improving the state quality that need to communicate over a distance
larger than Lg. Such an approach employs quantum error correction locally on the quan-
tum memories and possibly combines it with entanglement purification on the elementary
segment level.

For these memory-based quantum repeaters many other proposals have been made, as
for example, the DLCZ protocol [130] based on atomic ensembles and linear optics or the
hybrid repeater [131] based on a phase space rotation of a coherent state controlled by a
memory qubit.

"For Pauli-noise this statement also holds in a rigorous sense. (see [127, App. D])
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Since the hybrid repeater has some similarities with our repeater proposed in paper I,
we will discuss it in more detail. In each segment there are two quantum memories and
first a non-linear interaction is introduced between the first memory and a cavity mode
entangling the coherent state’s phase (o € R) with the memory state

1 1
V2 V2

Then the coherent state is sent through an optical fiber to the other memory where the
same non-linear interaction is applied followed by a phase shift of 8. For the special case
of no loss in the fiber one obtains the state

1
2 (
The quantum memories can then be projected onto an entangled state by discriminating
the 0 from the £6 phase. One possibility easily applicable in an experiment consists of per-
forming a momentum-quadrature measurement as the 0 phase corresponds to a Gaussian
peak at 0 in the momentum space while the £6 phases correspond to Gaussian peaks at
+asin (). However, these peaks have some overlap such that it is impossible to perfectly
discriminate the states resulting in some contributions of |1,71) and |},]) in the memory
state. We have to set a threshold for the momentum deviation from 0 we are willing to ac-
cept. On the one hand, by reducing this threshold we improve the state quality, but on the
other hand the probability of success also decreases. The contribution from |1, 1) and ||, ])
can be avoided by using generalized measurements for unambiguous state discrimination
(USD) based on on/off detectors [135] instead of homodyne measurements.

Additional noise arises from the photon loss in the optical fiber and due to dephasing
noise occurring in the quantum memory. The memory dephasing can be modeled as

(1) + 1) o) = <= (110 +

1, ae*i9>) . (2.83)

1 ae?) + V2|0t a) +

i, ae_i9>) . (2.84)

1 __t 1 __t
p—>§(1+e Tcoh>p+§<1—e Tcoh>ZpZ, (2.85)
where t is the elapsed time, Teop is the memory coherence time (in the remaining thesis
the coherence time may also be called T or 7., in order to be consistent with my other
papers) as already discussed in section 2.3.1.

Although, all individual parts of a quantum repeater have been demonstrated already
some time ago, the first demonstration of a memory-based quantum repeater overcoming
the PLOB bound has only been shown in 2019 [136]. However, in this repeater the authors
considered two segments and Alice and Bob sent their signal to the memory station. As
both memories are next to each other there is no communication time needed between them
such that Alice and Bob can send states at a high repetition rate. This allows them to use
a relative short coherence time of ~ 0.2 ms, but as soon as one considers a repeater scheme
that needs classical communication such a low coherence time will not suffice as it would
only suffice for communicating over 40km. For repeaters with more than two segments
there is no way of getting rid of the communication times entirely and therefore higher
memory coherence times will be needed.'® In 2021 an additional experiment demonstrated
a quantum repeater with a much higher coherence time of more than 20 ms even allowing
for a protocol involving memory waiting times depending on classical communication times
and still producing a non-zero secret-key rate. Although in this experiment they did not
beat the PLOB-bound, they were still able to improve the n-scaling of the secret-key rate
[137]. Furthermore, in a real-life application the secret-key rate per channel use will not

18For three segments it is possible to find a scheme with almost constant dephasing time Lo/ec.
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Figure 2.6: (a) Initially, no entanglement is distributed (dashed line) until it succeeds in
the left segment denoted by the solid line and green filling to represent that
the memories state’s fidelity is above a threshold. Then entanglement is also
distributed in the other segment such that one can perform entanglement swap-
ping (dotted ellipse of the inner memories). Due to the imperfect input states
the fidelity of the resulting Bell state is lower falling below the threshold (de-
noted by the red filling) such that purification must be applied (dashed ellipse
of the outer two memories). The resulting Bell state is now of high quality.
This process is applied recursively to span larger distances. Purification can be
used at different times (e.g. even before the first swapping) and it is a branch of
research finding protocols with a low cost for a fixed fidelity goal. (b) Doubling
the entanglement distance by applying entanglement swapping recursively.

be of much relevance, but rather the secret-key rate per second. State-of-the-art prepare-
and-measure QKD schemes can operate at repetition rates on the order of GHz. However,
when using memories the interaction between light and memory limits the rate to the or-
der of MHz and when considering communication over 100km the repetition rate even goes
down to the order of kHz. Therefore, for a quantum repeater it is not enough to simply
overcome the PLOB bound, but one has to overcome it by several orders of magnitude to
even compensate the low repetition rate of a memory-based quantum repeater.

A totally different approach tackling the long-distance loss problem without the disad-
vantage of slow communication times is considered by repeaters of the third generation.
These repeaters [13, 14, 15, 16, 17, 18, 138, 139] make no use of quantum memories, but
use quantum error correcting codes instead in order to correct the photon loss and the
operational errors as well. Typically, Alice encodes the quantum information within an
error-correcting code consisting of one or more optical modes and sends the photonic state
to the first repeater station. There, one round of error correction is applied and the cor-
rected state is then sent to the next station repeatedly until it arrives at Bob.

On the one hand, these repeaters have the advantage of high repetition rates which
are only limited by the local processing times of the error-correction operations and state
preparation, but on the other hand, one has the disadvantage of smaller possible distances
between repeater stations, because error correcting codes work best in the regime of low
error rates. For high loss of < % the code cannot improve the transmission, because
the environment has more information than the receiving station and as soon as the en-
vironment is able to perform a logical measurement on their half the encoded information
received at the station is distorted. Thus, the repeater spacing must be smaller than
22In(2)km ~ 15.2 km and typical spacings lie in the range of 0.5-5 km in contrast to
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spacings of tens to hundreds of km in the case of memory-based quantum repeaters.

Most of third-generation repeaters [13, 14, 15, 16, 17, 18] employ a multimode encoding
where they encode a physical qubit or possibly a high-dimensional qudit in the presence
of a single photon within multiple modes. For example, a qubit might be defined by a
photon within two modes, where the two modes are the polarization degrees of freedom.
However, of course one can also consider different spatial modes or a time-bin encoding
where a photon pulse is either sent early or late. These encodings consist of a total photon
number of exactly one such that the channel loss simplifies under the assumption of equal
loss rates for all modes. Either the photon is not lost leaving the qubit undisturbed or it
is lost leading to a detectable error. Thus, in principle we can measure the total photon
number non-destructively giving us the information whether an (erasure) error occurred
or not. This information is extremely valuable when considering a concatenation with
a qubit-stabilizer code with code distance d. In the case of unknown error position at
least L%J errors can be corrected, but when their positions are known the number of
correctable errors increases to d — 1.

However, performing the measurement of the total photon in a non-demolishing way,
which is needed as the syndrome measurements have to be performed later, is experimen-
tally really demanding [140].

A possible workaround is given by an optical implementation of Knill’s error correction
by teleportation [141]. For this protocol we need an ancillary encoded Bell state. In
this protocol we perform quantum teleportation on the high level of the qubit stabilizer
code. The measurement of the logical Bell state is then replaced by transversal Bell
measurements on the physical qubits. All Bell measurements commute with the logical
Bell measurement and their measurement results can be used to obtain the logical Bell
measurement outcome and the syndrome. Thus, even in the presence of operational errors
one can find the most likely Pauli correction which needs to be applied at the other half of
the ancillary logical Bell state. As this half consists of n photons the photon loss has been
corrected after a successful teleportation, but it is possible that too many photons of the
transmitted code have been lost such that it is impossible to gain enough information for
the logical Bell measurement, then the teleportation failed and the photon loss could not
be corrected. Unfortunately, a deterministic physical Bell measurement is impossible when
using only linear optics and photon counting [142]. Without usage of ancillary photons
the maximally obtainable efficiency is given by 50% [126] which can simply be achieved
with a balanced beam splitter followed by two polarization beam splitters such that the
detectors can discriminate the different polarizations. However, this issue can partly be
compensated by the redundancy of the quantum code [15]. By making use of different
physical Bell measurements or even using feed-forward, such that the choice depends on
previous measurement outcomes, can boost the success probability even further [143, 144].
All these repeater proposals are based on the multi-mode encoding concatenated with a
stabilizer code assuming idealized perfectly indistinguishable photons.

The main difficulty of these schemes lies in the state preparation which requires single-
photon sources and non-linear interactions [145, App. C/D]|.

Quite recently also GKP qubits have been considered for repeaters [138, 139] and they
have the advantage of simpler Bell measurements, but their state generation is even harder.
Bell measurements on GKP codes are discussed in large detail in paper III in the main
text. An application of GKP qudits in combination with quantum polynomial codes for
quantum repeaters is also discussed in paper V.
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The papers in this thesis can be classified into two topics. One the one hand, we consider
quantum repeaters based on quantum memories (paper I, IT and IV), which are well
suited for a near-term implementation, but have the disadvantage of low repetition rates.
On the other hand, we also take a look at quantum repeaters solely based on quantum error
correction (paper IIT and V) which ultimately can achieve much higher rates, but require
much more sophisticated hardware, such that they will probably only be implemented in
the far future. In this section I will briefly summarize the results of the papers.

3.1 Memory-based quantum repeaters

3.1.1 Twin-field-inspired quantum repeater

When discussing twin-field QKD we already saw that it is possible to improve the loss scal-
ing of the secret-key rate in comparison to point-to-point QKD from O(ntq;) to O (\/M)
by considering a beam splitter in the middle between Alice and Bob. A conventional
memory-based quantum repeater reduces the loss scaling by breaking up the total dis-
tance into n segments each equipped with quantum memories reducing the loss scaling
from O(Nyotar) 10 O(/Motar). The main idea of this paper (paper I) is to combine the
advantages of both approaches resulting in a loss scaling of O( /7). Our considered
QKD protocol is an adaptation of the BB84 protocol applied to a repeater very similar to
the hybrid quantum repeater. In our proposed repeater in every segment and in each of
both memories we generate the state

T ae_i9> +

\2 ( 4 oee’9>) , (3.1)
where the coherent state’s phase is entangled with the memory state due to a non-linear
interaction, and we send the two photonic modes to a beam splitter in the middle between
both memories. After applying the beam splitter we consider either on/off detectors,
PNRDs or homodyne measurements. The transition from twin-field QKD to a twin-field
inspired quantum repeater is shown in Fig. 3.1. For the sake of simplicity, let us first
consider the case where loss is the only type of noise occurring.

The resulting states when employing on/off detectors or PNRDs are very similar as both
project the memories onto a mixture of two Bell states. For the most relevant case of on/off
detectors we obtain

1 —2(2— in 1 —2(2— in - —
5 (1+€ 2(2—y/Ma?s 2(9)) ’\II+> <\Il+‘ + 5 (1 _ o—22—yma®s 2(0)) ’q, ) (W

, (32)

where 77 denotes the transmission from one memory to the other.

When considering PNRDs instead of on/off detectors the distributed state takes a similar
form, but the exponential is replaced by e~4(1—y/m)a? sin*(0) L hence significant discrepancies
between both detectors only occur at small distances between the memories. The loss does
not only reduce the probability of generating entangled memory states, but it also affects

!This is stated incorrectly in the main text of the published version, where e~2(1=vMa?sin®(0) jo written.

However, in appendix E of the paper it is given correctly. Employing PNRDs instead of on/off detectors
does not lead to any advantage in the regime of /7 < 1.
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Figure 3.1: Illustration of the protocol. (a) Phase-matching QKD. Alice and Bob send

36

optical coherent states (black filled points) to Charlie who performs an optical
measurement (OM). (b) Entanglement-based variation of phase-matching QKD
(n =1). Alice and Bob each have an optical mode (black filled point) entangled
with a short-lived memory (white filled circle). The optical fields are sent to
Charlie’s OM. The memories can be short-lived since it does not matter when
Alice and Bob perform the measurements on their memories (as long as they
wait with communicating their choice of measurement basis). (c) Two-segment
repeater variant (n = 2). Two copies of (b) are used where the memories in the
central node need to be long-lived (red filled circles), since either of them has to
wait until the other segment succeeds. When both segments succeeded, a Bell
measurement is performed on the two long-lived memories for entanglement
swapping. (d) Three-segment repeater variant (n = 3). In order to obtain
the n-segment repeater one simply needs to use n — 2 inner segments (marked
by the dashed box). Such a n-segment quantum repeater scheme consists of
2n physical segments. (e) Set-up of the OM. Usually the detectors are on/off-
detectors, but we could also use PNRDs. For § < 1 we only need one detector.
‘BS’ stands for beam splitter. Reprinted from paper I.
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Figure 3.2: Secret-key rates per channel use for a two-segment repeater (n = 2, parallel

scheme) without phase mismatch assuming the parameters as listed in the
main text of paper I (including pget = 0.15) and a memory coherence time
T of 1 second. The straight lines (from bottom to top) denote the PLOB
bound,/Niotar; and /Miotar. The rates are for different values of the memory
cut-off (10,100,1000,10000) (from right to left). The areas between PLOB and

Total and between | /Miorar and &Miorq; are highlighted in color. Adapted from
paper 1.
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Figure 3.3: Comparison of the secret-key rate per channel use per employed memory (sta-

tion) for our scheme (solid lines) and the USD hybrid scheme (dashed lines) for
n = 2,3,4 (from left to right in the regime of rates dropping towards zero) as-
suming a coherence time of T' = 10 s, a depolarizing channel with pgepor = 1073
and a sequential scheme (parallel for n = 2). The black solid line corresponds
to the PLOB bound. Reprinted from paper I.
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the state quality as it introduces dephasing which comes on top to the dephasing due to
imperfect memories. The probability to measure at least one photon at one specific beam

0)

splitter output is given by p = % (1 — e~ 2V/ma® sin®( ) in the case of a small non-linearity

0, which is often easier to achieve experimentally. However, for § = § this probability can
be doubled as photons at both output modes result in entangled memory states. After
performing the entanglement swapping on all n segments, we obtain a memory state which
is again a mixture of two Bell states and the exponential simply needs to be taken to the
n’th power. In this proposal « is a real parameter tuning the tradeoff between a high
probability of success and a high state quality. Here, we consider the application of BB84
and choose « in such a way that the secret-key rate is maximized resulting in a rate per

channel use of approximately %n/motal% , where H(n) is the n’th harmonic number

Z?Zl % For this approximation we assume that all segments generate entanglement in
parallel, photon loss is the only occurring error channel and |/ < 1.

Additionally, we also calculate secret-key rates for a more sophisticated error model
consisting of memory dephasing, detector dark counts, random phase differences between
Alice’s and Bob’s oscillators and imperfect swapping operations. As one can see in Fig.
3.2 it becomes apparent that even under a detailed error model the PLOB bound can be
overcome by our proposal even with n = 2. For n = 2 we consider parallel entanglement
distribution as we are able to calculate the expected memory dephasing. However, for
n > 2 we only consider a sequential distribution as this allows for a simple and exact
calculation of the expected memory dephasing, while for the parallel distribution we are
only able to bound the dephasing with Jensen’s inequality leading to worse rates.

Regarding the finite memory coherence time we show that it is very beneficial for the
secret-key rate to consider memory cut-offs, i.e. after some time one discards memory states
in order to guarantee a high state quality. Additionally, Alice and Bob should perform
their QKD measurement on their memories as soon as possible and do not wait until they
share an entangled state. As a consequence their memories do not accumulate unnecessary
dephasing noise. Especially, in a sequential entanglement distribution scheme this becomes
apparent as there is always only a single memory pair waiting and when Alice/Bob measure
their memory at the beginning only a single memory dephases, effectively doubling the
memory coherence time.

Finally, we also compare our proposed repeater with the hybrid quantum repeater using
unambiguous state discrimination as both scheme employ almost the same resources. In
Fig. 3.3 one can see that our proposal based on the beam splitter in the middle gives rise
to much higher secret-key rates.
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3.1.2 Theoretical analysis of experiments in the Q.Link.X project

In paper II we compare different experimental platforms such as color centers (NV, SiV),
quantum dots, ions (calcium, ytterbium) and atoms (rubidium) from the Q.Link.X project
as possible quantum memories for quantum repeaters. In order to compare them we con-
sider a simple set of three parameters, namely Py, which incorporates imperfections going
into the probability of generating entanglement within a repeater segment on top of the
photon loss. This may involve for example probabilistic state generation, coupling ineffi-
ciencies, detector inefficiencies, memory write-in inefficiencies and the frequency conversion
to the telecom wavelength. Another very important parameter is the memory coherence
time T.p, the last and least important parameter is the time 7., required for one en-
tanglement generation attempt without communication times, e.g. it is limited by the
memory write-in time or the detectors dead time.

In this work we always consider small-scale repeaters of two segments, but we also
consider two different repeater protocols. For both protocols we calculate the distributed
quantum state in the process of quantum memory dephasing. We assume parallel state dis-
tribution in both segments and the relevant quantity for the memory dephasing depends on
the used memory time | N3 — Na|Tp, where N7 and N are random variables counting the en-
tanglement distribution attempts and Ty denotes the total time required for a entanglement
generation attempt. Since each individual distributed quantum state depends on the quan-
tity exp <—%|N1 - N2|), we calculate the expectation value E (exp (—%\Nl - N2|))
for cases with and without cut-off while for the calculation of waiting times we use results
known from the literature [146, 147]. On the one hand, we have the node-sends-photon
protocol (see Fig. 3.4 (a)), where in each segment the memory nodes send a photon to a
station in the middle of the segment performing a photonic Bell state measurement requir-
ing a communication time of % per entanglement generation attempt. On the other hand,
we consider the node-receives-photon protocol (see Fig. 3.4 (b)), where the photons are
sent to the memory node and written in locally, thus the memory does not need to wait for
some classical communication in order to decide whether it should keep the state or not.
Therefore, the repetition rate is only limited by the local operation time 7., making this
protocol very attractive for platforms with a small 7., as typically communication times
are much longer. However, the complete omission of communication time does not work
for larger repeaters with n > 2.

We then use parameter values obtained in discussions with experimentalists in order to
calculate secret-key rates and obtainable raw rates with a minimal fidelity of 0.95 for both
repeater protocols. We consider a memory cutoff in order to guarantee the minimal fidelity
or to optimize the secret-key rate.

Employing the node-sends-photon protocol we find that rubidium atoms are the only
platform that is able to overcome the PLOB bound with current experimental parameters
and it also barely does it (see Fig. 3.5). Probably it would not overcome it in a real
experiment or when considering a less idealized error model. However, when considering
potential future parameter values all platforms except quantum dots are able to beat the
PLOB bound in our idealized model. The reason for the bad performance of quantum dots
is that they have the advantage of a really high clock rate of 1 GHz, but they also have
the disadvantage of an extremely small memory coherence times of 0.3 us. Unfortunately,
the high clock rate cannot be made use of and the low memory coherence time makes this
platform unsuitable for this protocol.

Employing the node-receives-photon protocol we find that already with today’s experi-
mental parameters all platforms are able to overcome the PLOB bound, but this protocol
will not be scalable to more than two segments without losing its advantage of the high
clock rate. In the calculation for the node-receives-photon protocol we assume a deter-
ministic write-in process of the photonic qubit into the memory. However, such a direct
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Figure 3.4: (a) Node-sends-photon: In each segment the nodes with quantum memories

(in the context of QKD the memories represented by the white balls can be
replaced by sources of BB84 states) send the photons to a middle station for a
Bell measurement. Sending the photons to the middle station takes a time of
% and communicating the measurement outcome to the quantum memory (red
ball) additionally takes the same time. The quantum memory needs to obtain
this information in order to know whether (virtual) entanglement between the
two memories has been created such that the state should be stored or if a new
distribution attempt should be started. (b) Node-receives-photons: In essence
it is a similar protocol as discussed in (a), but the optical measurement is
performed at the quantum memories (red balls) such that the communication
times are close to 0 for the used quantum memories. The outside memories
are replaced by sources of BB84 states with an high repetition rate which give
the clock rate of the protocol. Events where the optical measurement fails can

simply be discarded in the classical post-processing.

write-in often has the problem that one does not knows whether the photon arrived at the
memory station. Thus, we also consider an additional variation of the memory write-in
where the quantum memory generates an entangled state with a photon and a photonic
Bell measurement is performed between this auxiliary photon and the photon sent through
the fiber. If the photon is not lost in the fiber, the Bell measurement can succeed tele-
porting the sent quantum state directly into the memory where the measurement of both
photons heralds the successful memory-write in. Unfortunately, the generation of the en-
tangled state between the memory and the auxiliary photon slows down the obtainable
clock rate. This variation also leads to lower secret-key rates per channel use than the ap-
proach assuming direct memory-write in, but by assuming future experimental parameters
the PLOB bound can also be beaten easily.
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Figure 3.5: Secret key rates (SKR) and high-fidelity raw rates (RR) for a small NSP-based
QR scheme (QR cell). The bottom plots show SKR in dB as a function of
the total distance L in km for experimental parameters as currently available
(left) and as potentially available in the future (right). The top plots show
RR in schemes where the entangled states effectively created over the total
distance L have a fidelity of at least 0.95 (left: current parameters, right:
future parameters). Curves that are disappearing beyond certain distances (or
completely missing for quantum dots) no longer (never) exceed F = 0.95. The
different platforms correspond to NV (violet) and SiV (green) centers, ions
(brown), rubidium atoms (red), and quantum dots (yellow). The light gray
area illustrates the (secret key) rate regime between ~ 7 (curve in bold black:
“repeaterless” bound) and /7 (line in dark gray: optimal rate for QR cells or
two-segment QR schemes). The bold black dashed lines represent the realistic
“repeaterless” bound Pjnn/2 (direct transmission via PPL) with finite link
efficiencies Pj=0.1, 0.7.

Reprinted from paper II.
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3.1.3 Analysis of a multi-segment twin-field-inspired quantum repeater

This work (paper IV) deals with larger quantum repeaters of up to 8 segments without
considering entanglement purification under the assumption of deterministic entanglement
swapping. The paper can be separated into two parts. In the first part we discuss the gen-
eral error model consisting of constant Pauli channels and memory dephasing dependent
on a random variable counting the totally accumulated used storage time of all memories
similar as in paper I or paper II. This random variable depends on multiple factors like
the overall number of segments n, the strategy of how entanglement should be distributed
(sequentially vs. in parallel), and on when entanglement swapping should be performed.
The main results of this first part are systematically calculated probability generating
functions (PGFs) fp(t) := 372 P(D = 4 )t of these random variables D counting the ac-
cumulated used memory time for various protocols, containing all of their information and
allowing for an easy calculation of E(e=*P) = fp(e™®) which is the expected dephasing
with a being a real number including the memory coherence time and time per entangle-
ment generation attempt. Especially practical strategies beyond sequential entanglement
distribution and swapping are considered filling a gap of paper I where such protocols
could only be considered in calculations by making use of Jensen’s inequality leading to
rather loose bounds in the regime of realistic memory coherence times. Furthermore, we
also consider strategies involving memory cut-offs and multiplexing, where multiple entan-
glement generation attempts are done in parallel in each segment. In addition, for the
case of n = 3 segments we consider all possible entanglement distribution and swapping
strategies without a cut-off with a fixed entanglement distribution time in each segment,
but including protocol variations adapted towards QKD where Alice and Bob perform their
measurements on the end nodes as soon as possible and they do not wait until entangle-
ment has been distributed over the total distance. This variation has the advantage that
some quantum memories are used a shorter time and therefore accumulate less dephasing
noise.

Using these calculations we analyze minimal parameters needed in our general error
model such that it is possible to obtain a non-zero secret-key rate or even beat the PLOB
bound for different distances. Our calculations show that the best secret-key rates can
be obtained by strategies with parallel entanglement distribution, swapping as soon as
possible and minimizing the amount of parallel quantum storage time. Swapping as soon
as possible is beneficial, since it reduces the number of quantum memories which need to
store quantum information in parallel during the time of entanglement distribution over
the overall distance. These conditions can be expected intuitively, but there is also some
tension between the parallel entanglement distribution and the minimal amount of parallel
storage. In a sequential entanglement distribution strategy Alice can perform her BB84
measurement in the beginning and thus in each time step there is only a single quantum
memory dephasing in a segment. Furthermore, after entanglement has been distributed
in the second segment, one can perform entanglement swapping between the first two seg-
ments and again there is only one memory waiting until entanglement is distributed in
next segment. However, when considering parallel entanglement distribution, it is possible
that first entanglement is distributed in a middle segment where both quantum memories
need to store quantum information because neither Alice nor Bob can perform a measure-
ment. It is also possible that first entanglement is distributed in the segments next to
Alice and Bob, but the segments in the middle did not succeed also leading to two quan-
tum memories dephasing simultaneously. Therefore, parallel distribution has advantages
regarding the waiting time until entanglement is distributed over the total distances, but
other schemes can be better concerning dephasing due to multiple memories dephasing
simultaneously in the parallel scheme. This effect becomes most prominent for low mem-
ory coherence times. In most reasonable cases one obtains optimal or at least rather good
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secret-key rates by considering a parallel entanglement distribution scheme where entan-
glement swapping is performed as soon as possible.

In the second part of the paper we apply our previous results to different quantum in-
formation encodings and compare three kinds of repeater architectures:
In all three architectures we consider the same qubit memories and the same optical mea-
surements in the middle station. The only difference of the three architectures lies within
different optical states which are entangled with the memories. The first architecture con-
sists of a multimode encoding (dual-rail), which means the photonic information carrier
is a single photon in two modes, e.g. horizontally or vertically polarized. As the second
architecture we consider a twin-field-inspired repeater as introduced in paper I, thus the
photonic information is encoded in the phase of a coherent state. As the third and last
architecture we consider the Cabrillo scheme, where the photonic information is encoded
in a superposition of either zero or one photon.

Schemes 2 and 3 rely on single-photon interference at the beam splitter in the middle of
a segment and have therefore a scaling advantage in comparison to the first scheme which
relies on two-photon interference. However, in the multimode encoding the distributed
states are of higher quality as the measurement of both photons heralds that no photon
was lost, which would leak information to the environment. As a consequence schemes 2
and 3 outperform scheme 1 when there are almost no depolarizing errors (=~ 1), because
then the increased error rates are not problematic as they lie well below the critical error
rates for QKD, but the improved scaling has a huge impact. When considering more and
more depolarizing noise, the increased error rates become very important as the secret-key
fraction drops to 0. Therefore, the multi-mode encoding is highly competitive or even the
better option when considering rather realistic noise parameters. Although schemes 2 and
3 both rely on single-photon interference, their idealized distributed entangled states are
not the same. Scheme 2 prepares the memories in a mixture of two Bell states, such that
there is only one basis with a non-zero error rate. For scheme 3 the probability of an error
is smaller, but they affect both error rates reducing the secret-key fraction enormously.
Hence, scheme 2 is significantly better than scheme 3 for small depolarizing error rates
(1 ~ 1) as then there are almost no errors in one error basis. For larger probabilities of
depolarizing errors scheme 3 becomes better as it has less intrinsic errors and because of
the depolarizing errors both schemes have a significant error rate in both bases (see Fig.
3.6).
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Figure 3.6: Secret key rates per second for the three repeater architectures for different
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error parameters (u denotes depolarization errors in individual segments and
the swapping operation). As the schemes based on single-photon interference
(TF and Cabrillo) already generate imperfect entangled memory states we also
consider some dephasing with parameter Fy for the dual rail (DR) scheme in
order to avoid comparing ideal states with imperfect ones. We always assume
a coherence time 7.,,=10s, piink,7F = 0.9, and no multiplexing. Adapted from
paper IV.
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3.2 Error-correction-based all optical quantum repeaters

3.2.1 GKP syndrome measurements and linear optics

Paper III is about efficient ways to obtain the error syndrome of general GKP codes.
By using GKP ancillae, Gaussian operations and homodyne measurements it is straight-
forward to obtain the GKP error syndrome as already discussed in section 2.3.3 (also see
Fig. 3.7 (a)). However, these required Gaussian operations typically also involve squeezing
operations. Although, it is usually easier to implement them than other non-linear inter-
actions, their online implementation is experimentally not that simple especially for high
amounts of squeezing. Therefore, we investigate whether these Gaussian operations can
be replaced by linear optical ones and we find that it is possible.
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Figure 3.7: Different syndrome measurement schemes for GKP codes. Depending on the
measurement outcomes a displacement D is applied as the recovery operation.
(a) Scheme proposed in the original GKP paper. CSUM gates are used to
copy the displacement errors from the data qubit to the ancilla states where
homodyne measurements can detect them. (b) Teleportation based syndrome
measurement using only linear optics. (¢) Scheme similar to the one in (a) but
the CSUM gates are replaced by simple balanced beam splitters, requiring one
offline squeezed ancilla state. Adapted from paper III.

The first proposed method is based on quantum teleportation (see Fig. 3.7 (b)). Inter-
estingly, the teleportation can be understood from two perspectives. On the one hand, it
can be seen as a continuous-variable (CV) teleportation as the measurement works exactly
the same as in the CV teleportation and the calculation can be done in a very analogous
way where the (infinitely squeezed) two-mode squeezed state is simple replaced by a GKP
Bell state. On the other hand, it can also be understood as the discrete-variable teleporta-
tion explained in Eq. 2.19, where all qubit operations are replaced by their realization of
the GKP qubit. In the special case of square GKP qubits the Bell measurement is simply
implemented with a balanced beam splitter followed by homodyne measurements in the ¢
and p quadrature. However, these quadrature measurements return a real number instead
of an integer one required for choosing the suitable Pauli correction and therefore it also in-
cludes the GKP error syndrome that we wanted to measure. Similar approaches also work
for more general GKP codes where n qubits are encoded within n modes. The required
GKP Bell states can be systematically obtained by simply applying CNOT13 |+), |0), and
replacing everything with the GKP representative. However, this has multiple drawbacks
as the CNOT requires squeezing operations. First of all it is harder to implement Gaussian
instead of linear optical operations and furthermore, being even more important, Gaus-
sian operations can propagate displacement shifts resulting in correlated errors on multiple
modes. When these correlations are neglected (which is sometimes inevitable as e.g. in
repeater chains with local decoders) the effective error rate is increased. This is a very sig-
nificant issue as ideal GKP states are unphysical and thus every physical GKP realization
necessarily does involve displacement errors in comparison to the ideal state. In stark con-
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trast to Gaussian operations, isotropic noise is left invariant by linear optical operations.
A method for obtaining square GKP qubit Bell states from GKP-like state in combination
with a simple balanced beam splitter has been proposed in Ref. [148|. In paper III we
generalize this result from the square GKP code to arbitrary GKP codes encoding n qubits
within n modes. In addition, we also show that there is no direct generalization to GKP
codes encoding k qubits within n > k modes. Furthermore, we also generalize the scheme
from the qubit case to arbitrary qudits of even dimension.

Additionally, we also propose another scheme for obtaining the syndrome information
using linear optics (see Fig. 3.7 (c¢)) which is very similar to the scheme involving general
Gaussian operations proposed in the original GKP paper. In our proposed scheme we
replace the CSUM gates with simple balanced beam splitters and we have to squeeze one
of the ancilla state by a factor of % which can simply be absorbed into the state generation
without making it experimentally any harder.

When considering the concatenation of a GKP code with a high level qubit stabilizer
code, people in the literature typically first performed 2n measurements of the GKP qubits
for correcting the small shifts on the GKP qubits followed by n — k measurements in order
to obtain the syndrome information of the higher level code, where every measurement
requires a GKP ancilla. For example, let us consider the concatenation of square GKP
qubits with a two qubit repetition code stabilized by Z;Zs. Thus, following this naive
approach we would first measure the four stabilizers of the GKP qubits

exp (i2v/7G1) . exp (—i2v/7h1) exp (i2v/7g2) ,  exp (—i2v/Tp2) (3.3)

followed by a measurement of

exp (V7 (1 + G2)) (3.4)

as the stabilizer measurement of the high-level repetition code. However, it is easy to see
that there is some redundancy in the syndrome measurements since

exp (i2v/7g2) = exp (ivV7 (41 + (jg))Q exp (i2ﬁql)_1 (3.5)

and therefore we see that there are only 4 independent stabilizer generators to be measured
for the concatenation of the GKP code with the repetition code instead of 5 stabilizer
measurements. As a consequence we can avoid the preparation of one GKP ancilla for
obtaining the syndrome information. We show that the concatenation of any [n, k, d] qubit
stabilizer code with GKP codes corresponds to some general GKP code defined on a lattice
in the 2n-dimensional phase space. Since stabilizer generators correspond to basis elements
of this lattice, it is clear that there are only 2n stabilizers needed to be measured. Using the
naive approach one would first perform 2n measurements for correcting the individual GKP
codes followed by additional n — k measurement for obtaining the syndrome information
of the high level code leading to a significant waste of GKP ancilla states.

It is even possible to combine the idea of performing only 2n measurements with linear
optics. This can be seen easily by obtaining the syndrome information of the high level code
by Knill’s error correction by teleportation, where the Bell measurements are realized by
a balanced beam splitter followed by two quadrature measurements. As already discussed
in this section these individual Bell measurement also give the syndrome information of
the GKP code.

Unfortunately, the required logical Bell state cannot be generated by independent single-
mode GKP states with a rectangular lattice followed by a linear-optical operation when
the high-level code is able to correct arbitrary single-qubit errors. This problem does not
only exist in the context of logical Bell state generation, but it also applies in many other
cases. We assume that for the input state there exists an orthogonal basis of the lattice
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and linear optics preserves this property. However, following Ref. [149] one can see that
codewords of most relevant codes correspond to a lattice where no orthogonal basis exists.

Similar to the teleportation it is also possible to generalize our proposed sequential
syndrome measurement scheme for concatenations of GKP codes with high-level codes.
One simply has to replace the ancilla states to the corresponding equivalents of the high
level code and all beams splitters and measurements have to be applied in a transversal
way.

Finally, we observe that it is also really useful to view GKP codes concatenated with a
high level code as a code defined by a lattice as this allows one to use tools from lattice
theory like Voronoi cells of a lattice. Voronoi cells can be defined for every space and a
set of points being element of this space. For every point of this set one can consider the
region of the space where no other point of this set is nearer according to some metric.
These regions then define the Voronoi cells.

Instead of considering the analog information in the GKP syndrome as proposed by
Fukui [78] and feeding it in the decoder of the high-level code and performing a Monte-
Carlo simulation for calculating the resulting error probabilities, one can also calculate
the Voronoi-cells with respect to the euclidean distance of the sympletically-dual lattice
and integrate the Gaussian probability distribution of the displacement shifts over the
Voronoi-cells belonging to lattice points corresponding to the logical identity operation as
a more systematic approach. For the example of the three-qubit bit-flip code most of the
integration can be done analytically and one is only left with a one dimensional integral,
which can then be calculated numerically.

Although all of these results are obtained while having a quantum repeater as an appli-
cation in mind, they are much more general and can e.g. also be applied in the context of
quantum computation with GKP codes.
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3.2.2 GKP qudit repeater

In section 2.5 we discussed the different generations of quantum repeaters with their ad-
vantages and disadvantages. Here, in paper V we consider a third-generation quantum
repeater based on GKP codes. For quantum communication we only require Clifford op-
erations, which can be implemented on GKP codes by using Gaussian operations. In some
of our protocols we even got rid of the Gaussian operations and replaced them with linear
optical ones. We do not only consider square GKP qubits, but also higher dimensional
qudits, such that the qudit dimension D is a free parameter which shall be optimized. As
GKP codes are designed to correct displacement errors, we consider two methods which
convert the loss to a Gaussian displacement channel. The first method consists of applying
a quantum amplifier with gain n~! before the loss channel with transmission 7 is applied.
The concatenation of these two channels is equivalent to a Gaussian displacement channel
with variance 1 — 1. The second method only works with teleportation-based protocols
where both halves of a Bell state are sent into opposite directions and where the amplifi-
cation is applied on the classical measurement data by a simple multiplication leading to
an experimental simplification.

For obtaining the syndrome information we follow two different approaches. The first one
is a teleportation based syndrome measurement introduced in paper III correcting errors
in both quadratures at every repeater station and the other approach is an adaptation of
Ref. [18] where in each repeater station errors of only one quadrature are corrected in an
alternating manner.

First, we consider a teleportation-based repeater employing bare square GKP qudits
with a fixed repeater spacing with optimal qudit dimension D for different total distances
and different amounts of squeezing in the GKP state preparation. As shown in Fig. 3.8
one can see that qudits beyond qubits can be beneficial for the achievable secret-key rate
when high quality GKP states are available.
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Figure 3.8: Optimal qudit dimension D of a GKP-based quantum repeater with re-
peater spacing Ly = 500m and coupling efficiency 1. = 99% using the pre-
amplification scheme (a) and the two-way scheme (b). For each choice of total
repeater length L and squeezing parameter sgkp, the qudit dimension D (color
coded) is adjusted to the value that maximizes the secret key rate. The latter
is depicted by insets of the white lines. In the region of D = 1 it is not possible
to generate secret keys. Reprinted from paper V.

In addition, we also consider the concatenation of GKP qudits with quantum polynomial
codes [150, 151, 152]. When using quantum error correcting codes with a fixed number
of physical qudits there is a trade-off between the number of logical qudits and the code
distance, formally expressed in the quantum Singleton bound [153]. While for qubits there
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Figure 3.9: Comparison of the BB84 secret-key rate in dependence of the total transmission
length with a repeater spacing Lo = 100m obtained by different quantum poly-
nomial codes in combination with different error correction methods assuming
GKP qudits with (a) 20 dB and (b) 30 dB of squeezing. The highlighted
area shows secret-key rates obtainable with single GKP qudits with optimized
dimension D and using the two-way scheme. Reprinted from paper V.

only exist one non-trivial code satisfying this bound with a code distance of at least 3,
allowing for the correction of an arbitrary single-qubit error [154, 155|, arbitrary large
code distances satisfying the bound are possible when employing high dimensional qudits.
Therefore, we employ quantum polynomial codes requiring a prime qudit dimension, be-
cause they achieve equality in the Singleton bound. We analyze the achievable secret-key
rate for concatenated codes and find that they can achieve a better state quality resulting
in a higher secret-key rate than optimized bare GKP codes. However, when taking the
overhead of the high level code into account and choosing the secret-key rate per mode as
the relevant metric, then the bare GKP codes result in better rates. In some other appli-
cations with a high required state fidelity it might be useful to employ these polynomial
codes. The rather poor performance of the concatenation of GKP qudits with polyno-
mial codes can be explained by the fact that increasing the qudit dimension of the GKP
code decreases the spacing of the code words and the polynomial codes require rather high
qudit dimensions. As a consequence one also obtains very demanding constrains on the
squeezing parameter of the GKP states. Furthermore, we also calculate optimal repeater
spacings and analyze when imperfect coupling efficiencies or finite squeezing of the GKP
states dominate the overall noise.

Overall, we find that employing GKP qudits can be useful in principle, but then we
need to employ experimentally unrealistic high amounts of squeezing in order to see an
improvement in comparison to GKP qubits. Therefore, we can conclude that one should
use GKP qubits instead of qudits in the foreseeable future.
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4 Conclusion and outlook

In this thesis we followed two different approaches towards a quantum repeater either based
on heralded entanglement distribution and quantum memories or solely based on quantum
error correction.

Concerning the first approach we proposed a repeater protocol based on single-photon in-
terference (paper I). In comparison to repeater schemes based on two-photon interference
our scheme has the advantage of a much better loss scaling for the case when only photon
loss is considered as the probability of not losing a single photon is much higher than not
losing any of the two photons. However, this advantage comes at the cost of additional
dephasing of the qubits. Thus, by varying an excitation parameter one trades between a
high probability of success for distributing entanglement and a high state quality. Con-
sidering the loss-only case we found the optimal excitation value for QKD. Additionally,
we also calculated secret-key rates for more realistic error models also involving memory
dephasing, detector dark counts and phase mismatch in the state generation. Further-
more, it might be an interesting fundamental question whether it is possible to obtain a
better loss-scaling with a memory-based quantum repeater for a fixed number of quantum
memories than with our proposal by making use of multiple middle stations between two
memories.

In another project (paper II) we calculated secret-key rates for different repeater proto-
cols consisting of two segments using various experimental platforms (color centers, quan-
tum dots, ions and atoms) whose parameters were reported in the Q.Link.X project. We
found that with currently experimentally available parameters and employing a protocol
where the memories are dephasing while waiting for classical communication signals, only
the platform of rubidium atoms is barely able to overcome the PLOB bound. However,
in order to cope with the low coherence times we also considered a second protocol which
can make use of the higher source repetition as the memories do not have to wait for clas-
sical communication signals. Employing this protocol allows all platforms to overcome the
PLOB bound, but such a protocol, that avoids all classical communication times, is not
scalable to more than two segments. In future research schemes involving entanglement
purification and small-scale quantum error correction should be investigated for these ex-
perimental platforms and it should be checked which platforms might be best suited for a
possible proof-of-principle demonstration of such an advanced repeater scheme. Another
open questions is to which extent it is possible to make use of high clock rates for more
than two segments in the context of QKD.

In addition we also performed an analysis of large-scale quantum repeaters without
purification, but involving multiplexing (paper IV). We calculated the exact memory
dephasing for different general repeater schemes. There, we found that optimal schemes
should distribute entanglement in parallel, perform entanglement swapping as soon as pos-
sible and use parallel quantum storage as little as possible. We also calculated secret-key
rates for repeaters of different number of segments and with different underlying processes
for generating entanglement in each segment. We found that our proposal from paper
I can lead to really high rates for low noise parameters, but because of the additional
dephasing it may even become worse than schemes based on two-photon interference for
more realistic noise parameters. Again it might be an interesting idea to also consider re-
peaters of the second generation. This might fit quite nicely in the framework of this work
as the depolarizing and dephasing channels can be approximated as different depolarizing
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and dephasing channels after error correction such that one simply has to replace o and
by improved aeg and peg in the formulas. To some extent it might also be tractable
to consider entanglement purification for small systems. However, for larger systems the
schemes involving entanglement purification become rather complex such that it should be
more feasible to consider Monte-Carlo simulations.

For the quantum repeater approach based on quantum error correction we considered
GKP codes. First, we developed simpler methods for obtaining the GKP error syndrome
information using linear optics, homodyne measurements and GKP ancillae (paper III).
This is a simplification in comparison to canonical circuits which employ general Gaussian
operations also involving squeezing operations instead of making only use of linear op-
tics. We need slightly different GKP ancilla states modified by a Gaussian transformation.
However, we have the advantage that this operation may be applied offline or even better
simply incorporated in the GKP generation process. This process involves already non-
linear optics and the modified GKP ancilla can be simply obtained by tuning a parameter
in the state generation making the state generation not any harder. Thus, single-mode
GKP states are only coupled via beam splitters which has the advantage of a simpler
and better noise propagation. We generalized two linear-optical syndrome measurement
schemes to the concatenation of GKP codes with high level codes and discuss when the
required ancilla states can be obtained with linear optics and single-mode rectangular GKP
states. This syndrome measurement scheme for the concatenation of GKP and an [n, k, d
stabilizer code has the advantage of performing only 2n instead of 3n — k measurements,
where each measurement typically consumes a single GKP state. Finally, we also used
tools from lattice theory in order to calculate error rates exactly for the concatenation of
square GKP codes with the three-qubit repetition code making use of the analog syndrome
information. In this project we found multiple open questions for future research. First, it
is a really relevant question whether the usage of the minimal set of measurements allows
to reduce the noise threshold for quantum error correction because less noisy ancilla states
are introduced in the syndrome measurement. A follow-up question arises in the context of
generating the necessary multi-mode ancilla state. We already showed that it is impossible
to generate such ancilla states with single-mode rectangular GKP states and linear optics.
Is it any harder to produce the multi-mode ancilla state with GBS than it is to produce
all of the individual GKP states with GBS? Another open question is for which codes it is
possible to find rather simple expressions for the error rates when considering the analog
syndrome information in the decoding process.

Finally, we apply these results to a repeater based on GKP qudits (paper V). We find
that in principle it can be beneficial to employ GKP qudits with a dimension D > 2.
However, this requires GKP states of really high quality such that in the near future it
will be better to use GKP qubits only. It might also be an interesting question for which
high-level qubit codes one can obtain the best rates in combination with GKP codes in
a third-generation repeater. Another interesting question is whether it might be useful
to consider GKP or other bosonic codes in the memories of a second-generation quantum
repeater.
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6 Publications

Contribution to publications

The initial idea of paper I arose when Peter van Loock asked me to investigate whether it
would be possible to somehow combine the improved distance scaling of the secret-key rate
of TF QKD with the improved scaling from a memory-based quantum repeater. While
first approaching the problem with the general framework of QKD using the Holevo infor-
mation in order to bound Eve’s obtained information, I soon realized that the obtained
secret-key fraction looked very similar to the secret-key fraction in a BB84 protocol and
found that one can interpret the scheme as a simple application of the BB84 protocol to
some quantum repeater. All calculations and choices of error models required for the anal-
ysis of the quantum repeater secret-key rate were done completely by myself. However,
the idea to improve the secret-key rate per second by choosing asymmetric positions of the
beams splitter was proposed by Peter van Loock. When writing the paper he helped me
improving the style and also wrote the paragraph about the experiment performed in the
group of Gerhard Rempe which could be used to generate the required states.

Paper II gives an overview about the progress achieved in the experiments of the project
“Q.Link.X” and shows where they stand on their path to a functioning quantum repeater.
Originally, it was planned to only calculate the raw rate of a protocol with some worst-case
fidelity given by a memory cut-off. I suggested to additionally calculate the expected state
instead of the worst-case scenario by making use of the results obtained in paper I. Thus, I
performed all of the calculations and generated the plots. Furthermore, during discussions
between Peter van Loock and me we had the idea to consider different memory write-in
proposals as e.g. a local Bell measurement in order to herald the memory write-in. In
addition, Appendix S2 was also written completely by myself.

When learning about GKP codes I read Ref. [156] and noticed that although they simpli-
fied the circuit to obtain the error syndrome, it was still possible to get rid of the in-line
squeezing operation when considering syndrome measurements in both quadratures.! This
inspired me to investigate for which other GKP codes it is also possible to employ only
off-line squeezing operations in order to gain the syndrome information which is the main
content of paper III. Especially with regard to paper V I got interested in Bell mea-
surements for general GKP qudits and found that by using Knill’s error correction by
teleportation it is possible to obtain the whole error syndrome of an n-qudit code con-
catenated with a GKP code with only 2n measurements. In a discussion then Peter van
Loock had the idea that any GKP qubit state can be represented by only 2n stabilizers
because otherwise there is some redundancy. Later I generalized this result to qudits using
a lattice-based approach. All other results in this paper were obtained without Peter van
Loock’s help, but he again helped me with stylistic improvements of the paper.

My main contributions to paper IV are the following:
The application of the memory dephasing expectation values to the different physical im-
plementations where we consider dual-rail encoded qubits, the scheme introduced in paper

I This was also noticed in Ref. [157] a long time before paper III was published, but after my observation.
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6 Publications

I and a similar scheme also based on single-photon interference (section H/App. I). When
we numerically found out that there are minimal values of p which need to be achieved
by the repeater in order to allow for a non-zero secret-key rate, I showed that this is not
an effect arising from an interplay between different occurring errors, but it is a simple
fundamental property of the chosen QKD protocol (Sec. 5.D). In addition, I also had the
idea for the rule of thumb in Sec. 5.F. For sequential entanglement distribution I proposed
to improve the coherence time by a factor 2 by performing the QKD measurements im-
mediately and I showed that when using a cut-off protocol it is better to use individual
cut-off values for each segment instead of a single global one, which only aborts the pro-
tocol when the accumulated dephasing overcomes the global cut-off. Of course, I also was
involved in other parts of the paper, but there the work was done jointly with the other
authors such that an exact attribution of contribution is not really possible. This applies
especially to writing the paper and performing calculations and double checking in App. E.

The rough idea of paper V was developed at the 1. DPG fall meeting (2019) where
I met Daniel Miller, who gave a talk about third-generation repeaters employing multi-
mode/Fock encoded qudits in combination with quantum polynomial codes. We thought
that it would be a nice idea to generalize his analysis also towards GKP qudits as they
would allow for rather simple measurements which were a rather unfeasible in his previous
proposals. In this project he had the background in the quantum polynomial codes and
I brought the expertise in GKP codes. For this paper we discussed the general outline
together. Regarding the code we wrote, he converted some code from his previous repeater
from C++ to python and I was in charge of writing the remaining functions and perform-
ing the calculations and finding simple adaptions of the general protocols for GKP codes.
Furthermore, I generated all figures, while he helped a lot improving the style of the text.
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Memory-assisted long-distance phase-matching quantum Key distribution

Frank Schmidt” and Peter van Loock"
Institute of Physics, Johannes Gutenberg-Universitit Mainz, Staudingerweg 7, 55128 Mainz, Germany

l“

‘We propose a scheme that generalizes the loss scaling properties of twin-field or phase-matching quantum key
distribution (QKD) related to a channel of transmission 9o from /7ot 0 /710l by employing n — 1 memory
stations with spin qubits and n beam-splitter stations including optical detectors. Our scheme’s resource states are
similar to the coherent-state-based light-matter entangled states of a previous hybrid quantum repeater, but unlike
the latter our scheme avoids the necessity of employing 2n — 1 memory stations and writing the transmitted
optical states into the matter memory qubits. The full scaling advantage of this memory-assisted phase-matching
QKD (MA-PM QKD) is obtainable with threshold detectors in a scenario with only channel loss. We mainly
focus on the obtainable secret-key rates per channel use for up to n = 4 including memory dephasing and for
n =2 (i.e., Y NMow-MA-PM QKD assisted by a single memory station) for error models including dark counts,
memory dephasing and depolarization, and phase mismatch. By combining the twin-field concept of interfering
phase-sensitive optical states with that of storing quantum states up to a cutoff memory time, distances well
beyond 700 km with rates well above 7, can be reached for realistic, high-quality quantum memories (up
to 1-s coherence time) and modest detector efficiencies. Similarly, the standard single-node quantum repeater,
scaling as /71, can be beaten when approaching perfect detectors and exceeding spin coherence times of 5 s;
beating ideal twin-field QKD requires 1 s. As for further experimental simplifications, our treatment includes the
notion of weak nonlinearities for the light-matter states, a discussion on the possibility of replacing the threshold

(Received 28 October 2019; revised 30 August 2020; accepted 16 September 2020; published 26 October 2020)

by homodyne detectors, and a comparison between sequential and parallel entanglement distributions.

DOI: 10.1103/PhysRevA.102.042614

I. INTRODUCTION

In 1984, Bennett and Brassard presented a protocol (BB84)
[1] that allows two parties (typically referred to as Alice
and Bob) to distribute an information-theoretically secure key
exploiting the fundamental laws of quantum mechanics. This
was the beginning of the new field of quantum key distribution
(QKD), leading now to the first commercial applications of
quantum technology (see Ref. [2] for a recent overview of
QKD). Based on this concept, a key distribution scheme over
421 km of glass fiber was demonstrated recently [3]. Nonethe-
less, a complication of realistic QKD schemes is the linear
scaling of the secret-key rate with the channel transmittance
Mol [4], where o decreases exponentially with the dis-
tance, Notal = €Xp(—L/Lay ), Where Ly = 22 km is the typical
attenuation distance of an optical fiber. In fact, it was shown
that this linear scaling for large distances is a fundamental
property of point-to-point QKD, expressed by the so-called
repeaterless (or PLOB) bound [5], —log, (1 — 7iotal), in terms
of secret bits per channel use, where —log, (1 — Norar) ~
1~4477tolal for Ntotal <K 1.

As a consequence, one needs to split the total channel into
multiple segments of smaller lengths in order to overcome
the linear scaling. Splitting the total distance into multiple
segments of smaller length is the underlying idea of all types
of quantum repeaters making use of either quantum mem-
ories [6,7], quantum error-correcting codes [8—11], or both

“fschmi @students.uni-mainz.de
floock @uni-mainz.de

2469-9926/2020/102(4)/042614(21)
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in order to improve the transmission rate. Because of the
quantum mechanical no-cloning theorem, it is impossible that
a quantum repeater simply reamplifies an incoming optical
quantum state at every intermediate station along the channel
like for a classical repeater with classical light pulses. The
only experimental demonstration of a quantum repeater so far
overcoming the PLOB bound in terms of a secret key rate
per channel use was reported recently in Ref. [12] based on
a solid-state light-matter interface and memory system using
SiV color centers in diamond.

Besides its scalability, an essential element of a QKD
scheme is its security in a realistic setting. More than a decade
ago, it was shown that QKD systems are vulnerable to hacking
attacks (see Refs. [13,14] for a review) and it was realized that
the typical assumptions of the security proofs are not met in a
practical implementation. Device-independent QKD [15,16]
was proposed as a possible solution. Its security proof no
longer depends on the actual implementation, since it relies on
the violation of a Bell inequality. However, this type of proto-
col yields only very small secret-key rates. A more promising
approach in this respect is measurement-device-independent
(MDI) QKD [17,18], where Alice and Bob send states to a
middle station, Charlie, who performs a measurement that can
be treated as a black box. As such, the middle station may be
completely untrusted, with Charlie potentially embodied by
an eavesdropper, Eve. This approach becomes secure against
the most problematic class of detector attacks and yields rea-
sonable secret-key rates.

Quite recently it was shown that MDI QKD, exploiting
interference of phase-sensitive phase-encoded optical states
sent from Alice and Bob to Charlie, gives a scaling of the

©2020 American Physical Society
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asymptotic secret-key rate of O(\/Nww) [19], originally
named as twin-field QKD. Many works have now appeared
improving or simplifying the security proof and suggesting
variations of this protocol [20-26]. For the present work, es-
pecially relevant is the version referred to as phase-matching
QKD [20,22]. Therefore, it is possible, in principle, to over-
come the PLOB bound [5] without making use of quantum
memories or quantum error-correcting codes. There are al-
ready first experimental demonstrations of twin-field QKD
that claim to have overcome the PLOB bound [27-31].

In this work, we introduce a scheme that is an exten-
sion of the twin-field/phase-matching protocol to more than
two physical segments (i.e., beyond a single middle station),
exploiting quantum memories similar to Ref. [32] and fur-
ther extending a four-segment variant of Ref. [32], but with
single-photon-based single-rail (single-mode) qubits replaced
by coherent states. Our scheme makes use of quantum memo-
ries, a kind of memory-assisted extension of phase-matching
QKD [20,22], and thus is ideally, with sufficiently good mem-
ories and operations, in principle scalable to long distances.
The scheme shares similarities with a hybrid quantum repeater
(HQR) [33] where an optical coherent state subsequently in-
teracts with two spin-based matter quantum memories and
entangles these two spin qubits after a suitable measurement
of the optical mode. However, in the original HQR, the optical
mode travels all the way from one memory station to another
before its detection at that station. In our scheme, crucially,
there will be a middle station, halfway between the memories,
equipped with a beam splitter and detectors. This way we
will be able to generalize the loss scaling behavior of twin-
field/phase-matching QKD from an effective channel length
of % to 2L—n for 2n physical segments and a total physical chan-
nel of length L with only n — 1 memory stations. We find that
compared with the original HQR based on unambiguous state
discrimination [34], the new MA-PM QKD scheme leads to a
scaling advantage where in all relevant quantities 7 (transmit-
tance per repeater segment) becomes /7. While our scheme
could be supplemented by additional quantum error correction
or detection mechanisms such as entanglement purification
[6,33,35], here we shall consider the theoretically and es-
pecially experimentally simplest intermediate-scale versions
without error correction.

The outline of our paper is as follows. In Sec. II, we will
briefly introduce the main ideas of twin-field/phase-matching
QKD, the HQR, and possibilities for generating the entangled
states needed for our scheme. In Sec. 111, we will then describe
our version of a type of HQR and discuss its obtainable secret-
key rate by employing a BB84 protocol and focusing on the
channel-loss-only case. For the more general and realistic situ-
ation, we will briefly mention different error models including
channel loss, memory dephasing, detector dark counts, phase
mismatch, and depolarization, referring to the Appendixes for
details. We will also briefly describe a variant of our scheme
based on optical homodyne measurements, similar to the orig-
inal HQR [33]. Then we will explicitly calculate the attainable
secret-key rates in Sec. IV for the first-order generalization
(i.e., four physical segments, n = 2) considering a fairly large
and representative set of realistic parameters. Although our
main focus is on secret-key rates per channel use, we will also
include a discussion on the usefulness of our scheme in terms

of the ultimate figure of merit, the secret-key rate per second.
We conclude in Sec. V and give more details about the basic
concepts, assumptions, and calculations in the Appendixes.

II. BACKGROUND
A. Twin-field/phase-matching QKD

There are many different variations of twin-field QKD
[19-26] and we will stick to the version in Ref. [20], since that
protocol is conceptually easy to understand and very similar
to the generalized scheme that we will introduce:

(1) Alice and Bob choose randomly and independent from
each other with a probability pyoqe if the current round is used
for key generation or for estimating information leakage (test
mode).

(2) If the key-generation mode is chosen, Alice (Bob)
generate uniformly distributed random bits k4 (kz) and send
coherent states with amplitude oe”™*4/# to an untrusted middle
station called Charlie (Alice and Bob pre-agreed upon an o).
If the test mode is chosen, they generate coherent states of
an amplitude according to some fixed probability distribution
and send the optical states to the middle station.

(3) If Charlie is honest, he applies a balanced beam splitter
(BS) to Alice’s and Bob’s optical modes and employs thresh-
old (on-off) detectors for the BS output modes, announcing
the measurement results. These steps are repeated until a long
data set is obtained. If Alice and Bob use the key-generation
mode and exactly one of the two detectors clicks, k, and
ky are perfectly (assuming no dark counts) (anti)correlated
depending on which of the two detectors clicked. In our
scheme, the level of security of these (anti)correlations that
manifests itself in the quality of the randomly phase-flipped
entangled (effective) density operator shared by Alice and
Bob will depend on the channel transmission, the overlap of
the coherent states, and the type of detectors (we shall also
consider photon-number resolving detectors, PNRDs).

(4) The usual QKD steps of sifting, estimating the error
rate and leaked information, error correction, and privacy
amplification need to be performed.

Note that a pre-agreed complex amplitude « implies that
Alice’s and Bob’s lasers should not differ in their phase.
However, it is also unreasonable to assume that the optical
path length between Alice and Charlie perfectly coincides
with that of Bob and Charlie. Therefore, it is necessary to
stabilize Alice’s and Bob’s laser frequencies and also apply
phase-stabilization techniques because of the phase drift in the
fiber of the communication channel. This extra experimental
complication in a twin-field/phase-matching QKD scheme is
the price to pay for the scaling gain, N1 —> +/Total-

Since the untrusted Charlie (who could always be Eve)
performs the measurements, the protocol is a MDI protocol
[17,18], meaning that we are immune to attacks upon the
detectors, which seems to be the most vulnerable part in a
QKD system.

B. Hybrid quantum repeater

Each segment of a so-called HQR consists of two quantum
memories placed at its ends [33] and connected by an optical
channel. Each quantum memory is represented by a two-level
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spin system which is initially in the state \/LE( Y+ 1)) We

will consider a light-matter interaction between each memory
and a single-mode coherent state of light such that

U @)(11) + D) = D) ™) + [P |ee®) . (1)

Thus, the coherent-state light amplitude is phase-rotated con-
ditioned upon the state of the spin. We call the result of this
interaction a hybrid entangled state and there exist different
physical phenomena for obtaining this transformation. An
attractive feature here is that we may even consider a fairly
weak interaction, 6 << 1. A few more details about these in-
teractions will be given in the next subsection.

First, we let one memory interact with the optical mode,
which is then sent to the other memory at the next repeater
station where we again apply the light-matter interaction. This
results, in the absence of channel loss, in the (normalized)
state

(1 4+ s tDle) + 11, Mlae™) + 1, ) ae®™)
> .

By discriminating the £26 phase shifts from the zero phase
shift, we can project the two memories onto an entangled Bell
state |1, |) + |, 1). Such a discrimination can be performed,
for example, by using quadrature homodyne measurements.
In the following, let us assume that « € R™. Then we could
discriminate the phase shifts by performing a measurement of
the momentum quadrature p := ».(& — a"), where & and a°
are bosonic annihilation and creation operators. We can then
choose a sufficiently small A, and if the measurement out-
come p € [-A,, A,], we say that we successfully identified
a zero phase shift. However, this is not an exact projection
onto a Bell state and the fidelity of the state is a function of
the measured value p and « sin(26), i.e., 26 for small 6. We
could improve the fidelity at the expense of the success prob-
ability by choosing a smaller A,, which means that we are
discarding many low-quality states. Alternatively, we could
also set A, to a fixed value and increase « sin(26); however,
we cannot increase this value arbitrarily much as soon as the
photon loss of the fiber channel is included, since a larger
value leads to more decoherence due to the loss. Therefore,
one has to find a compromise between average fidelity and raw
rate. For small 6, the probability of success and the fidelity are
only dependent on the transmittance 7 in the repeater segment
and on 6. One may also consider different measurements on
the optical mode such as unambiguous state discrimination
based on PNRDs or on-off detectors [34]. While in our work
we discuss both types of measurements, discrete photon and
continuous homodyne (Appendixes F and H) detections, the
former allow us to entirely suppress discrimination errors even
for small o6, and thus longer repeater segments are possible.
Later, we will compare our scheme with a HQR based on
unambiguous state discrimination using on-off detectors.

2

C. Generation of hybrid entangled states

States of the form |1)|ae™) + |} )|ae’) are also known as
Schrodinger cat states, because for large amplitudes of the co-
herent state they serve as an example of entanglement between
a microscopic object like an atom and a macroscopic object
like a strong optical field, exactly like in Schrodinger’s famous

thought experiment [36]. In order to realize this in the labo-
ratory, large efforts have been made to generate these states.
Mostly the entanglement was generated between the internal
state of an atom or ion and its motional degree of freedom, or
with microwave radiation [37-39]. A few other experiments
with atom-induced phase shifts were realized for electromag-
netic radiation in the optical frequency domain [40,41].

We will briefly discuss two different approaches for gener-
ating these states. A general advantage of the corresponding
physical platform, namely cavity QED with atoms and light,
is that it allows for room-temperature operations at optical
frequencies, as opposed to solid-state-based approaches such
as that of Ref. [12] where sufficient cooling is a necessity.
One possible approach considers the interaction of light (for
a coherent state with amplitude o) with a two-level atom
(Jaynes-Cummings model [42] of cavity QED) where the
light frequency is largely detuned from the atomic resonance
frequency. The effective interaction Hamiltonian is then given
by

Her = hgg(@a, +ata6.), 3)

in the regime of large detuning é (see, for example, Ref. [42]).
Here, g denotes the coupling constant, 6, are atomic
transition operators, and &, is the Pauli-Z operator. This
interaction Hamiltonian results (up to some phase, which
can be compensated easily) in the desired state, equivalent
to applying the operator Uim(é’) with 6 = h%zaztim, where
tint denotes the interaction time. However, it is demanding to
achieve a sufficiently strong nonlinear interaction correspond-
ing to a 0 of the order of % Therefore, here we shall also
consider the case where 6 is small (corresponding to a weak
nonlinear interaction), similar to the analysis in Ref. [33].

A different approach was considered in the recent experi-
ment of Ref. [43], where a resonant light-atom interaction was
employed in a cavity. More precisely, in this case the internal
state of an atom determines whether a light mode initially in
a coherent state couples with the cavity. In one atomic state
(uncoupled with the cavity), the cavity mode and the incoming
light pulse are on resonance such that the light will enter the
cavity and experience a 7 -phase shift after leaving it again. In
the other atomic state coupled with the cavity, the effective
cavity mode is no longer on resonance with the incoming
pulse. In this case, the light will not enter the cavity and
immediately be reflected back directly by the cavity mirror
with no resulting phase shift. As a consequence, an atomic
superposition state leads to a state for the reflected pulse that
is entangled with the atom, similar to Eq. (1), with a phase
difference of 7 for the two coherent states. Therefore, in this
case it is also possible to obtain 6 = 7.
III. MEMORY-ASSISTED PHASE-MATCHING

QKD PROTOCOL

A. Description of the protocol

Let us start by describing the smallest example of our ver-
sion of a HQR, which is very similar to an entanglement-based
description of phase-matching QKD [see Figs. 1(a) and 1(b)].

(1) Alice and Bob each have an atom as a quantum memory
and generate a hybrid entangled state between their memory
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FIG. 1. Illustration of the protocol. (a) Phase-matching QKD.
Alice and Bob send optical coherent states (black filled points)
to Charlie who performs an optical measurement (OM). (b)
Entanglement-based variation of phase-matching QKD (n = 1).
Alice and Bob each have an optical mode (black filled point) entan-
gled with a short-lived memory (white filled circle). The optical fields
are sent to Charlie’s OM. The memories can be short-lived since it
does not matter when Alice and Bob perform the measurements on
their memories (as long as they wait with communicating their choice
of measurement basis). (¢c) Two-segment HQR variant (n = 2). Two
copies of (b) are used where the memories in the central node need
to be long-lived (red filled circles), since either of them has to wait
until the other segment succeeds. When both segments succeeded, a
Bell measurement is performed on the two long-lived memories for
entanglement swapping. (d) Three-segment HQR variant (n = 3). In
order to obtain the n-segment repeater, one simply needs to use n — 2
inner segments (marked by the dashed box). Such an n-segment
quantum repeater scheme consists of 2n physical segments. (e) Setup
of the OM. Usually the detectors are on-off detectors, but we could
also use PNRDs. For 6 « 1, we only need one detector. BS stands
for beam splitter.

and an optical mode starting in a coherent state, resulting in
%(IT, aexp(—if)) + ||, aexp(if))). Notice that Alice and
Bob can also prepare BB84 states (thus distributing effective
entanglement) instead of real entanglement. This is equivalent
to the case where they generate real entanglement and perform
measurements on the memories before sending the optical
modes, because the measurements commute with Eve’s op-
erations provided that Alice and Bob only send information
about the chosen measurement basis after establishing the raw
key. Whenever Alice or Bob should apply Pauli operations to
their memories but they have already measured them, this can
be done via classical postprocessing of the measurement data.

The generation of these entangled states was described in the
previous section. We will show that for our repeater protocol
we can use, in principle, any € > 0 at the expense of a larger
amplitude « of the coherent state. Choosing a small 6 is also
accompanied by the need of a better phase stabilization.

(2) Alice and Bob send the optical part of their hybrid
entangled states through a lossy channel of transmittance /7
to a middle station operated by Charlie (11 = 7).

(3) If Charlie is honest, he applies a 50:50 BS to the
two incoming optical modes with annihilation operators a
and b described by the transformation, &' = (a + 23) / ﬁ, b=
(a— 13) / /2. Then he measures mode b’ with an on-off detec-
tor or, alternatively, with a PNRD, while he does not need to
measure anything for mode @ [see Fig. 1(e)]. If he measures
at least one photon, his measurement correlates Alice’s and
Bob’s quantum memories.

In order to distribute entanglement over very large dis-
tances, we divide the overall channel that connects Alice and
Bob into n smaller segments where in each we run the above
protocol. The smallest example above then was for n =1
[Fig. 1(b)] and the n = 2 case with two repeater segments,
each with a detection station in the middle (so, effectively
four physical segments), can be seen in Fig. 1(c). As the next
step, we perform entanglement swapping between neighbor-
ing quantum memories as soon as they are ready, as usual in
quantum repeaters. In the end, we have an (effective) two-
qubit state shared by Alice and Bob that can be used for
generating a secret key by employing, e.g., the (entanglement-
based) BB84 protocol.

Let us now get some insight into why we may use any
6 > 0, especially 6 # Z, and only need to measure one mode.
For this, we will still omit channel losses. We again consider
the smallest n = 1 case, corresponding to one repeater seg-
ment in the notation of general n. The state before the BS is
given by 3[|1, aexp(—if)) + ||, a exp(if))]®*. After the BS
(and changing order), the state is given by

LUt A V2067 0) + |, 4, V2ae,0)
+ 11, 4. V2a cos 6, —in/2a sin 6)
+ 14, 1, v2a cos 6, iv2asin 6)), )

where the last two entries in each ket vector refer to the two
modes a’ and &/, respectively. In this simplified scenario, also
assuming that Charlie uses a PNRD, by detecting mode &'
he projects the memories onto |¥*) = \/LE(H’ WEN T,

where the sign depends on whether he measured an even or
odd nonzero number of photons. If we set & = 7, we could
in addition also use a PNRD for mode &' and depending
on the nonzero measurement outcome (even or odd number)
Charlie’s measurellnent would project the quantum memo-

ries onto |d*) = —2(|T, M £+ 4, })). As a consequence, our

wish to need only small 6 comes at the price that the success
probability is only half of the ideal probability of success
for & = 7. The protocol succeeds when there is at least one
photon measured in mode 4" and therefore the success proba-
bility is given by %(1 — g2 sin® %). When considering on-off
detectors instead of PNRDs, one projects onto a mixture of
two Bell states. Note that the postmeasurement memory state
and the success probability only depend on the product « sin 6
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and therefore we can use an arbitrarily small 6 by employing
correspondingly large amplitudes « in this simplified model.

B. Channel loss only

As the next step, we will include the lossy channel with
transmittance /7 (between Alice/Bob and the middle station,
again considering the n = 1 case) and obtain the density op-
erator of Alice and Bob’s qubits after Charlie’s successful
measurement. In order to keep this straightforward calculation
clear, we will introduce auxiliary modes such that the lossy
channel acts as a unitary operation on a larger Hilbert space.
After Charlie’s measurement, we trace out all subsystems
except Alice’s and Bob’s memory qubits. More details on this
calculation can be found in Appendix E. When Charlie uses a
PNRD, the resulting density operator is given by

%(1 + e—Z(I—ﬁ)az sinzé))'\yi) (\I_,i|
+ 51— POV E T (S)

where the upper sign holds in the even and the lower sign
holds in the odd photon number case. Because of the success-
ful measurement, the qubits can only be in the {|1, |), [{, 1)}
subspace. If Charlie uses an on-off detector, the density oper-
ator is given by

—2(2—/)a? sin? - -
5 (14 e 2V g (g |
— — o sin?
4 2(1 — e 2Vl gty (gt (©6)

Here, the state | ™) has a larger probability because of the
larger fraction of an odd nonzero photon number than that for
an even nonzero photon number. Therefore, Alice and Bob
could exploit this to distill 1 — A(3[1 + e~ 21=yme’sin®6]) o
1 — h([1 + ¢~22=vDe*sin*0]) ebits in the cases of PNRDs or
on-off detectors, respectively, using one-way classical com-
munication in the asymptotic limit, where A(-) denotes the
binary entropy function. When using on-off detectors, one
obtains an ebit rate of

%(1 _ e—Zﬁaz sin29){1 _ h[%(l + 672(2,\/5)0(2 sinzé)]}

1
VT e sin? 01 — h[L(1 + e O] ()
Note that this is the same as the secret-key rate of BB84 in the
asymptotic limit. The tradeoff of the original HQR (assuming
small 9) between high fidelities for small «f and high success
probabilities for large w6 in the version with unambiguous
state discrimination [34] now becomes manifest in a high
secret-key fraction (second factor) for small ¢ and a high raw
rate (first factor) for large 6. However, the crucial difference
is that the entanglement distribution probability in a single
repeater segment (n = 1) now scales with /7 instead of 7 due
to the middle station between Alice and Bob. Since a similar
expression appears in the PNRD case, it is useful to opti-
mize the function f(x) = x(1 — h(%(l + ¢ %))) and choose
o’ sin? @ accordingly. The maximum of f is approximately
7.141 x 1072 with x &~ 0.229. With this function, it can be
seen easily that the use of PNRDs instead of on-off detectors
only gives improvement of a factor of 2 for the rate in the
high-loss regime. Therefore, we will only consider on-off
detectors since these are readily available in comparison to

PNRDs. The resulting overall ebit rate (allowing for small )
is given by 0.5 x 7.141 x 1072% (similar to Ref. [20]").

Next, we consider the case of n segments [see Fig. 1(d)]. It
is then straightforward to calculate Alice’s and Bob’s density
operator after the quantum teleportation steps, because the
input states are Bell diagonal (see Appendix D for details). For
the case of on-off detections, up to suitable Pauli operations
(which can also be applied via classical postprocessing if
Alice and Bob already measured their qubits in the beginning)
after the Bell measurements on the memory qubits for entan-
glement swapping [see Fig. 1(c) for the n = 2 case], Alice and
Bob share the (effective) state

%(1 + 6_2”(2_«/’7)0‘2 Si"29)|¢+><¢+|
+ %(1 _ o=y’ sin29))|®,><¢,|. ®)

When using PNRDs, one obtains a similar state with a dif-
ferent coefficient of |®*) (1 — /M instead of 2 — /7). Let us
consider a scheme where we try to distribute the entanglement
in all segments in parallel and only at the end do we perform
the entanglement swapping everywhere. Using the results for
the exact raw rate with deterministic entanglement swapping
[44], one can calculate the obtainable ebit and secret-key
rate for this simple case exactly. However, to obtain a rough
overview it is useful to apply an approximation for the raw rate
(assuming ,/7 < 1; see details in Appendix B) and use the
optimal value for na? sin® 6, resulting in an overall secret-key
rate of

\/2” Ntotal

0.07
2 eamH () ' —— ~ 357 x 1072 —¥Y""2_
Ntoral F (1) n X n(y + In(n))

C))
where H (n) are the harmonic numbers and y = 0.57721 ...
is the Euler-Mascheroni constant. Notice that we always have
to reduce the mean photon number a? of each optical pulse

1 22 .
Ol %). All these consid-

erations are for secret-key rates per channel use (and per
mode, but in our schemes, the optical states are single-mode).
We define one channel use as a single attempt to generate
entanglement in all repeater segments.

One benefit of this scheme is that in order to obtain a
secret-key rate scaling of /71 One only needs n — 1 sta-
tions equipped with quantum memories. In comparison, a

with increasing 7 (Qoptimum ~

The difference in the protocol between Ref. [20] and our work
with n = 1 is that the authors of Ref. [20] use 6 = % and two on-off
detectors, such that their raw rate is larger by a factor of 2. However,
there are also differences in the approach of calculating the secret-
key rate. We employ a BB84-like protocol since it easily allows us
to go to a larger number of repeater segments, whereas the authors
of Ref. [20] consider the Devetak-Winter formula for obtaining the
secret-key fraction by calculating the mutual information between
Alice’s and Bob’s bits and estimating the mutual information be-
tween Eve and the key via the Holevo information. This approach
allows the authors of Ref. [20] to employ only coherent states for
estimating Eve’s information, while in our approach we need to
generate hybrid entangled or cat states, even for the simplest n = 1
case, without memory assistance.
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standard quantum repeater [6]> would need 2n — 1 stations
with memories when directly employed for QKD with Alice
and Bob immediately measuring their qubits (otherwise the
standard repeater uses 2n + 1 memories, while our scheme
would use n + 1 memories). Note that the scaling of /Mot
is consistent with the ultimate end-to-end capacity in repeater-
assisted quantum communication where the channel is divided
into 2n physical channel segments (assuming large segment
lengths) [46]. When considering first experimental realiza-
tions of small-scale memory-based quantum repeaters, using
a scheme like ours (or related schemes like those of Ref. [32])
could be beneficial, because in order to obtain a secret-key
rate scaling of ¢/ Only a single memory station is needed
instead of three.

For the case of this section where channel loss is the only
error considered, the distillable entanglement (when allowing
one-way, forward classical communication) coincides with
the asymptotic secret-key rate obtainable with BB84. In order
to obtain a reasonably realistic description of such a repeater,
we also have to include dark counts and the efficiency of the
on-off detectors, memory dephasing, phase mismatch, and
errors in the deterministic entanglement swapping which will
be described by a depolarizing channel. Before turning to
such a model including all of these errors, however, one may
first only include the most important errors which still enables
one to see their influence onto the secret-key rate in simple,
analytical expressions. For our treatment here, all conceptual
and technical details regarding the more realistic cases beyond
just channel loss are presented in the Appendixes. There, we
first consider detector inefficiencies and memory dephasing
where we can still describe the resulting states as mixtures
of two Bell states. Including detector efficiencies (nge) is
trivial, because we only have to substitute /7 — /7 X et
However, things become trickier when considering the
dephasing in the memories. Nonetheless, since the dephasing
channel is a Pauli channel, it commutes with the entanglement
swapping and therefore we can assume that we first distribute
perfect entanglement via multiple quantum teleportations
and then apply the errors to the qubits (according to the
loss channel and the memory dephasing; see Appendixes A
and D). Later, we also consider imperfections of the Bell

2Note that there are well-known proposals for quantum repeaters
that are based on single-photon interference and thus intrinsically
contain the twin-field-type scaling advantage. One such protocol
makes use of a single atom or spin entangled with a light mode
that either contains a photon or not [45]; see also Ref. [32]. An-
other protocol, proposed by Duan, Lukin, Cirac, and Zoller (DLCZ)
[7], initially employs entanglement between a light mode and the
collective spin mode of an atomic ensemble. The finally resulting
two-mode single-excitation spin entanglement in DLCZ, however,
cannot be straightforwardly used for applications like QKD and
therefore DLCZ suggests a postselection strategy by considering two
copies of a repeater chain and accepting only those cases where
each end point of the double-chain state carries exactly one spin
excitation. As a consequence, the DLCZ scheme loses its additional
scaling advantage. The schemes of Refs. [32,45] do not share this
complication, because their resulting spin-spin entanglement is of
immediate use.

measurements which still result in Bell-diagonal states.
Finally, we will also take into account dark counts, eventually
leading to Bell-nondiagonal states. A detailed discussion of
the influence of these error sources to the secret-key rate is
given in Appendix F. We also present a detailed discussion on
the use of homodyne detectors for our scheme in Appendixes
F and H. The secret-key rates as obtainable with our model
(based on on-off detectors) will be presented and compared
among different scenarios in the following section. The extra
experimental parameters as required for the discussion there
are all introduced in Appendixes A and F.

IV. COMPARISON OF SECRET-KEY RATES
A. Secret-key rate per channel use

Let us now consider the performance in terms of BB84
secret-key rates per channel use of our proposed scheme for
some physically reasonable parameters. We start with the
example of a two-segment repeater [i.e., n = 2, corresponding
to two segments connected at a memory station and each seg-
ment equipped with an optical middle station; see Fig. 1(c)].
We assume the following parameters (similar to Ref. [20]):

(1) /1 = 0.15exp(—5,—),

(2) Ly = 22km,

(3) a =239,

“4) 6 =0.01,

(5) dark count probability pgux = 8 x 1078,
(6) Pdepol = 10_29

M =L,
®) c=2x 108%, and

(9) error correction inefficiency frc = 1.15.

The transmission parameter /7, when we set n = 2, corre-
sponds to a quarter of the total distance L between Alice and
Bob, because every mode travels only for this distance to the
corresponding detector station. This parameter also includes
a finite detector efficiency (factor pgec = 0.15). We shall also
consider perfect detectors, pger = 1. Since we do not know the
optimal value of « (for given ) when considering all possible
errors in our model, we simply use the optimal « from the
loss-only case assuming n = 2. This already gives a good
starting point for «, which we use everywhere unless stated
otherwise. Further parameters are explained in Appendixes A
and F.

The BB84 secret-key fraction [2] is given by

1 — h(ex) — fech(ez), (10)

where ey, are the error probabilities in the X and Z bases
which can also be expressed in terms of the four Bell-state
coefficients of the density matrix. Note that we consider the
biased BB84 scheme where one of the two bases is employed
more often, allowing us to increase the sifting factor to unity
in the asymptotic limit of infinite repetitions [47]. The overall
secret-key rate is then given by the product of the raw rate and
the secret-key fraction.

The memory coherence time 7 and the phase mismatch
will be varied in order to assess their influence on the secret-
key rate (see Appendix F). Let us first study the effect of
the memory dephasing, since insufficient coherence times are
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an important issue for quantum repeaters. As can be seen in
Figs. 7 and 8 (in Appendix F), one really needs demanding
memory coherence times such as 1000 s or more in order
to be able to expect nearly the total benefit of the memory-
based repeater capabilities. When considering more realistic,
currently available memories with a coherence time of around
1 8,3 it can be seen that it is not even possible to overcome the
PLOB bound (Fig. 7 with inefficient detectors). This means
in this case the additional memory element even worsens
the secret-key rate in comparison to simple twin-field QKD.
However, we also found that the detection efficiency pqe; is
a highly influential parameter determining whether PLOB
can be exceeded or even the ultimate ¢/ scaling can be
approached, with realistic (~1 s) or potential future (=10 s)
coherence times, respectively (see Fig. 8).*

Based on the above observations, one may infer that the
MA-PM QKD scheme cannot help increasing long-distance
secret-key rates using currently available memories and finite,
modest detector efficiencies. However, up to now we assumed
that the participants will always wait until the entanglement is
distributed in both segments no matter how long this distribu-
tion lasts for. It is possible, though, to introduce a maximal
memory waiting time [32,50-54] until which the entangle-
ment must be distributed in both segments; otherwise, the
entanglement already distributed in one segment is discarded
in order to prevent large error rates at the expense of a lower
raw rate. References [52,53] derive the raw qubit rate for
a two-segment repeater with such a memory cutoff, while
Ref. [54] presents a rate formula for the more general case of
arbitrarily many segments under the constraint of determinis-
tic entanglement swappings. References [32,50] analyze the
dephased qubit states for schemes with at most two segments.

3Currently available memory coherence times are ranging from
several ws (quantum dots) to tens of ms (color centers, atoms, and
ions) [48]. Although there are very recent reports on approaching
coherence times of up to a few or even above 60 min [49], we
assume that future coherence times that are also compatible with the
requirement of telecom-frequency conversion are within the range
of almost 1 ms (quantum dots) and 0.1-1 s (atoms and ions) up
to 10 s (color centers). In our quantitative rate analysis including
memory dephasing, we will thus have a particular focus on coher-
ence time values of 0.1, 1, and 10 s (see especially Figs. 2-6). For
a more detailed discussion on the interplay between experimental
clock times (with or without the need of additional spin sequences
on the memory qubits), memory coherence times, and the need for
frequency conversion, for various experimental hardware platforms,
see Ref. [48]. In that reference as well as in the present work,
the focus is on single-spin quantum memories subject to dephasing
rather than spin ensembles (as employed in atomic-ensemble-based
quantum repeaters [7]), which instead must be modeled including
memory loss acting on collective, bosonic spin modes.

“Throughout all plots, as benchmarks, we show the PLOB bound
—log, (1 — 7o) for point-to-point communication between Alice
and Bob [5] and, instead of the ultimate repeater bounds for a quan-
tum repeater with 2n physical segments —log, (1 — %/7owr) [46],
several benchmarks of the form 2/7 (which up to a factor of
1.44 coincide with the former for small %/7ar1), since our particular
qubit-based scheme can never exceed /M similar to the ideal
standard twin-field scheme that never goes above /M-

SKR
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FIG. 2. Secret-key rates for a two-segment repeater (n = 2, par-
allel scheme) without phase mismatch assuming the parameters as
listed in the main text (including pgec = 0.15) and a memory coher-
ence time 7 of 1 s. The straight lines (from bottom to top) denote the
PLOB bound, ,/Na1> and /7ol - The rates are for different values of
the memory cutoff (10, 100, 1000, 10 000) (from right to left). The

areas between PLOB and /7o and between /Mo and &/l are
highlighted in color.

As can be seen in Fig. 2, it is possible to overcome the PLOB
bound by introducing a cutoff, and furthermore, it is even
possible to distribute secret keys over a distance of 700 km
and more with modestly performing memories and detectors
(compare this with Fig. 7, even with T = 00). In this work,
we only consider rates including cutoff for n = 2.

We expect that a cutoff will also enhance the final rates for
more than two segments. Thus, our rate analysis leads us to
the following conclusion. Even though the PLOB bound can
in principle be exceeded for our n = 2 scheme by introducing
a memory cutoff, a higher experimental cost would be needed,
i.e., sufficiently efficient memories and detectors, in order
to benefit from the improved scaling of our n = 2 scheme
compared with twin-field QKD. However, in Sec. IV B, we
will see that when rates per second are considered, it is gen-
erally hard for a small-scale repeater like our n = 2 scheme
to compete against twin-field QKD at high clock rates. There-
fore, we will also consider more than two repeater segments
(as for an alternative, we also explore the possibility of an
asymmetric two-segment repeater operating at a higher clock
rate in Appendix G).

In Fig. 3, one can see the scaling behavior of repeaters
based on our protocol with n = 2, 3, or even 4 repeater seg-
ments considering a finite memory coherence time of 10 s
and no additional errors in comparison to the PLOB bound
and ideal quantum repeaters. For all n, we choose o = 23.9
even though it is generally not the optimal value in the loss-
only case, but it yields better rates when considering other
errors. However, note that we did not try to find an opti-
mal « in the general case. When we optimize « this will
be explicitly stated. We found that for these three different
segment numbers PLOB is overcome at an overall distance
of approximately 140 km. However, since the PLOB bound
can be overcome by twin-field QKD without memory stations,
the more relevant benchmark for our protocol may be /Mol
which can be exceeded at approximately 350 km. Due to the
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FIG. 3. Secret-key rates for a repeater with n =2 (red), 3
(green), and 4 (blue) (dashed, from left to right) segments using a
sequential protocol (parallel for n = 2) without cutoff (dashed lines,
a =23.9 in all cases). For all curves, we consider a finite memory
coherence time of 10 s (no other errors are assumed). The red dotted
line denotes a n = 2 scheme where we do use a cutoff. The bench-
marks (from bottom to top) PLOB, /Mtat> /Motals &/ Mrotals a0 &/ Mioal
can also be seen. The regions between two of those benchmarks are
highlighted in color accordingly.

coherence time of only 10 s we can barely surpass /7o, but
with an appropriately chosen cutoff parameter (in the n = 2
case) we can overcome this benchmark even for distances
between 450 and 1500 km (see Fig. 3). Furthermore, we find
that by making use of a memory cutoff and perfect-efficiency
detectors, but also including dark counts and an imperfect Bell
measurement, it suffices to require a coherence time of 5 s for
overcoming /Ml (N0t shown in plots). In order to obtain
better rates than in the ideal twin-field scheme, a coherence
time of 1 s suffices, even without making use of a memory
cutoff (see Fig. 8).

B. Secret-key rate per second

For practical applications, the secret-key rate per second
is the more important figure of merit for comparing quantum
repeaters with other types of QKD schemes. A large disad-
vantage of scalable memory-based quantum repeaters is that
they rely on classical communication for confirming success,
setting an upper bound on the repetition rate due to classical
communication times. For example, when assuming a spacing
of 100 km between two repeater stations, this limits the repeti-
tion rate to the order of kHz. However, theoretically, this also
makes it easy to convert the secret-key rate per channel use to
a secret-key rate per second, because the (classical and quan-
tum) communication times are typically much larger than the
local operation times and thus the latter can be neglected in the
regimes that we mainly consider here.’ Therefore, in order to
perform better than twin-field QKD in terms of secret-key rate

>The problem of these low repetition rates can be circumvented
when using so-called third-generation quantum repeaters which
make use of quantum error correction [55]. However, an optical im-
plementation of suitable quantum error correcting codes is currently
still hard to achieve.

per second by using a memory-assisted repeater, one needs to
employ sufficiently many repeater stations for a given total
distance (with 9 < 1), such that the communication times
become smaller (and also the scaling advantage increases).
However, even for repeater spacings as small as 100 m, the
repetition rate only grows to the order of MHz. Hence, one
can see that a scalable memory-based quantum repeater with a
reasonable repeater spacing has to outperform twin-field QKD
by many orders of magnitude in terms of secret-key rate per
channel use, only to obtain rates similar to twin-field QKD per
second. Nonetheless, there are at least three reasons for why
it is still beneficial to employ our memory-assisted schemes.
First, like general memory-based quantum repeaters, in
principle, long-distance regimes become accessible for rates
per second that are otherwise (including for twin-field QKD)
unreachable at the same rates. This happens because of the
scaling advantage which eventually dominates over the clock-
rate disadvantage for sufficiently long distances. At such
distances, the final rates per second are generally low, but this
applies to both twin-field QKD and MA-PM QKD while rates
end up strongly biased toward MA-PM QKD with growing
distance. In this case, the small final rates of MA-PM QKD
may be enhanced up to practical values by employing many
repeater chains in parallel (multiplexing). Second, also for dis-
tances where dark counts greatly reduce the secret-key rate, a
repeater can overcome the twin-field QKD secret-key rate per
second. However, it is also possible to obtain the same effect
by using entangled light sources with a high repetition rate as
a relay in order to keep the dark count effect small. With our
system, such a relay could be realized when all spins of the
hybrid spin-light entangled states are measured immediately.
In this case, we only lose a factor of % when employing small
0; however, with a simple relay (n = 2), as we no longer
make use of memories, the effect is squared. Third, unlike
direct-transmission or twin-field QKD at high repetition rates,
our memory-based schemes can also be used in applications
different from QKD such as distributed quantum computing.
As can be seen in Fig. 4, our proposed schemes (for
n 2 8) can outperform (in terms of secret-key rate per sec-
ond) idealized twin-field QKD even when we consider dark
counts, memory dephasing (T = 10 s), and depolarizing er-
OIS Pdepol = 1073 in our repeater scheme for distances above
1000 km.® However, even a maximally idealized four-segment
quantum repeater (in a standard approach employing as many
memories as our 1 = 4 scheme) that attains the corresponding
repeater capacity [46] outperforms idealized twin-field QKD
just at distances of 1000 km. Thus, it is a rather fundamental
problem to overcome idealized twin-field QKD with further
scalable memory-based quantum repeaters for a small number
of memories in a regime where the single-chain secret-key
rate per second is not too low for practical purposes. Also,
notice that here we did not consider a memory cutoff (for
n > 2 there are many different strategies to implement such
a cutoff protocol) and therefore we expect that it is possible

°In Fig. 4, we need to optimize « for the different schemes. Other-
wise, if we use o = 23.9 in all schemes the rates for n = 16 become
the worst in the plots. We used the following values for «: 30, 23.9,
23.9, 18, 17, 9 (ordered by increasing n).
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FIG. 4. Comparison of the secret-key rate in bits /s between twin-
field QKD (ideal, blue dashed; with dark counts, black dashed)
assuming a repetition rate of 1 GHz and our proposed scheme for
n=2,3,4,6,8, 16 (left to right in terms of vanishing rates, parallel
scheme for n = 2), where we assumed detectors with unit efficiency
(paet = 1), a dark count rate of 7 x 1078, a memory coherence time
of 10 s and pyepor = 1073. The dashed purple line (for L ~ 0 begin-
ning at a rate of ~10° bits/s) represents an ideal standard repeater
with four physical segments attaining the repeater-assisted capacity
[46], whose repetition rate is limited by the communication time. No-
tice that for n = 8 and distances as large as 1000 km we outperform
ideal twin-field QKD with a noisy repeater in terms of secret-key
rate per second while still attaining rates as high as 1072 Hz without
making use of memory cutoffs.

to improve the secret-key rates of our schemes significantly
(recall the improvement in the comparison between Figs. 2
and 7). When comparing our schemes with a noisy twin-field
QKD protocol, it is easy to see that our schemes allow for a
longer communication range until the secret-key rates drop to
Zero.

In Fig. 5, it can be seen that our scheme with n =2 in-
cluding memory cutoff is able to outperform twin-field QKD
in a scenario where dark counts are taken into account. Even
a scheme with memories of rather low coherence time such
as 0.1 s is able to outperform realistic twin-field QKD at a
distance of approximately 440 km, though resulting in a rather
low secret-key rate of 10 bits/h. Memories with such coher-
ence times are already available [48]. However, it can also
be seen that a similar enhancement is achieved with a relay
(which actually scales better than the memory-based scheme
for a coherence time of 0.1 s). In order to see an improved
scaling for the repeater, one needs a coherence time as large
as 10 s. Since the huge gap between twin-field QKD and our
proposal in terms of secret-key rate per second in some
regimes originates from the different repetition rates of both
schemes, it is reasonable to consider the possibility for n = 2
not to place the beam splitter in the middle for one segment,
but in an asymmetric way [thus modifying Fig. 1(c)]. Im-
provement is possible then, because Alice and Bob can send
light states at an in principle arbitrarily high repetition rate,
since they only need the information regarding success from
the beam splitter in order to decide whether they should count
or discard that round in the final classical postprocessing.
However, the memory station requires this information im-
mediately in order to decide if the state in the memory should

SKR(bits/s)

L(km)
200 400 600 800

FIG. 5. Comparison of the secret-key rate in bits /s between twin-
field QKD (blue, top) assuming a repetition rate of 1 GHz and our
proposed scheme for n = 2 including a memory cutoff and assuming
different memory coherence times of (0.1, 1, 10) s (solid lines,
bottom to top) (pger = 1, parallel scheme, other parameters are as
described in the main text). The dashed lines (yellow, small 6 hence
smaller rate) refer to a relay configuration assuming a repetition rate
of 1 MHz taking into account the finite spin-light interaction times
for the optical entangled-state generations in our relay.

be held or discarded. When placing the beam splitter nearer
to the memory, one decreases the secret-key rate per channel
use, but at the same time enhances the possible repetition rate.
We discuss this scheme in Appendix G. We find that for a not
fully asymmetric scheme one can increase the secret-key rate
per second by up to a few percent.

C. Comparison with USD hybrid repeater

Let us now compare our new HQR with a HQR that uses
on-off detectors for unambiguous state discrimination (USD)
[34]. In our scheme, in each segment we have two qubit
memories each interacting nonlinearly with a coherent state
and these optical states are then send to a middle station with
a 50:50 beam splitter followed by an on-off detector. In the
USD scheme, we have two memories but only one optical
state. First, this state interacts with the first memory, is then
sent to the other, and interacts with this second memory. In
the end, a USD measurement using linear optics, phase-space
displacements, and three on-off detectors is performed. Thus,
one can see that both schemes employ very similar resources.
We can evaluate and compare the two schemes in a simple
error model where we consider channel loss, depolarization,
and memory dephasing.

In our scheme, the probability to generate entanglement in
one segment in a single try is given by (1 — =2V’ sin’6),
while for the USD hybrid repeater it is given by
%(1 — e’ Sinz"). Here we can already see the improvement
of our scheme in the raw rate since 7 is simply replaced
by /1. The loss channel and the measurement also induce
a dephasing channel with parameter ¢~22—vMe’sin®0 i our
scheme. In the USD scheme, this is given by e~ 2(1-n)a’sin®6
The memory dephasing works similar in both cases, but in
our scheme the duration of a single entanglement generation
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FIG. 6. Comparison of the secret-key rate per channel use per
employed memory (station) for our scheme (solid lines) and the USD
hybrid scheme (dashed lines) for n = 2, 3, 4 (from left to right in the
regime of rates dropping toward zero), assuming a coherence time of
T = 105, adepolarizing channel with pgepor = 1073, and a sequential
scheme (parallel for n = 2). The black solid line corresponds to the
PLOB bound.

attempt is given by nL—C whereas in the USD scheme it is 2L.7
As can be seen in Fig. 6, already our n = 2 scheme gives better
secret-key rates per employed memory than the USD hybrid
repeater for n = 2, 3, 4 for relevant distances. In the regime of
small distances, the USD scheme achieves rates slightly better
than our scheme, because for n = 1 there is no dephasing due
to loss and the measurement in the USD scheme. However,
our scheme always has dephasing originating from the usage
of the on-off detectors. Nonetheless, our scheme has a better
distance scaling and therefore our schemes achieve better rates
than the USD scheme for the relevant large-distance regime.
For these distances, our schemes often achieve rates which
are orders of magnitude better then those of the USD scheme.
Thus, we obtain a better secret-key rate while employing a
smaller supply of quantum memories.

V. CONCLUSION

We introduced a measurement-device-independent QKD
scheme based on the twin-field QKD concept but making
use of memories in order to extend the overall distance for
which a secret key can be distributed. The secret-key rates per
channel use of our scheme scale as [nH (n)]™! 2/ Motal [har-
monic number H(n) = y + In(n) + O(n~")] in the loss-only
case (assuming /7o < 1 and using a parallel entangle-
ment distribution scheme), where y = 0.57721... is the
Euler-Mascheroni constant and »n is the number of repeater

"For the USD scheme, it is also possible to shorten the duration
of one time step to ﬁ by switching the roles of sender and receiver.
If the entanglement generation fails, Bob usually communicates this
failure to Alice, who then tries again. However, briefly after sending
the classical communication he can also start to send an optical pulse
to Alice, who needs this short break for switching from sender to
receiver mode, which might be experimentally complicated.

segments, each equipped with memory stations at their ends
and a beam splitter and optical-detector station in their
middles. The transmission parameter 7 = exp(——) rep-
resents the total channel connecting Alice and Bob separated
by a distance L.

Our scheme shares some similarities with the so-called
hybrid quantum repeater such as the usage of hybrid entan-
gled states and the dependencies and tradeoff related to the
entanglement generation rate and state quality with regard to
« sin 6, where « is the optical coherent-state amplitude and 6
is the angle of a spin-controlled phase rotation of the optical
mode due to a dispersive light-matter interaction. However,
due to the photonic middle stations in each repeater segment,
our version inherits the twin-field-like scaling advantage. In
some distance regimes, this difference results in rates for
our scheme that are larger by orders of magnitude com-
pared with the original HQR version based on unambiguous
state discrimination. For this version, we explicitly showed
that the relevant quantities do not exhibit the twin-field-type
square-root enhancement of the transmission parameter per
repeater segment like in our scheme. We further showed that
it is possible, in principle, to employ small dispersive phase
rotations 6 corresponding to weak optical nonlinearities at
the expense of using larger coherent state amplitudes ¢« and
more demanding phase stabilization. Another advantage of
our scheme compared to the original hybrid quantum repeater
is that it is no longer necessary to couple nonclassical light
states with a spin system (like an atom in a cavity) “inline”. It
is now sufficient to prepare hybrid light-spin entangled states
“offline” and couple the optical parts with beam splitters when
executing the repeater protocol.

For the n = 2 case with only one memory station based
on a parallel distribution scheme, we considered the most
important imperfections like photon loss, detector inefficien-
cies, memory dephasing, dark counts, phase mismatch, and
faulty Bell measurements on the memories modeled by de-
polarization. This error analysis can also be extended to n
repeater segments when using a sequential distribution and
swapping strategy. This approach enabled us to calculate
exact BB84 secret-key rates (in the asymptotic limit) for the
general case of n repeater segments. For n = 2, the parallel
scheme outperforms the sequential one and for n > 2 we have
evidence that the sequential scheme is better. As we did not
include quantum error correction, we focused on repeaters
up to n = 16. We calculated secret-key rates per channel use
for realistic parameter regimes and showed that introducing a
cutoff (maximal duration) for the memory waiting time can
increase the secret-key rate enormously.

Our main quantitative results in terms of secret-key rates
per channel use are that by introducing quantum memories
into a twin-field-based relay, for distances beyond 700 km, the
PLOB bound can be beaten with memory coherence times of
1 s and modest detector efficiencies. The ideal single-repeater
scaling of /Ml can be exceeded when coherence times of
5 s and perfect detector efficiencies are approached. In order to
overcome the ideal twin-field rate, only a coherence time of 1 s
is needed. Since our scheme is mainly for threshold detectors
but also involves light-matter interactions, the light wave-
lengths must be suitably chosen (possibly including additional
frequency conversions which have not been considered here)
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and the basic processing times, as usually in memory-based
quantum repeaters determined by classical communication
times and the speed of the light-matter operations, are longer
than those in twin-field QKD without memory assistance.
Nonetheless, for sufficiently many and short elementary seg-
ments, the scaling advantage of the memory-assisted scheme
can potentially overcome the disadvantage of the slower clock
rates (for phase-matching QKD without memories, the source
clock rate is just given by that of a laser generating coherent
states; creating cat states like in our BB84-type scheme is
unnecessary and so are light-matter couplings and classical
waiting times). We explicitly showed this by also considering
secret-key rates per second.

We also investigated a variant of our scheme based on
homodyne detectors. According to our analysis, the regimes
where a homodyne-based scheme works is incompatible with
the regimes where the scaling advantage of a MA-PM QKD
scheme becomes relevant. Thus, secret-key rates for segments
of 10 km and more are obtained to be zero for the homodyne-
based scheme. This is conceptually similar to the original
hybrid quantum repeater based on homodyne measurements
where the segment lengths also needed to remain sufficiently
short (at around 10 km). A difference there, however, was
that additional quantum error detection (entanglement purifi-
cation) was included such that high-fidelity entangled states
were still obtainable. In our scheme, active methods for quan-
tum error correction or detection were not considered.

Like in all twin-field-type QKD approaches based on
single-photon interference or, more generally, interference
of phase-sensitive single-mode states, as opposed to those
schemes relying on two-photon interference, a means for ro-
bust phase stabilization must be included. In our scheme, this
could be achieved by sending a coherent-state reference pulse
along the fiber channels together with the signal pulses.
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APPENDIX A: ERROR MODELS

Here we briefly describe all error models employed for
our analysis. A lossy channel with transmittance n can be
described as a beam splitter acting on the optical mode of
interest a and an environmental mode b corresponding to the
mode operator transformation

()= (%

where @' is the relevant output mode operator of interest and
we trace out the environmental mode expressed by mode
operator 5. For fiber transmission, 7 is given by exp(—LF—m),
where L is the fiber’s length and L, is the attenuation length
of 22 km in a typical optical fiber.

(AD)

)

The dephasing of the memories is described by the follow-
ing dephasing channel,

Edephasing @ T,p)

o (e

(A2)

where p is a single-qubit density matrix, Z is the Pauli
qubit phase-flip operator, ¢ is the time for which the memory
dephases, and T is the memory coherence time. The imper-
fections of the Bell measurement on the quantum memories
are modeled by the following depolarizing channel,

1
gdepol(pdepola p)=0- pdepol)p + Pdepol 5 - (A3)

2

The POVM element corresponding to a click of the on-off
detector is given by

E =1 — D(0)[0)(0], (A4)

where D(0) denotes the probability that the detector does not
click on a vacuum state. This means the dark count probability
is given by 1 — D(0). Fortunately, we will not require an
explicit expression for the conditional density operator that
incorporates dark counts, because we trace out the measured
mode (see Appendix E).

APPENDIX B: APPROXIMATION OF E[max(Xi, ..., X,)]

In order to distribute entanglement over the whole dis-
tance of the repeater, entanglement needs to be generated
in all n segments. When generating entanglement in the n
segments independently, the total waiting time is given by
max(Xj, ..., X,), where the geometrically distributed random
variables X; describe the number of entanglement generation
attempts until success in segment j and where p is the proba-
bility of success in a single attempt. Therefore, the raw rate
scales inversely with [E[max(Xj, ..., X,)]. This expectation
value will also appear when we will discuss the dephasing in a
parallel scheme using Jensen’s inequality. For the case p « 1
and deterministic entanglement swapping, it is possible to
obtain a simple approximation of E[max(Xj, ..., X, )] where
X is geometrically distributed:

_ () =D
E[maX(Xl, ey Xn)] = ]Z:; (])m (Bl)
n _1)/+1
()5 @

j=1
This approximation is based on the exact expression of
Ref. [44] for arbitrary p. We then expanded (1 — p)/ with the
binomial theorem and neglected quadratic and higher orders
of p. We can furthermore prove by induction

>

J=1

n

1)+
”.)ﬁzziz:mm,
J

il =

(B3)

where H (n) are also known as harmonic numbers. We approx-
imate the harmonic numbers by using only the first terms of
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their asymptotic expansion,

H(n)~ y +In(n) + L , (B4)
2n

where y = 0.57721 ... is the Euler-Mascheroni constant. In
the end, we obtain the simple approximation

1 1
E[max(Xy, ..., X,)] ~ —(y + In(n) + —) . (BS)
p 2n

Note that this approximation scales with In(n), while the
widely used approximation (%)logz(")l scales with nlog2(13),
However, note that the latter depends on the assumption of
both small p and small swapping probabilities, so it is inap-

plicable here for deterministic swapping [53].

APPENDIX C: EFFECT OF MEMORY
DEPHASING FOR n =2

For the case of two quantum repeater segments, the defi-
nition of M, = M in Eq. (F3) simplifies to |X; — X|, where
X; and X, are independent geometrically distributed random
variables. Therefore, we have for the corresponding distribu-
tion

oo oo
PM=0)=) PXi=X,=k) =) p¢¢ V= = P
k=1 k=1 -P
and for j > 0,
= rq’
PM=j)=Y 222k D+i = PL
( 7 Z P q py

k=1

where the factor 2 comes from the fact that the two cases X; >
X, and X, > X; are possible.
This allows us to calculate for M := |X; — X5|

T P 2 _
E[eXp<_MT>]_2—p[1—lep(—%) 1]’
(C1

and by summing only up to a constant instead of infinity
and considering a renormalization, one can easily obtain the
expectation value for protocols which abort after the memory
has dephased for a given time (cutoff). The additional com-
plexity of this protocol lies solely in the raw rate, which is
already known in the literature [52-54]. Note that we also
have to consider an additional nonrandom dephasing time, be-
cause each memory already dephased during the time between
sending the optical mode and obtaining the information on
whether the optical measurement was successful. Therefore,
each memory dephases for a time unit of % If we perform
the measurements on the two outer memories immediately, we
only accumulate a constant dephasing time of 2(n — l)f—c =
2TL(I — %). If we perform the measurements of the outer
memories at the end of the entanglement distribution [like in
Eq. (F2)], we accumulate a constant dephasing time of 2L—L

APPENDIX D: PAULI CHANNELS AND
ENTANGLEMENT SWAPPING

We call a single-qubit channel N'(-) a Pauli channel if and
only if N'(p) = 3, piP.pP], where p; are probabilities and

P; are Pauli operators (1, X, Y, Z). Since all of these Pauli
operators either commute or anticommute, Pauli channels
commute. The composition of two Pauli channels is again a
Pauli channel, because the product of two Pauli operators is
again a Pauli operator up to a phase which becomes irrelevant
for the case of a Pauli channel since P; and PI.T are both
applied such that these phases cancel. Since one can switch
between all four two-qubit Bell states by applying one of the
four single-qubit Pauli operators, it can be seen that every
Bell-diagonal state is equivalent to a Pauli channel acting on
a perfect Bell state. Let us now show that Pauli channels com-
mute with the entanglement swapping operation on perfect
Bell states.

Without loss of generality, we assume that the Bell mea-
surement on two memory qubits for entanglement swapping
yields |®7) as the measurement outcome, while the other
three cases work analogously. It is also sufficient to con-
sider only two two-qubit pairs initially prepared in the Bell
states |®1), and |®*)34 and each being partially subject to
an arbitrary Bell-diagonal channel, A, and N for qubits 2
and 3:

(@ |53 N2(1DT) 12(DT ) @ N'3(|PF)34(DPF )| D)3

4
= (O s Y pipPial @) 1a (@I,
i,j=1

® P3| ®T)34(®F P3| T) 03
4

= Y PiPPiiPia(®@ 03] @)1 (@7
i,j=1

® |®T)34(®T | DT )23 P] Pl

4

1 / T

=5 D PP PPl @ s @ IPL P,
i,j=1

4
= % > pit PPy | @) 14(@F P P
ij=1

= i/\/l NPT 1a(DFD). (DD
Here we used the fact that P, 1P 5|®")1 = |®1), holds for
all Pauli operators P; and we also employed that (qubit) Pauli
operators are Hermitian and unitary and therefore self-inverse.

We can then apply this result for all entanglement swap-
ping operations successively. Note that this argument relies
on the assumption of Pauli channels and Bell-diagonal states,
but initially when including detector dark counts the memory
states are no longer Bell diagonal and already dephasing be-
fore we apply a operation which erases the Bell nondiagonal
elements [56, Sec. 3.2.1]. However, this erasing is done by
applying random correlated two-qubit Pauli operations and
hence commutes with the decoherence channel. As a conse-
quence, we can first apply the erasing channel and therefore
we have Bell-diagonal states (which are equivalent to a Pauli
channel on a perfect Bell state), allowing us to use the result
above. There is no additional temporal overhead due to the
communication time needed for generating the correlations.
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For example, a memory could generate two correlated random
variables and send one of them to the other memory belonging
to this segment. The necessary communication time is given
by ﬁ, which is the same time as between sending the opti-
cal mode and obtaining the information whether the optical
measurement succeeded or failed. Alternatively, the middle
station could also generate the correlated random variables
and send them to the memories if the optical measurement was
successful. Therefore, only the amount of sent information by
the middle station increases and thus there are no temporal
issues. In the end, we have to consider a concatenation of n
dephasing channels, each with a random decoherence time
which is equivalent to a single dephasing channel where the
dephasing time is given by the sum of all the individual
dephasing times, e.g., t +¢’ (assuming the same coherence
time for both memories) for A, and N] in Eq. (D1) for ¢
as defined in Eq. (A2). Similarly, we can simplify the con-
catenation of the n — 1 depolarizing channels with parameter
Ddepol» describing the probability of no depolarization, into a
depolarizing channel with 1 — pgepol =(1- pdepol)"‘l. The
concatenation of the Pauli channel corresponding to dark
counts and measurements cannot be simplified as much as for
the depolarizing or dephasing channel. For the concatenation
of a general single-qubit Pauli channel,

N(p) = p1p + p2ZpZ + psX pX + paY pY , (D2)
we obtain the following recursive set of equations,
(n+1) (n)
P(1n+1) P1 P2 D3 P4 P(1n)
P> _|p2 Pt ps p3|]|P2
n+D) | — (n) |’ (D3)
)22 ps ps P P2 py
n+1 p+ p3 P2 P1
pi +1) pin)
where p(lo) =1 and p(20) = p(30) = pio) = 0. Therefore, we
have
(1)
P o P P2 pyopa\ (1
P(z) _|p2 v pa p3] |0 (D4)
Y P3 Pa p1 D2 0
) Ps P3 P2 D 0
Py

The transition matrix is real and symmetric and can thus be
diagonalized, such that it is easy to calculate the power of the
matrix.

APPENDIX E: CALCULATION OF THE QUANTUM
REPEATER STATES WITH ON-OFF DETECTORS

Our simplest protocol (n = 1) starts by creating hybrid
entanglement at the two cavities [see Fig. 1(b)]; i.e., we first
have the state

Tt e ae ) + L, L e, ae)
+ 1, t e ae™ ) + |1, L, e ae?)). (Bl

After applying the lossy channels of transmittance /7 (cor-
responding to the distance between Alice/Bob and the middle
station) and the 50:50 beam splitter at the middle station, we

obtain the following state:

L1 2mee ™0, 1 = a1 = e )
b2 mae?, 0,1 = a1 = e
+ 114, ma cosf, —i\/ﬁa sin 6,

V1= Ve 1= e
+ .1, \/2%0: cos b, ima sin @,

\/1 — ﬁaeig, \/1 - ﬁae_ig)).

(E2)

Here, the last two entries in each ket vector represent the
loss modes that initially start in a vacuum state. In order to
calculate the partial trace we will use the following calculation
trick. Suppose we are given a state of the form ), cxlk); ®
[Wi)2 (k)1 form an orthonormal basis, while |W;), may be
arbitrary pure states) and we want to calculate the reduced
density matrix of system 1:

Try (Z etk (]l ® |wk>z<wj|>

k,j

=Y e Tra(lk) (I ® [Wi)a (1)
k,j

= chcjlkh(ﬂ Z(llzm’k)z(‘l’ﬂl)z
k,j 1

= > ik Gl (510212 W)
k,j 1

= chcjlk)l(ﬂ(‘pﬂ‘l’k)z-

k.j

(E3)

Similarly, one can show for the conditional state of subsystem
1 with measurement operators A acting on subsystem 2:

Tr, (Z cxclk) 1l ®Az|wk>z<wj|A§)

k.j

=Y el (WA A W), . (E4)

k.j

Note that ATA is a POVM element and the POVM of an
on-off detector including dark counts [see E of Eq. (A4)] is
known in the literature [57] and therefore we do not need to
explicitly calculate a corresponding measurement operator A.
Moreover, there is no need to explicitly compute the effect of
dark counts on the conditional states. This allows us to express
all coefficients of the two memories’ final density operator in
terms of scalar products between coherent states.

If we measure the photon number (without dark counts)
on the second optical mode after the beam splitter at
the middle station and trace out all other modes, we ob-
tain the following density operator for Alice’s and Bob’s
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qubits:

LR DU+ 1 D £ |1 - e
x \/1—ﬁae*”>|2<|¢,¢><¢,¢|+|¢,¢><¢,¢|>), (ES)

where  [(\/T — /nae”|,/T— /nae ®)|* evaluates to
exp [—4(1—«/ﬁ)oz2 sin?6].  When considering  only
on-off detectors, the off-diagonal terms change and
one additionally needs to take into account a factor

£ (—i/2y/MasinO|(1—10)(0])]i/2/na sin6)

o2/Ma? sin? 0 _
—e~2V*sin’ 0 Therefore, we obtain in total e~ 2(2—vMe’sin’0
as the factor of the off-diagonal terms. This state is a mixture
of two Bell states and, for the cases n > 1, if we perform
(ideal) Bell measurements on all # segments, it is easy to see
(due to the Pauli channel argument) that the exponent of the
off-diagonal terms in the remaining state (after applying Pauli
operations depending on the Bell measurement outcomes) is
simply multiplied by n. For Bell-diagonal states with only two
nonzero coefficients, it is trivial to check that the distillable
entanglement with only one-way classical communication
coincides with the asymptotic secret-key fraction of BB84.

When considering also dark counts for the on-off detectors,
we obtain the following (unnormalized) state:

o , which simplifies to

. 1 (4 (1 41 .1
It. 1) a c* di d;
N4 ¢ a d> d
It ) d d; b I
. 1) d di f b

with a = (0|E|0) = 1 — D(0), where E is the click operator
considering dark counts [57] and D(0) is the probability that
the detector does not click when a vacuum state is used as the
input. Further, we have

b= (+i,/2/nasin0|E| £i,/2./nasin6)

=1- 672\/@12 sin? GD(O) , (E6)

¢ = (/1 = e 11 = e

X (\/ﬁaeﬂy R/ﬁaeig)a

2 0y 402 «in2 9o <
— eZa [exp(2i0)—1] e 4o~ sin” 0+i2a” sin 20 , (E7)

a=a

d=d =dy = (/1 — Jnae /1 — /nae)

X {(y/2/na cos B,/2/nae)(0|E|iy/2./na sin0)

902 «in2 O Lio? i
= qe 2 sin” @+ia” sin 20 , (E8)

f= |<Mae’i9|maeﬂe>|z
x (ima sinf|E| —ima sin 6)

— 2SN 02— [~ _ ()] (E9)

Note that without dark counts,a = c =d = 0,and D(0) = 1,
we recover the effective 2x2 matrix of the loss-only case. A
distinction between d; and d, has to be made when we con-
sider entanglement swapping strategies which do not double
the distance.

Note that the phases of these parameters now also have a
a? sin 20 dependency, while there was no such dependency in
the ideal case without dark counts. If we transform the state
into a Bell-diagonal state, we have the parameter ¢ which
gives use information about the relative distribution of |¢*)
and this parameter varies periodically with 6. Therefore, it
can be useful to apply local transformations for permuting
the four Bell-state coefficients [58] in order to obtain a higher
secret-key fraction using BB84. When considering a swapping
scheme where entanglement swapping is performed between
two segments of equal size, one obtains the following set of re-
cursive equations describing the unnormalized two-qubit state
(assuming 2/ elementary segments and |®*) as measurement
outcome, while above we considered the case of j = 0 and
omitted the subscript):

aji1 = a; + b5+ 2Re(d;)

bjs1 =2[a;b; +Re(d})],

cjp1 =2d7 + f7 + P,

diyi =dj(aj +b;+c))+d;f;,

fien = 201d; > + fRe(e))]. (E10)

Note that for n = 1 the BB84 secret-key fraction is not re-
duced due to discarding the off-diagonal terms in the Bell
basis. For n = 2, the effect of discarding them is negligibly
small. Also note that the approach here that leads to these
recursive equations does not yield the same rates as using
the protocol version based on the results of Ref. [59] without
correlated Pauli operations (see Appendix F 2), because we do
not average over all possible Bell measurement outcomes. The
calculation of the reduced state considering phase mismatch is
completely analogous.

APPENDIX F: ERRORS BEYOND LOSS,
HOMODYNE DETECTION

1. Memory dephasing

Let us consider n repeater segments (n > 1; otherwise,
no memory is needed). We can then assign independent ran-
dom variables X; (j € {1, ..., n}) to every segment counting
for each the number of attempts until the entanglement is
distributed due to a successful measurement outcome of the
detector(s) for that segment. These random variables follow
a geometric distribution P(X = k) = pg"~! with g =1 — p,
where p is the probability for a successful measurement out-
come. We can then introduce a new random variable M, which
is a function of the random variables X;, describing the to-
tally accumulated memory time for which the quantum states
dephase. Note that the specific form of the random variable
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M differs for different entanglement generation and swapping
protocols. In Sec. III B, we only considered a scheme where
entanglement distributions in the n segments are done in par-
allel. In terms of the raw rate, it is clear that such a scheme
achieves better rates than any sequential approach. However,
when we also consider finite memory times it is no longer
obvious whether the parallel scheme still performs better in
terms of secret-key rate, because it is possible during the
parallel distributions that multiple segments dephase simulta-
neously, resulting in a longer accumulated memory dephasing
time. In contrast, in an appropriate sequential scheme where
always only one pair is distributed and swapping is imme-
diately performed as soon as two pairs are present next to
each other, at most a single memory pair is subject to a longer
dephasing at any time.

In the special case of n = 2, it is impossible that multiple
memory pairs dephase simultaneously and therefore in terms
of secret-key rate the parallel scheme (M = 2|X; — X;|) out-
performs the sequential one (M = 2X;). The factor two here
takes into account the situation when there are two memo-
ries dephasing in each segment. It is intuitive that for n = 2
the parallel scheme outperforms the sequential one for two
reasons. First, in the parallel scheme we only need to wait
max(Xi, X») time steps instead of X; + X, in order to dis-
tribute entanglement in both segments. Second, the memories
also dephase to a lesser extent in the parallel scheme, because
in both schemes at most one memory pair has to wait, but
in the parallel scheme it is also possible that both segments
succeed simultaneously. In general, for n segments, the raw
rate in a sequential scheme is given by 2, while in a parallel
scheme it is given by # where H(n) is the nth harmonic
number (assuming p < 1; see Appendix B). Let us emphasize
that this raw rate approximation holds for any memory-based
quantum repeater that distributes entanglement in parallel and
operates without nested quantum error detection or correc-
tion. However, for n > 2, it is easy to calculate the average
dephasing for the sequential scheme exactly while it is more
complicated for the parallel one. In order to calculate it for
a parallel scheme, we assume that entanglement swapping
is performed when entanglement was distributed in all seg-
ments in order to simplify the analysis (see Appendix I).
We found that the sequential scheme always gives better
secret-key rates than our simple parallel scheme (except for
n = 2). This comparison is based on both exact and lower
bounded dephasing factors for the sequential scheme together
with lower bounds on the secret-key fraction for the parallel
scheme. Supported by this, whenever memory dephasing is
included, we shall consider the parallel scheme for the n = 2
case and the sequential scheme otherwise (n > 2). Thus, our
focus on the sequential scheme for n > 2 has two benefits:
The secret-key rates can be calculated exactly and they turn
out to be better thanks to the reduced total average dephas-
ing. The inferior raw rates, £ versus Iﬁ for the parallel
scheme, appear to have a smaller impact on the secret-key
rates (for up to n = 16, the difference is a factor smaller
than 5).

The resulting random state of a single protocol run
with on-off detectors is then given by the density

matrix:

1 202
z|:1 +e—2n(2—ﬁ)a sin Hexp ( _M%)]lq)+)(q>+|

1 -2
+ 5I:l _ e—2n(2—\/ﬁ)azsm QCXp < _M%>i||q>—><q)—| ,
(F1)

where 7 is the duration of a single entanglement generation
attempt in one segment and 7 is the coherence time of the
memory. Note that this state corresponds to the final state
shared between Alice and Bob over the total channel distance
(while for the case of Alice and Bob immediately measuring
their qubits it is an effective rather than a physically occurring
state).

The density operator in Eq. (F1) describes the state af-
ter a single run, but we are interested in the averaged
state. This means we have to calculate the expectation value
E[exp(—M 7)]. We calculate this expectation value for the
case n = 2 for the parallel scheme in Appendix C. In a se-
quential scheme, the expectation value E[exp (—M 7)] can be
calculated easily for arbitrary n, because M is simply a sum
of (independent and identically distributed) geometric random
variables, whereas for a parallel scheme it is generally not
known how to calculate the expectation value for arbitrary n.
In Appendix I, we will discuss a lower bound on the secret-key
rate based on Jensen’s inequality when using a parallel scheme
with arbitrary n.

Since we are here only interested in the secret-key rate,
we do not need to consider distributing physical entanglement
over the whole distance. This means we can perform the
measurement on Alice’s and Bob’s memories in the beginning
with no need to wait until the entanglement is distributed over
the whole repeater. For the parallel scheme, this has only a
little effect by improving

Mpar =2 [max(Xy, ..., X,) — X;]

(F2)
j=1
to
n—1
Mo =2 [max(Xy, ... X,) — X;]
j=2
+ 2max(Xi, ..., X)) — X1 — X, . (F3)

For Eq. (F3), in the segments next to Alice and Bob there is
only one memory dephasing instead of two like for Eq. (F2).
In the case of the sequential scheme, we can improve

Meq=2)_X; (F4)
j=2

to

Mg =) X;, (F5)
j=2

since in the sequential scheme there is always a single segment
dephasing where for Eq. (F5) we removed the dephasing in
one of the two memories. Therefore, we effectively double the
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FIG. 7. Secret-key rates for a two-segment repeater (n = 2, par-
allel scheme) without phase mismatch and assuming the parameters
as listed in the main text. The straight lines (from bottom to top)
denote the PLOB bound, ,/7iowr, and /miora- The rates are for differ-
ent coherence times 7 of (1, 10, 100, 1000, co) seconds (from left
to right). The areas between PLOB and /71 and between /Miowl
and /Mo are highlighted in color. The purple dashed line denotes
the loss-only case of standard twin-field QKD with perfect detector
efficiencies and assuming a coherent-state amplitude optimized for
the regime of large loss [20].

memory coherence time for arbitrary n, whereas in the parallel
scheme the improvement reduces with increasing segment
number n.

Due to the finite memory time, it is useful to consider a
cutoff parameter which defines a maximal decoherence time
before a state is discarded. For the case of only two segments,
we have calculated the expectation value of the dephasing
fractions with cutoff. In this paper, the main focus is on
repeaters with n = 2, 3, 4 repeater segments whose ultimate
secret-key rates per channel use scale as /Mol \/Ntotal> and
Y Miowal, TESPECTively.

2. Dark counts and phase mismatch

With the inclusion of detector dark counts, we need to
use the full 4x4 density matrix (in the computational basis)
instead of an (effective) 2x2 matrix (in the case without
dark counts all matrix elements except a 2x2 submatrix were
zero) in order to describe the two-qubit state. Calculating
the state before the entanglement swapping is straightforward
but lengthy (see Appendix E) and the state after multiple
entanglement swappings can be described by a set of recur-
sive relations (see also Appendix E). In order to simplify the
analysis, we apply classically correlated Pauli operations to
both parts of the imperfect Bell states, such that we erase the
off-diagonal terms in the Bell basis [56, Sec. 3.2.1]. We do not
need to let the memories dephase additionally for obtaining
the classical correlations as required for the correlated Pauli
operations, because an entanglement generation attempt takes
T = 22—2 in order to send the optical mode to the detector in
the middle of the segment (length L) and to learn the mea-
surement outcome. If one party sends the bits for establishing
classical correlations at the same time as it sends the mode
to the detector, then we do not get an additional temporal
overhead. As a consequence, this allows us to describe all

l " L(km)
0 200 400 600 800

FIG. 8. Secret-key rates assuming the same parameters as in
Fig. 7 except for pge = 1 instead of pge = 0.15.

errors as Pauli channels which act onto perfect Bell states.
Therefore, we can conduct our analysis as if we perform
the entanglement swapping on perfect Bell states and apply
all the errors afterward (see Appendix D). Also notice that
it is possible to obtain the advantage of a simplified anal-
ysis without the need for correlated Pauli operations [59].
In this case, one performs entanglement swapping as usual;
i.e., one applies Pauli corrections depending on the measured
Bell state, but after the Pauli correction one discards the in-
formation about the measurement outcome. Because of this
averaging, the teleportation reduces to a Pauli channel. There-
fore, we can also interpret our protocol as applying n — 1
teleportation steps (each represented by a Pauli channel) onto
a non-Bell-diagonal state. Since a channel is linear, we can
split the non-Bell-diagonal state into a Bell-diagonal part and
a part containing the off-diagonal elements. When applying
the Pauli channel to these two parts, we see that the first part
is exactly the state we considered in the previous protocol.
In the second part, the Bell states are simply permuted by
Pauli operations, such that the state after applying the Pauli
channels again only contains off-diagonal elements. However,
these off-diagonal elements do not matter for the BB84 secret-
key rate. Note that these simplifications (applying correlated
Pauli operations or discarding the measurement outcome) are
at the expense of a worse secret-key rate in comparison to the
case without correlated Pauli operations, where we still keep
track of the measurement outcome and do not average.

We compared the secret-key fraction of the simplification
and the exact case (for n = 2) using the parameters as mostly
chosen in Sec. IV. For this comparison, we considered loss
and dark counts with parameters as in Sec. IV. We found that
the relative error increases exponentially with the distance of
the total repeater. However, only for distances that are just
a bit shorter than the distance where the secret-key fraction
drops to zero the relative error becomes relevant, up to the
point when the relative error diverges near the point where the
secret-key fraction drops to zero. Therefore, we conclude that
it is safe to use this simplification when not considering the
neighborhood of the point where the secret-key fraction drops
to zero.

In order to allow for phase-mismatch errors, which occur,
e.g., due to small differences in the laser frequencies and
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length fluctuations of the optical path, we model this error
by assuming that one party employs a coherent state with
amplitude o for generating the hybrid entangled states while
the other party uses a coherent state with amplitude oe’®,
where ¢ is a random variable with, for simplicity, a uniform
distribution on the interval (—%, %). We also have to bear
in mind that this random-phase difference has an influence
on the raw rate [depending on « sinf] and especially for a
small dispersive phase rotation 6 the rate can vary up to a few
percent. However, the relevant distribution for the secret-key
fraction is the probability distribution of ¢ after conditioning
onto a detector click. Therefore, the relevant distribution is
not uniform anymore but larger values of |¢| have a larger
probability (up to the point where the probability drops to
zero). Nevertheless, the difference between the actual and uni-
form distributions is small. We calculated the Bell-diagonal
coefficients and their expectation values with respect to ¢.
However, even for the uniform distribution, it is only possible
to calculate the expectation value by numerical integration and
therefore one could easily consider a more realistic model for
the distribution of the phase difference ¢.

According to Fig. 9, the phase mismatch can be almost ne-
glected when A < 0.16 (this even holds for 6 = %). However,
for larger A, the secret-key rate drops to zero very fast. For
A =6 =0.01, it is even impossible to obtain a secret key
using the above parameters. Therefore, we cannot choose 6
arbitrarily small since this increases too much the required
precision of the phase matching.

3. Homodyne measurement

In the main part of the paper, we only consider a scenario
where Charlie (besides the less practical case of PNRDs) em-
ploys an on-off detector. This is similar to previous twin-field
QKD schemes. However, it is straightforward to treat homo-
dyne measurements for the two modes instead. Homodyne
measurements have the benefit of near-unit efficiencies. When
reconsidering Eq. (4), one can see that the state shares some
similarities to that of the HQR in Eq. (2). If we can discrimi-
nate the peak at 0 from those at =+/2a sin @ in the first mode
with a p measurement (imaginary part of v/2a cos versus
that of /2 exp(+if) for, recall, @ € R™), then we learn only
that Alice and Bob have different bits but not their values.
However, in order to not learn their values by measuring the
second mode (to disentangle it from the remaining system),
we need to measure the x quadrature in the second mode
(real part of +iv/2asinf). It is also possible to exchange
the two modes by which one obtains the same secret-key
fraction after a suitable postselection of states. The actual
calculation is similar to that with on-off detectors and can be
found in Appendix H. Using homodyne measurements, it is
not obvious how to define a successful detector event. We will
consider an event to be successful if the measurement result of
the quadrature p; lies within the interval (—A,, A ), and the
measurement result of x, must also occur within the interval
(=Ay, Ay). Choosing A, and A, is a compromise between a
high raw rate and a high state quality. For a given « and 6, we
can reduce the Z-error rate by decreasing A ,. One might think
that the parameter A, is not relevant and can therefore be set
to co. However, this is not true since it also has an influence on
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FIG. 9. Secret-key fraction for the two-segment quantum re-
peater (n = 2, parallel scheme) using the parameters discussed in
Sec. IV. We choose different memory coherence times for the three
different plots and in each plot we consider a phase mismatch A of
(0,107, 1073,5 x 1073, 7.5 x 10~%) (from top to bottom). (a) Ideal
memories, (b) T = 10IE(M)t, and (¢) T = E(M)z.

the X-error rate, making it even impossible to share a secret
key in the no-loss case of ,/7 =1 for too large A,. This
problem can be solved by simply choosing a sufficiently small
A, but even then a nonzero secret-key rate cannot be obtained
for even moderate losses like /7 = 0.7 (about 8 km for the
physical segment length assuming perfect detectors).

042614-17



FRANK SCHMIDT AND PETER VAN LOOCK

PHYSICAL REVIEW A 102, 042614 (2020)

BLo (1=B)Lo (1=B)Lo BLo
— — —— ——
O (X O

FIG. 10. Asymmetric variation of our proposed scheme for
n = 2. The beam splitter is placed nearer to the memory station
B > %) such that the overall repetition rate can be increased. Note
that for n > 2 there is no gain with this variation. Because of this
asymmetry, Alice (as well as Bob) and the central memory station
have to choose different amplitudes of the coherent states, and we
denote the amplitude arriving at the beam splitter by aps.

APPENDIX G: CALCULATION OF THE QUANTUM
REPEATER STATES WITH ASYMMETRIC
LINK LENGTHS

In this Appendix, we discuss the obtainable secret-key
rates per second in an asymmetric setting (for n = 2) where
the beam splitters are placed closer to the central memory
station and farther away from Alice and Bob. This way, com-
pared with the fully symmetric scheme, repetition rates can be
increased (thanks to shorter classical communication times) at
the expense of a worse scaling with distance. Similar to the
case with symmetric link lengths as discussed in Appendix E,
we can calculate the resulting two-qubit state in the asym-
metric setting as illustrated in Fig. 10. When we consider the
loss-only case, we obtain

a=c=d=0,
b =1 — exp(—2apgsin’0),

f = [exp(—2a3 sin® @) — 1] exp(—2a sin @)

X exp ( — O‘és exp (Lﬂt) { exp ( - ioﬂ)(l — 720
at att

+ exp [ - LO(IL—;’B)}G — 0y 21 — cos(ze)]D.

(GD)

Here, f describes the asymmetry of the scheme as follows.
The distance from Alice and Bob to the beam splitter is given
by BLy and the distance between the memory and the beam
splitter is therefore given by (1 — §)Ly. Since Alice and Bob
have different distances to the beam splitter compared with
the memory, both parties need to use different amplitudes in
the light-spin entangled states. We choose their amplitudes in
such a way that the amplitude at the beam splitter is given in
both cases by aps.

Notice that in this general case f is no longer a real number
and it is even possible that Re(f) = 0. Therefore, the secret-
key fraction may become zero in this simple error model. As
can be seen in Fig. 11, for a fixed total distance, the secret-key
rate oscillates with respect to 8 including an envelope. The
oscillations originate from the fact that Im(f) # 0 is possi-
ble. The envelope takes the following form: For 8 < Bmax
it increases with Buax > % while it drops when B > Bmax-
This comes from the gain in repetition rate while not losing
too much from the worse scaling per channel use. By further
increasing B, the envelope now decreases due to the worse
scaling. In the region of 8 ~ 1, the secret-key rate per sec-
ond rapidly increases again, because the repetition rate grows
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FIG. 11. Secret-key rate per second in the loss-only case of our
asymmetric parallel scheme (n = 2) for a total distance of 400 km
in dependence of the asymmetry parameter §. The constant line is
given by the secret-key rate of the symmetric scheme (8 = %). We
assume that the repetition rate is limited to 10 MHz because of local
operation times. In this case, we can comfortably beat the symmetric
scheme for strong asymmetry (8 — 1); however, this almost resem-
bles the twin-field QKD configuration where GHz repetition rates
can be used in principle. Also note that for a maximal repetition rate
of 1 MHz the completely asymmetric scheme no longer outperforms
the symmetric one.

quickly up to the point where it is limited by the possible
repetition rate of the light source. Because of the oscillations,
it is necessary to optimize § for any given total distance.
When considering increasing distances, fS.x moves nearer to
% and the advantage compared to the symmetric case of § = %
becomes less pronounced. For total distances of 200 km, we
can increase the secret-key rate by 4.6%, while for a total

distance of 400 km we only gain 1.1%.

APPENDIX H: CALCULATION OF THE QUANTUM
REPEATER STATES WITH HOMODYNE MEASUREMENTS

Let us first start with the no-loss case and again consider
the state
Ut e ae ™) 1, L. ae” ae?)
+ 1t e ae ™)+ 1, L ae ™ ae)). (HD)

After applying the beam splitter and the measurements of
p1 = p and X; = x, we have the conditional two-qubit state
(after tracing out the optical modes)

LU MNP = plv2ae™) (& = x/0)
+ 1. (P = plv2ae”) (% = x]0)
+ [, P = plv/2a cos 0) (% = x|iv/2a sin 6)
+ |1, )P = plv2a cos0) (& = x| — iv/2asin ). (H2)

As the next step, we calculate position- and momentum-space
wave functions of a coherent state with amplitude xy + ipg. In
order to express these wave functions in terms of vacuum-state
wave functions of the harmonic oscillator, we will make use
of the displacement operator (/i = % in our notation) and the
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Baker-Campbell-Hausdorff formula:
(& = xlxo + ipo)
% = x[exp[(xo + ipo)(X — ip) — (xo — ipo)(X + ip)]|0)

& = x| exp[2i(pok — x0p)]|0)
X = x| exp(2ipok) exp(—2ixop) exp(—ipoxo)|0)

= x — x0|0) exp [2ip0< N %)]

= \“/gexp [—(x —x0)*] exp [Zipo (x - %)] )

—

o~~~

D

(H3)
Similarly, one can show
R . 42 2
(p = plxo +ipo) = p exp[—(p — po)°]
X exp [—Zixo(p— %)] (H4)

We postselect onto states where p € (—A,, A,) and x €
(—A,, Ay). Further, we label the density matrix elements
in the same way as in the case with on-off detectors (see
Appendix E) and we obtain the following results (all elements
must be divided by the matrix trace, 2(a + b), for normal-
ization; for brevity we also omitted some extra factors which
cancel anyway then through normalization),

1
a= E[erf(\/EA,, —2asin6) + erf(v2A, 4 2a sin0)],

(H5)
b =erf(v2A,), (H6)
c= exp(2a2[—1 + exp(2i9)])erf(«/§Ap), (H7)
, Relerf(v/2A, +2ia sin §)]
f:exp(—4oz2 sin® ) erf(x/iAp) erf(\/EAx) .
(H3)

When including loss, we can make use of Eq. (E3), and after
simplifications one can see that the expressions for a, b, c, f
almost stay the same. We only have to replace o« — a\/ﬁ
within the erf functions and otherwise nothing changes where
/7 is the transmission parameter corresponding to one physi-
cal segment (half a repeater segment). For example, forn = 1,
we have o — /M. Using the expressions a, b, ¢, f we
can then calculate the BB84 secret-key fraction as before (we
did not explicitly calculate d; and d,, because we only need
their values when considering #» > 1 and also not discarding
the off-diagonal terms in the Bell basis).

APPENDIX I: DIFFERENT DISTRIBUTION
AND SWAPPING STRATEGIES

Let us discuss the effects of memory dephasing for the
sequential and a parallel entanglement distribution schemes.
First of all, we have to point out that the choice of M, is not
optimal for more than two segments, because it assumes that
the entanglement swapping operations are performed at the
end, only after the entanglement distributions in all segments
have succeeded. To illustrate this point, let us consider the
example that first two adjacent segments succeeded and we

have to wait one more time step until all the other segments
succeeded so that we can perform all swapping operations.
This means the value of M would be 4, because two segments
(with two memories each) waited for one time step. Instead,
we could also consider the case that we first perform the
swapping operation on the two segments immediately after
their successful creations and after the extra single time step
we perform the remaining swapping operations. As a conse-
quence, the value of M is only 2, because only two memories
waited for one time step. This means it is beneficial to swap
as soon as possible in order to keep the number of dephasing
memories low.?

Unfortunately, it is currently not even known how to calcu-
late the probability distribution of M = M, for n > 2 in the
simple case where we wait for the success of all segments
before performing the swapping operations. If we want to
consider more than two segments in a parallel distribution
scheme, however, we can use the bound E[exp(—M %)] >
exp[—IE(M)7] which can be obtained by applying Jensen’s
inequality. As the expectation value operation is linear, we can
easily calculate I£(M) since the exact E[max(Xj, ..., X,)] is
already known in the literature [44], and we obtain [for the
case when Alice and Bob do not store their halves, so for M
from Eq. (F3)]:

“ AL |
E(Mp) =201 — 1)[2 (;’)% - E}’ an

j=1

also using the well-known result for a geometrically dis-
tributed variable, IE(X;) = %, Vj=1...n. We can use the
inequality in order to obtain a lower bound on the secret-key
fraction. However, one needs to bear in mind that this is
only a lower bound that becomes very loose in the regime
of bad memories. For the simple case of n = 2, we calcu-
lated exp[—IE(M)7%] and E[exp(—M 7)] (see Appendix C)
and compared their corresponding secret-key fractions (as-
suming p = 1074, /M K 1). For the case of T = 10E(M)r,
we found that the exact calculation yields a 1% higher secret-
key rate. When considering T = E(M)t, the error increased
to 86% and when looking at memories with T = 0.1E(M)t
the approximation underestimated the secret-key fraction by
six orders of magnitude, although the exact secret-key fraction
of 2 x 1073 was not ridiculously low. Numerical simulations
show that the bound becomes tighter for an increasing number
of repeater segments. Unfortunately, realistic coherence times
are often too small for obtaining a good bound by applying
Jensen’s inequality.

Let us now discuss the difference between a sequential and
a parallel scheme with respect to the secret-key fraction. In
order to be sure that improvements in the state quality arise
from the changed strategy and not only from using the exact

$However, note that if we assumed probabilistic entanglement
swapping instead of a deterministic one, swapping as soon as possi-
ble would yield a nonoptimal raw rate, because one does not want to
perform many entanglement swapping operations between entangled
pairs of long and short distances since if the operation fails all
involved segments have to start from scratch.

042614-19



FRANK SCHMIDT AND PETER VAN LOOCK

PHYSICAL REVIEW A 102, 042614 (2020)

SKR

1076
10-10

10-14 1 L km)
0

200 400 600 800 1000 1200 1400

FIG. 12. Secret-key rate for a repeater with n =2 (red), 3
(green), and 4 (blue) (from left to right in terms of dropping secret-
key rate) segments using a sequential protocol (o =23.9 in all
cases). The solid lines show the ideal loss-only case (puer = 1),
while the dashed lines correspond to the case where we additionally
consider a finite memory coherence time of 10 s. The dotted lines
use the exact expression for the expectation value of the dephasing.
The benchmarks (from bottom to top) PLOB, /%ot> &/Tots /Miot> and
YMior can also be seen. The regions between two of those benchmarks
are highlighted in color.

expression instead of a lower bound, we will now also com-
pare the two strategies using for both the lower bound based
on Jensen’s inequality (for the sequential scheme, in addition,
we use the exact rates). For simplicity, let us consider the
case where Alice and Bob perform the measurements on their
qubits at the end after the entanglement was distributed over
the whole distance and define the random variable Mg, :=
235 X; (in the other case, the sequential scheme also has a
larger improvement than the parallel one). We then have

n—1
E[Mgeq] = 2 P (12)

E[Mpy] ~ an , 13)
where Mp,, is taken from Eq. (F2) and we used the approxima-
tion for the parallel scheme derived in Appendix B, assuming
p < 1. For n = 2, the protocols are the same and it can easily
be checked that the sequential protocol is better for n > 3.
Better here means that less memory time is needed leading to
a better secret-key fraction. Which protocol is the best in terms
of the secret-key rate also depends on the memory coherence
time 7T . If we have perfect memories (T = 00), we do not gain
any advantage due to the sequential protocol, but we have the
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FIG. 13. Secret-key rate for a repeater with n =2 (red), 3
(green), and 4 (blue) (from left to right in terms of dropping secret-
key rate) segments using a parallel protocol (¢ = 23.9 in all cases).
The solid lines show the ideal loss-only case (pg4er = 1), while the
dashed lines correspond to the case where we additionally consider
a finite memory coherence time of 10 s using Jensen’s inequality.
The benchmarks (from bottom to top) PLOB, /7ot> &/7ots &/Tot> and
YMior can also be seen. The regions between two of those benchmarks
are highlighted in color.

disadvantage of a lower raw rate (£ versus %n)), resulting in
a lower overall secret-key rate. Note that for n = 2 when we
use the exact dephasing expressions for both the parallel and
the sequential schemes, the parallel one even has a smaller
dephasing than the sequential one, as already pointed out in
Appendix F.

The obtainable secret-key rate using Jensen’s inequality for
the sequential and parallel protocols with a memory coherence
time of 10 s can be seen in Figs. 12 and 13. It can be seen
that for n = 2 the parallel scheme is superior, because both
schemes have the same amount of dephasing but the parallel
scheme has a better raw rate. However, for n = 3 the rates of
both schemes are quite similar and for n = 4 the sequential
scheme outperforms the parallel one as one might anticipate
due to the better dephasing. Clearly, when using the exact
expression for the dephasing in the sequential scheme, we ob-
tain significantly better rates than for the parallel scheme with
rates calculated from the lower bound. However, for n > 2,
the rates of the sequential scheme based on the lower bound
are still at least as good or even better (n > 3) than those for
the parallel scheme. This is our motivation for employing the
sequential scheme throughout whenever we consider n > 2
(besides the benefit that this allows us to compute the exact
rates also for larger schemes, n > 2).
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Extending Quantum Links: Modules for Fiber- and

Memory-Based Quantum Repeaters

Peter van Loock,* Wolfgang Alt, Christoph Becher, Oliver Benson, Holger Boche,
Christian Deppe, Jiirgen Eschner, Sven Hofling, Dieter Meschede,* Peter Michler,

Frank Schmidt, and Harald Weinfurter

Elementary building blocks for quantum repeaters based on fiber channels
and memory stations are analyzed. Implementations are considered for three
different physical platforms, for which suitable components are available:
quantum dots, trapped atoms and ions, and color centers in diamond. The
performances of basic quantum repeater links for these platforms are
evaluated and compared, both for present-day, state-of-the-art experimental
parameters as well as for parameters that can in principle be reached in the
future. The ultimate goal is to experimentally explore regimes at intermediate
distances—up to a few 100 km—in which the repeater-assisted secret key
transmission rates exceed the maximal rate achievable via direct
transmission. Two different protocols are considered, one of which is better
adapted to the higher source clock rate and lower memory coherence time of
the quantum dot platform, while the other circumvents the need of writing

1. Introduction

Quantum key distribution (QKD) and re-
lated schemes are offering a paradigm
change in establishing secure communi-
cation: algorithmic security is replaced by
physically secure generation of encryption
keys.l!l The symmetric keys created by QKD
can be used to securely transmit messages
between two stations (Alice and Bob) via
public channels. Security is warranted by
physically detecting any eavesdropping at-
tack. To generate a key, the iconic BB84
protocoll?l employs nonorthogonal quan-
tum states of photons carrying qubit in-
formation, while other schemes make use

photonic quantum states into the memories in a heralded, nondestructive
fashion. The elementary building blocks and protocols can be connected in a
modular form to construct a quantum repeater system that is potentially

scalable to large distances.

of measuring entangled photon pairs, such
as the Ekert protocol.l’] More generally, es-
tablishing entanglement of distant quan-
tum objects provides a critical resource
for efficient distribution of quantum infor-
mation, both at short and long distances;
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applications beyond quantum cryptography, such as dis-
tributed quantum information processing and future quantum
networks,!*! will also depend on this resource.

Networks based on individual point-to-point links (PPLs) over
50-80 km length have been realized at the metropolitan area
level, and even a long distance connecting Beijing and Shanghai
(~2.000 km) has been bridged via 32 intermediate stations.]
So far, however, such networks rely on independent quantum
PPLs chained together by “trusted nodes,” connecting the links
Dby classical operations (“receive and resend”) and thus providing
full access to the transmitted bits at each node. Truly long-range
quantum links have been realized via satellite channels,[®! yet up
to now also the satellites serve as trusted nodes in such schemes.
Moreover, since these links require large-scale send-and-receive
facilities, it is likely that they need to be combined with “local-
area” ground-based quantum networks (of a smaller, intermedi-
ate range) as obtainable from the elementary fiber-based schemes
presented and discussed here.

At present the main obstacle in establishing large-scale quan-
tum networks are inherent losses of the transmission channels.
The current record for terrestrial, fiber-based point-to-point QKD
lies in the range of about 400 km.”#] As a consequence,®) secret
key rates (SKRs) obtained via direct transmission (without inter-
mediate stations) through an optical quantum channel of length
L are effectively limited by the channel transmission efficiency
n = exp(—L/L,,) for large L where L, is the attenuation length
of the channel.l' More precisely, this limit corresponds to a se-
cret key capacity of 1.44 5 (per channel use and per mode, in units
of secret bits!'!)).['2] In particular, optical fiber systems feature a
loss rate of about 0.2 dB km™! (corresponding to L,,, = 22 km),
limiting useful distances to a few hundred km (Figure 1).

There are interesting methods to overcome this limitation
without the use of quantum memories by sending fairly sim-
ple quantum states (in the form of single photons or optical
coherent states) to a detector station placed in the middle of
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Figure 1. QKD rate in dB (normalized to the protocol’s clock rate) as
a function of distance in km. Point-to-point protocols scale as ~ 5 =
exp(—%), limited by the “repeaterless” bound.[?! For telecom fibers:
att
Ly = 22 km. An ideal “single” quantum repeater with only one middle
stationl"3] scales as ~ \/ﬁ = exp(—#). “Multiple” repeaters may further
att
reduce the effective loss and extend the transmission distance. The exact
“repeaterless” bound (secret key capacity) is —log, (1—#) &~ 1.44# in units
of secret bits,[?] where the approximation only holds for sufficiently small

7 (large distances).

the channel.['*1°] Especially the “twin-field QKD” concept!*] is
appealing, as it needs!'®! neither multiple parallel channel trans-
missions nor nondestructive measurements with feedforward
and multiplexing,'*l but instead only transmission of phase-
sensitive single-mode quantum states and their interference at
the middle station. Experimental proof-of-principle demonstra-
tions of the twin-field concept were reported very recently.!'’-1]
Both approaches!'* 1! reduce the effective channel length by a fac-
tor of two, corresponding to an enhanced transmission efficiency
of /n = exp[—(L/2)/L,;]. However, neither of them has been
shown to be scalable to larger distances by further improving the
effective transmission. In principle, there are other, all-optical
approaches for long-distance, even scalable quantum communi-
cation with no need for storing qubits in matter-based memories,
but such schemes depend on the engineering of complex multi-
photon (entangled) quantum states and a sufficiently close spac-
ing of stations along the channel (every 1-5 km) in order to exploit
the sophisticated concept of quantum error correction codes.?!

Therefore, it is currently assumed that the most feasible and
promising route toward long-distance quantum communica-
tion, while entirely avoiding trusted node configurations, is
based upon the use of quantum repeaters (QRs)!?!l that include
intermediate stations (typically every 10-100 km) equipped
with quantum memories realized by atomic or solid-state
qubits. Here, we consider elementary fiber- and memory-based
schemes, which we refer to as quantum repeater cells (QR cells).
By storing quantum states for sufficiently long, these schemes
allow to enter the rate regimel'’! between # and /5 and may
serve as modular building blocks for bridging larger distances.
Thus, ultimately, true quantum networks based on quantum
repeaters should not only eliminate the need to trust the stations
along the channels of the network but also achieve a QKD rate
scaling with distance at least as efficient as a trusted relay or

© 2020 The Authors. Published by Wiley-VCH GmbH
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Figure 2. Generic QR link for increasing the communication distance. Ini-
tially, for each segment AA’ and B’B, quantum memories (full circles) are
entangled with each other (double red line) over a distance L/2. Via a Bell-
state measurement (black box) on the two memories in the central re-
peater node, the entanglement is swapped to the outer memories A and
B separated by distance L. Thus, a new, longer segment is created that is
usable for further extensions of the quantum link by repeated concatena-
tion of this procedure including some form of quantum error detection or
correction.

entangled B
segment

an entanglement distribution rate scaling more efficient than a
quantum relay where each node only measures optical quantum
states without storing them. Compared with quantum PPLs
chained together by trusted nodes and other forms of quantum
relays, genuine repeater-based quantum networks would thus
represent a leap both conceptually and quantitatively.

The first QR concepts were proposed already 20 years ago
to overcome the distance limitation by distributing, enhancing,
and connecting short-range entanglement through local quan-
tum operations and classical communication. In the simplest
case, quantum correlations from two entangled point-to-point
segments AA’ and B’'B are connected via a collective Bell-state
measurement (BM) at the central “repeater” node A’B’, resulting
in so-called entanglement swapping to nodes A and B (Figure 2).
These larger segments can then be concatenated further in the
same way, while a simple multiplication of the channel transmis-
sion efficiencies per segment and a propagation and accumula-
tion of errors can be prevented by storing quantum information
in quantum memories and applying entanglement purification
on many entangled pairs in each segment/?!l or incorporating
quantum error correction codes into the memory qubits.?°! Over-
coming the distance and rate limitations in a scalable fashion,
QRs offer highly attractive functionality for future long-range
quantum networks.[2?]

Experimentally, QRs have remained an enormous challenge
up to now.l2%23] A QR constitutes a system based on several differ-
ent hardware components. Although all necessary components
have been demonstrated to some extent individually, combining
these into a fully operational (and hence scalable) repeater sys-
tem is demanding and first experimental demonstrations in this
direction are now only beginning to be reported.[>*]

One of the most critical hardware components are the quan-
tum memories required to effectively synchronize the arrival of
quantum information for further processing at the individual
nodes. Depending on the range and the application of the re-
peater system, the required memory coherence times vary. For
example, in order to establish entanglement over 1000 km via a
standard QRI[?!] atleast millisecond storage times are needed only
to be able to cover the waiting time for a classical signal sent over
the total distance. In a fully nested quantum repeater with proba-

[21]
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bilistic entanglement purification and swapping steps including
two-way classical communication, even longer storage times will
be required.!” Deterministic entanglement swapping and quan-
tum error correction of local gate and memory errors may reduce
these requirements,?°/ but most memory systems are still not
sufficiently long-lived or fault-tolerant.2°!

Here we analyze small-scale, functional QR systems that may
serve as elementary building blocks for experimental QR realiza-
tions on a larger scale. Implementations are considered for three
different physical platforms, for which suitable components are
available: quantum dots, trapped atoms and ions, and color cen-
ters in diamond. The aim of these elementary schemes is to ex-
perimentally approach a regime at intermediate distances (up to
several 100 km) in which the qubit transmission and secret key
rates exceed the limits of direct transmission. Based on a simple
model we compare the properties of the different platforms cap-
turing the influence of source and memory efficiencies on the
repeater performance for each system.

In order to assess and compare the specific capabilities of each
platform, we primarily consider the most dominating and dis-
tinct effects in a typical elementary QR, namely, transmission loss
in the fiber channel and memory dephasing at the repeater sta-
tions. In addition, we do include source and detector efficiencies,
but we omit, for example, detector dark counts. These have a sig-
nificant impact on secret key rates for larger distances.[?’] The
overall performance of the source includes an experimentally de-
termined efficiency and a clock (repetition) rate whose influence
on the repeater rates depends on the repeater protocol.

The memory quality is given by an experimentally determined
coherence time, but the impact of memory dephasing errors on
the entanglement fidelity and thus the secret key fraction can be
controlled by a freely chosen, so-called memory cutoff time.*®]
This means a quantum state is never kept in the memory for
longer than a maximal storage time in order to optimize the se-
cret key rates or almost entirely suppress dephasing errors. In
our model, for comparison with the dimensionless “repeaterless”
bound (secret key capacity), the finally considered secret key rates
per channel use and per mode are also dimensionless and not
expressed in Hz. Thus, clock rates given in Hz only have an indi-
rect effect on the QR performance via the accumulated dephasing
times and the corresponding variations of the required cutoff. We
consider two different protocols, one of which is better adapted to
the higher source clock rate and lower memory coherence time
of the quantum dot platform. The other protocol, however, cir-
cumvents the need of writing the transmitted optical quantum
states into the memories in a heralded, nondestructive fashion.
It will become apparent that for both protocols, in principle, the
elementary building blocks can be connected in a modular fash-
ion to construct a QR system that is potentially scalable to larger
distances. Let us now first introduce a minimal set of experimen-
tal parameters that can be used to quantitatively assess the per-
formance of a memory-based QR system.

2. Minimal Set of Experimental Parameters
Characterizing QR Performance

We assess the performance of a single QR cell (as it will be de-
fined in Section 3) or, similarly, a two-segment QR in a simplified
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model applicable to all three physical platforms. For this pur-
pose, we choose three experimental parameters that are primarily
related to the sources’, the detectors’, and the memories’ efficien-
cies: the zero-length channel or link coupling efficiency, Py, the
source/memory clock time 74, (time span between two trig-
ger/excitation events or memory write-in and reset time),??) and
the memory coherence time 7.,. The link coupling efficiency
Py incorporates the photon creation efficiency, fiber channel in-
and outcoupling efficiencies, and, depending on the protocol, a
detector efficiency or a memory write-in efficiency; the fiber chan-
nel transmission efficiency # will be treated separately from Py, ;.
We consider sources generating true single-photon states as ob-
tainable from initial entangled spin—photon resources. A single
photonic qubit that is launched into the fiber channel is encoded
into two field modes (typically corresponding to polarization or
time-bin encoding). Such single-photon-based two-mode qubits
can be easily “rotated” into any qubit state and measured in any
qubit basis; for two qubits simple partial Bell-state measurements
are available. These single-photon qubit states are also most ro-
bust against path length fluctuations along the optical channels
and compatible with the stationary matter qubits (as opposed
to weak coherent states or other phase-sensitive single-mode
states, although also for this case repeater protocols exist!?*!). The
memory coherence time 7, is defined via the time-dependent
probability for a random phase flip to occur on a memory qubit,
%(1 — exp(———)), see Section S2 (Supporting Information). In

Tcoh

addition, we include a memory cutoff time, i.e., a maximally
allowed storage time until any quantum memory is reset and
reinitialized. For a summary of the relevant experimental param-
eters and our notation used throughout the paper, see Section S1
(Supporting Information).

Let us briefly discuss the influence of the finite link coupling
and channel transmission efficiencies in an idealized general
QR, without errors and for an arbitrary number of stations/
segments, on the QR performance, corresponding to a raw rate
in the QKD context. We can then compare this with a quantum
PPL, i.e., a scheme without the use of quantum memories solely
based on direct transmission of quantum states. A single QR seg-
ment can be thought of as a quantum PPL over distance L/n when
the total channel of length L is divided into n segments. The raw
rate in Hz, i.e., the number of (quantum) bits (secret bits in QKD
without errors) per time and per mode, for one segment is then
given by

Ry (L/1)

Ryink(L/n) = NT.
0

1)

where Ry, is the overall (dimensionless) link efficiency,*"
T, is the time duration between two channel uses (i.e., time
consumed per use), and N is the number of modes in case that
several modes are sent in parallel through the optical channel.
In general, R, (L/n) may exceed unity, but it must necessarily
remain smaller than one either for not too short segment lengths
(i.e., channel segments with more than 3 dB transmission loss
for each!'?]) in a single-mode link or for an optical encoding
based on discrete qubit states, as it applies to our two-mode-
qubit-based schemes. This is why we refer to Ry, (L/n) as an
efficiency and we may decompose it into the two contributions
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coming from the link coupling and channel transmission
efficiencies

Ry (L/n) = Plinknl/n (2)

where, more specifically the second factor describes
the channel transmission in a single repeater segment
n'/* = exp[—(L/n)/L,,] (i.e., n is the probability that a single-
photon two-mode qubit remains intact after its parallel trans-
mission over two independent amplitude damping channels of
length L, while \/ﬁ represents the amplitude damping parameter
of a Gaussian single-mode loss channel of length L).

If we connect the segments without the use of quantum
memories like in a relay, effectively multiplying the efficien-
cies of the individual segments, we obtain at best (R, (L/n))" =
(P (™" = (Py)"n. Since this scales with distance like a
PPL over the whole channel, we may just remove the interme-
diate stations to obtain Ry (L) = Py 1 =: Rppy (L). This link ef-
ficiency for the total two-mode PPL, up to a factor of 1.44 and
for small P, 7, can also be identified as a “realistic repeater-
less” bound for a single-mode channel of length L including a
finite link coupling efficiency for the quantum PPL between Al-
ice and Bob with finite source, fiber coupling, and detector effi-
ciencies at Alice’s and Bob’s stations. For the raw rate in Hz (per
mode) obtainable over the whole channel, we can now also write
Ropp(L) = Rppr (L)/NT, = (Pyut)/NT,. In this case, if Alice di-
rectly sends a qubit to Bob over the entire distance, she will use
N = 2 modes for a two-mode-encoded photonic qubit and she
may also send many qubits sequentially at a high source clock
rate (ty,q)”" ~ GHz such that the final rate R, is ultimately
limited only by 5 since T, = 7. (also assuming sufficiently fast
detectors at Bob’s station).

Once quantum memories are employed at the intermediate
stations, in principle, a raw rate in Hz (per mode) for the to-
tal distance scaling as R g ~ (Pji 7'/ /NT, can be approached
(at fixed n), which corresponds to an expression similar to that
for the rate in a single QR segment. The quantity Py, is once
again the link coupling efficiency related with a single repeater
segment and recall that we do not consider additional success
probabilities from entanglement purification and swapping in
the present discussion on an idealized QR. However, P, should
now also contain any inefficiencies related to the light-matter in-
terface or the memory write-in for one segment. Even more im-
portant, compared with a memoryless quantum PPL bridging the
total distance, the time unit for one channel use T, (as only for
a PPL uniquely defined and coinciding with the source/detector
clock time) will be significantly larger than a source clock time
Tock- FOr the memory-based QR, depending on the specific pro-
tocol, T, must include the local memory write-in and reset times
(~ MHz1) and the necessary waiting times for classical signals
announcing successful quantum state transmissions. Thus, al-
though typically one also has N = 2 modes for the optical qubits,
beating even the realistic “repeaterless” bound expressed in Hz
requires a sufficiently long distance such that the superior scaling
of n'/" dominates over the inferior “clock rate” of the memory-
based repeater. So it is important to recognize that even the
ideal memory-based QR, compared to a quantum PPL with fast
sources and detectors, starts with a “repeater disadvantage,” and
only for sufficiently large distances can this be converted into a
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“repeater advantage.” If errors are included, no longer all trans-
mitted (Quantum) bits (when employed for QKD) can be turned
into secret bits. Related with this, for large distances, the QR rates
drop further due to the need of probabilistic quantum error de-
tection (such as entanglement purification) on higher repeater
levels (alternatively, as said before, quantum error correction may
be employed for all local gate and memory errors).

Note that all-optical quantum repeaters (at least those that
work entirely without feedforward operations at the intermedi-
ate stations) can, in principle, operate at the same clock rate as
a direct-transmission PPL. However, not only do we need rather
complicated encoded states for this approach but also typically
(though not necessarily) many optical modes N > 2 are required
to transmit a logical qubit. Therefore, also in this case, sufficiently
many segments have to be concatenated to benefit from the bet-
ter effective transmission per segment, (Ry;,,)' (L/n), compared to
the long-distance PPL that works with N = 2. Such a better effec-
tive transmission due to quantum error correction at every station
requires sufficiently short segment lengths, as opposed to the
schemes we consider here. For short segment lengths, as already
mentioned above, non-qubit-based schemes would in principle
even allow for a “link efficiency” greater than one corresponding
to the transmission of more than a single qubit (secret bit) per
channel use.3!l A unique exception is the twin-field QKD con-
cept, for which we also have a high clock rate, only limited by
lasers and detectors, and even just a single mode N = 1 for the
optical transmission. However, this approach is not known to be
scalable beyond 4/5.1%]

To conclude, beating the (realistic) dimensionless “repeater-
less” bound by means of a multimode memory-based quantum
repeater with an effective overall transmission efficiency Ry, i.e.,
effectively exceeding the overall efficiency of a multimode direct-
transmission PPL

Ror(L) > 1.44 N Py 1 = 1.44 N Rpp (L) 2(N/2) Rppy (L) (3)

is the minimal requirement even for a small-scale quantum re-
peater module to eventually be able to obtain better rates R in
Hz for large-distance quantum communication with many mod-
ules than what is obtainable via a long-distance PPL. Here, N is
the number of modes and Rpp; (L) = Py, #, as introduced ear-
lier, refers to a two-mode direct-transmission PPL that covers the
total channel and employs no quantum memories at all. Thus,
here the link coupling efficiency contains only source (with fiber
incoupling) and detector (with fiber outcoupling) efficiencies,
Pk = Poource Naer- The factor 1/2 in the lowest bound above has
been included to stress that Rpp, (L) represents a two-mode link
efficiency. The bound in the middle is the (realisticl**)) multi-
mode “repeaterless” bound for large L. In other words, overcom-
ing the dimensionless bounds with a small, elementary repeater
is the first necessary condition to be met for an experimental
demonstration of in-principle scalable quantum repeater func-
tionality. In our schemes, the QR stations are connected by opti-
cal two-mode channels, hence N= 2. In this case, overcoming the
direct-transmission efficiency bound expressed by a two-mode
PPL corresponds to Ry (L) > Rppy (L) = Py 7 In our quantitative
comparison later (Figures 5 and 7), we will consider as a figure of
merit the SKR in a memory-based QR scheme per channel use
and per mode. Up to the secret key fraction factor that includes
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the effect of the dephasing errors for a chosen QKD protocol (see
Section S2, Supporting Information), SKR then corresponds to
Rqgr(L)/2. The relevant benchmarks will be the ideal “repeater-
less” bound (single-mode secret key capacity), —log,(1 — #), and
SKR for a “realistic” but error-free PPL (per channel use and per
mode), Rpp; (L)/2 = Py /2. Yet ultimately, a comparison must
rely on rates in Hz, per time and per mode: Ry versus Rpp;.

To sum up, for a given channel transmission efficiency (with
L, = 22 km), we consider three fundamental parameters:

1) The link efficiency Ry, which is composed of the link cou-
pling efficiency Py, ;. (now also including memory efficiencies)
and the channel transmission efficiency per segment »'/",

2) The memory coherence time 7, which can influence both
the repeater raw rates and the secret key fraction in the QKD
context, and

3) The clock time 7,4, which, depending on the protocol,

can have a significant impact even on the dimensionless

repeater rates, namely, indirectly in the presence of memory
dephasing.

In the following, we will discuss in detail several variants of
small-scale proof-of-principle repeater protocols which can be
classified into basically two distinct classes: node sends photons
(“NSP”) and node receives photons (“NRP”). For each protocol
we will then specify the particular form of the above three fun-
damental parameters, especially decomposing the link efficiency
into further experimental parameters depending on the protocol.
Eventually, we will be able to insert particular values for each of
the three hardware platforms in order to compare their possible
present and future repeater performances.

3. QR Cell: A Generic Experimental System
Showing QR Functionality

Before introducing the basic concept of a QR cell in detail, and
applying it to two different protocols and three different physi-
cal platforms, let us start by summarizing the overall concept for
establishing a QR within our framework:

® A quantum channel is realized by an optical fiber.

® Intermediate stations along the channel include sources of sin-
gle/entangled photons or spin—photon entanglement, beam
splitters, detectors, possibly wavelength converters.

o The “repeaterless” bound limits the (secret key) rates in point-
to-point communication (direct transmission without inter-
mediate stations).

® The QR segments create entanglement of two spatially sep-
arated quantum memories connected by a direct quantum
channel.

® The QR cells consist of two half QR segments with a central
QR node containing quantum memories.

As described in the Introduction, the focus here is on fiber
channels with a fixed channel attenuation. In our model, the
quantitative effect of wavelength converters can be absorbed into
Py via a wavelength conversion efficiency (see Section S6, Sup-
porting Information). While Figure 2 shows how entangled QR
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Figure 3. Entanglement creation within a QR segment (with QR nodes
sending photons like in the “NSP” protocol below). At the end nodes spin—
photon entanglement (full-open pair of circles) is generated. An optical
Bell-state measurement on photons arriving at the central photonic node
produces entanglement of the end nodes. This configuration does not yet
exploit the storage capabilities of the quantum memories, since the pho-
tons need to arrive simultaneously at the middle station.

segments, once they are available, can be connected by entangle-
ment swapping to increase the distance of a QR, Figure 3 illus-
trates how a single QR segment itself, defined as an entangled
pair of quantum memories located at neighboring repeater sta-
tions, may be established via an optical BM on two photons (two
qubits) emitted by the two quantum memories placed each at the
end points.[3]

3.1. Protocol 1: Node Sends Photons
3.1.1. Model, Parameters, Modularity, and Rate Analysis

One of the simplest, most generic protocols promising to show
the functionality of a memory-based QR system was put forward
by Luong et al.33] This protocol, which we refer to as NSP pro-
tocol, is based on an arrangement that we will call a QR cell.
Generally, this is an elementary structure that contains the min-
imal set of components required to show the functionality of a
memory-based QR scheme, thus allowing to analyze schemes
that can, in principle, overcome the “repeaterless” bound. An
additional important property of a QR cell is that concatena-
tion of QR cells renders the system (if, ideally, only affected by
channel loss), in principle, scalable (Figure 4). This extra fea-
ture is needed, as we know that the “repeaterless” bound can
be overcome in a restricted (not fully scalable) sense via a mid-
dle station not equipped with quantum memories.!'*!>] The NSP
protocol relies on only a few generic parameters, whose impact
on the QR performance can be clearly identified. It thus allows
to compare different hardware platforms, including a qualita-
tive and quantitative assessment of their relative strengths and
weaknesses.

For a functioning QR cell (Figure 4b), the central node,
equipped with a pair of quantum memories, is crucial. It allows to
asynchronously establish effective entanglement in the two half
segments, although an entangled state will never be physically
shared between the end points of a QR cell. Instead, one would
measure the optical signals emitted from the central node at the
end points of the cell to establish correlations and obtain a secret
key. The specific feature of the NSP protocol for the QR cell is
that at the central QR node quantum states with spin—photon en-
tanglement are locally created and then the photons are coupled
into the communication channels, i.e., the node sends photons
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toward the detectors placed on the left and right ends of the cell
(Figure 4b). The concatenation of several QR cells then involves
two-photon interferences to perform optical two-qubit BMs at the
photonic nodes (Figure 4a).

Note that similar elementary QR schemes with a single QR
node emitting and sending photons were considered in refs.
[36,37] (considering a range of experimental parameters similar
to ref. [35], however, including additional memory cutoffs, being
adapted to the specific hardware platform of NV centers, and, in
ref. [37] incorporating the twin-field QKD concept!’®! based on
single-photon interference).

Let us discuss the underlying model for a QR cell with the
NSP protocol in more detail. A single QR cell (Figure 4b) of
total length L is composed of a central memory station placed in
the middle between two receiving stations each equipped with
photon detectors. The conceptually simplest scenario is when
the two quantum memories each emit a single photon in two
polarization modes entangled with the memory internal state.
One photon is sent to the left receiver and the other photon to
the right receiver (Figure 4b). The probability for each photon to
arrive at its intended detector after travelling over a channel dis-
tance L/2is exp[—(L/2)/L,,] = \/ﬁ Without the use of quantum
memories both detectors must click simultaneously for the trans-

mission to succeed, which happens with a probability \/ﬁz ==
exp(—L/L,,) corresponding to the direct-transmission efficiency
over a distance L. Thus, a single photon could be equivalently
sent directly from left to right without the central station. How-
ever, by employing quantum memories, once the middle station
is informed about the detection of one photon left or right, the
respective memory is kept and for the other light-memory pair
further attempts are made to eventually have a second photon
arriving at its detector and being detected. A final BM on the two
quantum memories, effectively swapping the entanglement of
the two spin—photon pairs onto the two successfully distributed
photons, establishes correlations between the two detectors such
that a secret key can be shared provided that noncommuting
observables were measured at the photon detectors (like in a
BB84 protocol). Thanks to the memories, in principle, the trans-
mission probability for the total distance L then scales as 4/,
corresponding to an effective transmission over only half the
distance L/2.

The most extreme scenario in a QR cell would be to attempt
distributing effective entanglement by sequentially (rather than
simultaneously) sending photons entangled with memory qubits
to the left and to the right (e.g., first to the left), and start sending
those photons entangled with a second spin (e.g., the right one)
only when the arrival of a photon belonging to the first spin (e.g.,
arriving at the left detector) was confirmed and the first spin qubit
(e.g., the left quantum memory) was determined to be held for
storage. Such an approach can be experimentally useful, because
the central node may no longer require two distinct memory sys-
tems (with the typical example of a single NV center whose nu-
clear spin with coherence times of the order of seconds allows for
efficient storage and whose electron spin with coherence times
of the order of milliseconds can be employed as an interface to
the optical communication channel;**3’] another example would
be an ion-based quantum memory composed of two ion species
where one is adapted for storage and the other for light-matter
interfacing!®®).
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Figure 4. a) Full QR link with two QR segments (NSP) like in Figure 3. b) QR cell (NSP) with two half QR segments and a central node for storage as a
minimal element for exploiting memory capability. The pair of quantum memories at the central node enables a valid Bell-state measurement also when

the left and right half segments become entangled at different times.

The effective transmission probability Ry is related to the
inverse average number of attempts it takes for successfully
transmitting the photons to both ends. However, besides this av-
erage number, the ultimate secret key (or qubit) rate of a repeater
scheme expressed in secret bits (or qubits) per second, R, also
depends on the actual duration per attempt (recall the discussion
in Section 2). Moreover, the longer a single attempt takes, the
smaller the number of attempts becomes that can be executed
well within a given quantum memory’s coherence time. In the
NSP protocol, the duration per attempt is distance-dependent,
because any new attempt can only be initiated when the classical
signal from the detector has been received. Thus, the total dura-
tion of a single attempt is dominated by this waiting time that
includes quantum and classical signal transmissions, T, = 5 for

the QR cell (Figure 4b) and T, = = for the two-segment setup
in Figure 4a assuming the same total distance L in either case.
Hence, the influence of an increased experimental clock rate
(Tgoa) ! for preparing spin—photon entanglement and emitting a
photon is less significant for the NSP protocol. More precisely, the

average dephasing is determined by the factor exp(—

) includ-
ing the memory- and protocol-dependent quantity rcoh /T, that
counts how many distribution attempts fit into the given memory
coherence time window (see Section S2, Supporting Informa-

tion) In the NSP protocol, for the QR cell, we have T, = 5

~ L with the relatively large distances that we are 1nterested in.
For the QR cell in the NSP protocol (Figure 4b), we have the
link coupling efficiency Py, = Pyuree Maer Where P includes
all efficiencies related to a source emitting photons entangled
with a spin memory and coupling them in (and eventually out
of) the fiber channel, i.e,, it is the probability to get a photon
into and out of a single-mode fiber channel per trigger/excitation
event, and 7, is the detector efficiency (regarding the effect of
wavelength converters, see Section S6, Supporting Information).
Constructing two QR segments like in Figure 4a with the NSP
protocol corresponds to Py = 1/2(Pyurce)’ (Maer)?> Decause one
segment is successfully bridged only when both sources atits end
points create photons that are both detected at the photonic node
in the middle (the factor 1/2 takes into account the efficiency of a
standard partial, beam-splitter-based two-photon two-qubit BM).
However, the time duration per attempt for one segment of the
two-segment scheme (Figure 4a) is half as big as that for the QR
cell (Figure 4b) at any given total distance L, as mentioned above.

Telock
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Table 1. Currently available experimental parameters for the three QR plat-
forms: color centers (NV, SiV), quantum dots, ions (calcium, ytterbium),
and atoms (rubidium).

Platform Piink [92] (Tatock) ™" [MHZ] Teoh [M3]
NV centers” 5 50 (0.5) 10
SiV centers” 5 30 (5) 1
Quantum dots” 10 1000 (32) 0.003
lons” (Ca/Yb) 25 0.47 (0.007) 20
Atoms®” (rubidium) 50 5 (0.005) 100
% Refs. [36,37];  Refs. [39,40];  Refs. [41-43]; ¥ Refs. [44-46]; © Refs. [47,48].

Table 2. Potentially available future experimental parameters for the three
QR platforms: color centers (NV, SiV), quantum dots, ions (calcium, ytter-
bium), and atoms (rubidium).

Platform Pk [96] (atot) ™" IMHZ] Teoh [MS]
NV centers” 50 250 (5) 10 000
SiV centers” 50 500 (50) 100
Quantum dots” 60 1000 (323) 0.3
lons” (Ca/Yb) 50 0(1 300
Atoms (rubidium) 70 0(1) 1000

?) Refs. [36,37]; ” Refs. [24,39];  Refs. [43,49]; © Ref. [50,51); ' Refs. [47,48].

In addition to the three experimentally determined parame-
ters P Taocer and 7, we include a memory cutoff parameter
imposing the rule that quantum states will never be stored for a
longer time than given by the cutoff.’?®! In other words, the QR
protocol is aborted and started from scratch as soon as a quantum
memory’s storage time has exceeded the imposed storage limit.
The memory cutoff can be freely chosen. Our analysis is based
on the experimental parameters for the three platforms as given
in the tables next.

Table 1 refers to the state of the art presenting the currently
available, realistic values for each platform. Table 2 shows poten-
tial future parameter values, i.e., an idealization compared to the
state of the art. Nonetheless, the latter are physically reasonable
and not fundamentally unobtainable.

For (7.4) ! we list two types of values for all platforms, as will
be explained later when we discuss the NRP protocol, because
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(Taoak) ™" is not important here for the NSP protocol. Since
(Taoak) ! is of the order of MHz or higher for most platforms,
the clock times ~1 ps or shorter are negligible compared with
% 2 50 ps for distances L > 10 km. The only exceptions are ions
and atoms with the longest clock times around 200 ps. For dis-
tances L > 100 km this also goes below = > 500 ps. Moreover, for
smaller distances, the elementary time unit T,, even including
the experimental clock times, is small compared with the values
of t, assumed for ions and atoms. Overall, (74,,)~" plays no
significant role in the NSP protocol.

The future parameters of NV centers are obtained by extrapo-
lating the values of refs. [36,37], especially for the link coupling
efficiency (and for the clock times as needed later), and assum-
ing a ¥C nuclear spin for the memory. Similar assumptions are
made for the SiV centers based on refs. [24,39,40]. Compared to
NV centers, the SiV platform has the advantage of not only allow-
ing for efficient quantum storage via the nuclear spins but also
providing a potentially more efficient photon-spin interface (with
higher cooperativities available); though a drawback of SiV is the
need for very low temperatures®?! (below 500 mK).>3] Further
details regarding the experimentally assumed parameters can be
found in Section S6 (Supporting Information).

For the quantum dot platform, based on experimentally
achieved quantum dot photon-collection efficiencies of 60%[*?]
connected with a near Gaussian beam profile which is preferen-
tial for large fiber incoupling efficiencies, we estimate the link
coupling efficiency Py, to 10% (Table 1). Anticipating improve-
ments in photon-collection efficiencies up to 90% together with
improved fiber-coupling efficiencies, we assume that a possible
future value of Py is 60% (Table 2). Regarding the clock times,
we estimate spin-preparation times in a quantum dot to be in
the few 100 ps regime, and together with reported radiative re-
combination times also in the range of a few 100 ps,!*}] we expect
achievable clock rates of 1000 MHz for a quantum-dot-based
nonclassical light source (we refer to Section 3.2 for a further
discussion on the impact of experimental clock rates). Additional
remarks concerning these experimental parameters can be
found in Section S6 (Supporting Information).

We assumed fairly good experimental parameters for the ru-
bidium atom and calcium ion platforms. The presently available
values for Py and 7, refer to current experiments with rubid-
ium atoms in a cavity.[*”*8] More specifically, atomic eigenstates
can be chosen for the qubit encoding such that the effect of exter-
nal magnetic fields is significantly reduced. This way coherence
times above 100 ms have been measured.*’]

The performance of a QR may be quantified in a meaningful
way by the secret key rate that can be obtained for a given length
L of the quantum channel connecting the two parties Alice and
Bob. The advantage of using the secret key rate as a figure of
merit is that it incorporates both the efficiency and the quality
(or fidelity) of the quantum state transmission at the same time.
A high efficiency, i.e., a high (effective) transmission probability
or raw rate leads to an increasing secret key rate, whereas a low
fidelity, i.e., a high error rate, results in a decreasing secret key
rate (typically incorporated via a secret key fraction). In our rate
analysis, we shall consider, on the one hand, secret key rates in an
entanglement-based BB84-type scheme, for which optimal mem-
ory cutoffs exist, since a cutoff chosen too small will reduce the
raw rate and a cutoff chosen too large will lead to a stronger ac-

Adv. Quantum Technol. 2020, 3, 1900141

1900141 (8 of 15)

www.advquantumtech.com

cumulation of dephasing errors reducing the secret key fraction.
In other words, the infidelities from the finite coherence times of
the memories, eventually becoming manifest as an infidelity of
the effective entangled state shared between Alice and Bob after
the BM on the memory qubits, are mapped onto a reduced secret
key fraction for a BB84 QKD scheme (see Section S2, Supporting
Information).

On the other hand, in an alternative picture independent of
QKD, we shall only consider the raw rate (without inclusion of
dephasing errors) by choosing the cutoff sufficiently small in
order to almost entirely suppress dephasing errors and keep the
final fidelities of the (effective) entangled state above a certain
value such as 0.95. This means the maximally allowed storage
time is chosen well below the memory’s coherence time for
the loaded memory at the central station waiting for the second
transmission to succeed. More details can be found in Section S3
(Supporting Information).

It should be stressed that our simplified model does not
entirely capture intrinsic effects arising from specific memory
errors (beyond pure dephasing) and other error sources for a
given hardware platform, such as an imperfect initial spin—
photon state prior to its storage-time-dependent dephasing and
imperfections of the final two-spin two-qubit BMs, but also
detector dark counts. All these additional error sources lead to ef-
fective entangled states that are random mixtures of four instead
of just two Bell states (see Section S2, Supporting Information)
resulting in secret key rates eventually dropping to zero beyond
certain distances. An advantage of our simple model, however,
is that we are able to use only very few parameters to compare
QR schemes employing different hardware realizations with
different error mechanisms for the preparation and storage of
quantum states. We can then clearly identify which parameter in-
fluences the (still to some extent idealized) QR performance in a
certain way, mainly manifesting itself in the rate versus distance
plot of Figure 1 as a negative offset, i.e., a downshift of the curve
due to link coupling inefficiencies, and an increased slope, i.e.,
an additional distance-dependent rate reduction due to memory
inefficiencies.

3.1.2. Results and Comparison for Different Platforms

The resulting raw and secret key rates calculated for our model in
the case of the NSP-QR cell (as illustrated by Figure 4b) with the
different hardware platforms can be seen in Figure 5. The upper
part shows the raw rates RR for distributing effective entangled
states with a fidelity of at least 0.95 for current (left) and future
(right) experimental parameters. The lower part shows the cor-
responding SKRs. All rates (in dB) are per channel use and per
mode (recall the discussion at the end of Section 2).54]

With current parameters, only the rubidium atom platform
enters the repeater regimes. For future values, as calculated, all
platforms except for quantum dots enter the repeater regimes.
However, the different platforms exhibit a slope increase, i.e., a
more rapid decline of the rate with distance, to a different extent
in accordance with their ranking in terms of memory coherence
time (see Table 2). Apparently, the slope of the rates is clearly con-
nected to the memory efficiencies. The plots cover distances up
to 400 km and the curves may be extrapolated to larger distances.

© 2020 The Authors. Published by Wiley-VCH GmbH
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Figure 5. Secret key rates (SKR) and high-fidelity raw rates (RR) for a small NSP-based QR scheme (QR cell). The bottom plots show SKR in dB as a
function of the total distance L in km for experimental parameters as currently available (left) and as potentially available in the future (right). The top
plots show RR in schemes where the entangled states effectively created over the total distance L have a fidelity of at least 0.95 (left: current parameters,
right: future parameters). Curves that are disappearing beyond certain distances (or completely missing for quantum dots) no longer (never) exceed
F = 0.95. The different platforms correspond to NV (violet) and SiV (green) centers, ions (brown), rubidium atoms (red), and quantum dots (yellow).
The light gray area illustrates the (secret key) rate regime between ~ 5 (curve in bold black: “repeaterless” bound) and 4/n (line in dark gray: optimal
rate for QR cells or two-segment QR schemes). The bold black dashed lines represent the realistic “repeaterless” bound Py, 77/2 (direct transmission

via PPL) with finite link efficiencies P}, = 0.1, 0.7.

However, recall that detector dark counts and some other im-
perfections that could make the rates eventually drop to zero are
not included here. The negative offset from the “repeaterless”
bounds at zero distance is related to the link coupling efficiency.
The quantum dot platform, as calculated here for the NSP proto-
col, does not enter the repeater regime at all, not even for future
parameters (it does though for rather short distances when
compared with a “realistic repeaterless” bound as a benchmark
that is defined with a smaller link coupling efficiency P, = 0.1).
Some curves drop faster than the “repeaterless” bound, which
seems contradictory. However, note that even when the very
first qubit distribution attempt is successful both memories are
already subject to dephasing for one time unit. For platforms
with insufficient coherence times, this results in an even steeper
decline of the secret key rates compared to the “repeaterless”
bound, although the # scaling could be formally attained via the
raw rate by not storing the quantum states at all, i.e., setting the
cutoff value to zero (see the Supporting Information). All this will
become different for another protocol below (NRP) for which, in
particular, all platforms are able to access the repeater regimes.
For the NSP protocol, besides a single QR cell (Figure 4b),
there is also the variant of a QR with two full segments (Fig-
ure 4a). As discussed before, for equal total distance L, the two-
segment scheme has a smaller elementary time unit compared
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to the QR cell (T, = i vs Ty = f ). However, at the same time,
the two-segment scheme has a smaller link coupling efficiency
(Plink = l/z(Psource)2 ("’det)2 vs Plink = Psource ndet)'

For comparison and completeness, we present the rates of the
two-segment scheme in Section S4 (Supporting Information).>!
One can see that it performs slightly worse compared to the QR
cell. In all plots the secret key rates can sometimes be greater than
the raw rates, which again seems contradictory. However, note
that for the secret key rates, the optimized memory cutoff (which
must neither be too small nor too large to prevent a too small raw
rate or a too small secret key fraction, respectively) typically leads
to a worst-case fidelity much lower than the minimal fidelity of
0.95 allowed for the calculation of the raw rates alone (requiring a
very small memory cutoff to almost entirely suppress dephasing
errors).

3.2. Protocol 2: Node Receives Photons
3.2.1. Model, Parameters, Modularity, and Rate Analysis
In order to potentially benefit from a higher source repetition rate

as available from the quantum dot platform, we shall consider
an alternative NRP protocol (Figure 6). In this protocol, photons

© 2020 The Authors. Published by Wiley-VCH GmbH
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Figure 6. a) Full QR link with two QR segments incorporating the NRP concept. The BMs in Figure 4a are now replaced by Bell-state sources. b) QR
cell consisting of two half QR segments and a central node for storage as a minimal element for exploiting memory capability. As opposed to the QR
cell in Figure 4b, here the quantum memories “receive” photons from two sending stations; whether a photon has arrived must be confirmed by a
nondestructive measurement on the qubit, here realized by a photonic BM on a “local” photon emitted from the memory (open circle) and the photon
transmitted through the channel. As before, the final BM on the memories can also be valid when the QR segments become entangled at different times.

are sent from two sending stations to the central memory station
where the arrival of a photonic qubit is nondestructively (e.g., by a
linear-optics photonic BM teleporting the arriving photonic qubit
to the memory qubit) detected before or while it is “written into”
the memory. At any failure event, the next photon pulse can be
processed with a delay only depending on the repetition rate of
the source or depending on the typically longer write-in and reset
times of the memory. In this case, the duration per attempt cor-
responds to the clock time of the source or the write-in time and
is independent of the channel distance, T, = 7,4, as opposed to
the situation for the NSP protocol where T, is mainly determined
by the length of the repeater segments.

Thus, the factor that specifies the average memory dephas-
ing (see Section S2, Supporting Information) now becomes
exp(—i‘ﬂ), while it is now the ratio /7. that counts the

number of distribution attempts fitting into the given memory
coherence time. However, note that this feature is specific to a
single NRP-QR cell and as soon as several cells are combined into
a larger QR system, distance-dependent waiting times for classi-
cal signals have to be taken into account again. As a consequence,
similar to what holds in general for the case of the NSP protocol,
a scalable QR based upon NRP modules (see next) will also be
mostly influenced by an experimental improvement of the link
coupling efficiency and the memory coherence time, and much
less by an enhanced experimental clock time.

A QR cell now still has a central node equipped with quantum
memories, but at the end points there are no longer detectors,
but sources for optical quantum states such as BB84-encoded
single-photon-based qubits (Figure 6b). The memory node now
receives the photons. This may be realized by a direct and her-
alded write-in mechanism (such as those of refs. [56-58]), for
which certain write-in inefficiencies and infidelities would ap-
ply, or by first preparing spin-photon entangled states at the cen-
tral node and then coupling the photons near the memories lo-
cally with the arriving photons coming from the left and right
sources (by an optical BM, see Figure 6b). Similar to the NSP
protocol, also QR cells based upon the NRP protocol can be con-
catenated in order to scale up the QR system to larger distances
(Figure 6a). The “photonic nodes” where the half segments meet
are now no longer performing BMs like in the NSP case, but
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are instead equipped with entangled photon pair sources (Fig-
ure 6a). Compared to the NRP-based QR cell here, a similar el-
ementary QR scheme with a single QR node receiving photons,
for BB84-encoded photonic qubits equivalent to what is referred
to as measurement-device-independent QKDI*%0] assisted by a
quantum-memory-based middle station, was considered in refs.
[61-64] (again mainly adapted to the specific hardware platform
of NV centers, but also presenting comparisons with other plat-
forms in ref. [63] and incorporating the idea of a deterministic
final BM on the electronic and nuclear spins of a single NV cen-
ter in ref. [64]).

In order to keep memory dephasing errors small and the
fidelity of the effective entanglement shared between Alice and
Bob above a certain minimum, in the NSP protocol, for an
increasing L a decreasing number of attempts can be executed at
a given memory coherence time because of the L-dependence of
a single attempt’s duration and the growing storage time needed
per transmission attempt. In the NRP-protocol-based QR cell
(Figure 6b), this L-dependence disappears, since the quantum
signals are sent to, and no longer emitted from, the quantum
memories. The memory cutoff can be chosen independent of
distance and the time duration per transmission attempt can
be made arbitrarily small by increasing the repetition rate of
the sources up to the local memory write-in and reset times.
This means the cutoff (expressed by the number of allowed
attempts during one storage cycle) can be chosen much higher
resulting in larger raw rates. Moreover, this way the memo-
ries have less time to be subject to dephasing during a given
number of attempts leading to a larger secret key fraction.
Generally, the NSP and NRP protocols have both their bene-
fits and disadvantages. The NSP protocol does not require a
nondestructive detection of an arriving photonic qubit or an
efficient heralded write-in mechanism, but the memory station
has to wait for the classical signals from the receiving detector
stations. In contrast, the NRP protocol relies on a nondestructive
measurement or any other means to nondestructively write the
incoming “flying qubit” into a “stationary qubit” in a heralded
fashion; however, there are no extra waiting times for classical
signals (as long as we consider the elementary QR cell of Fig-
ure 6b). In addition, the NRP scheme inherits all benefits of
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measurement-device-independent QKD with an untrusted mid-
dle station receiving and measuring the quantum states coming
from two outer sending stations.>®%*! For the rate analysis of
the NRP-based schemes, the main experimental parameters
taken into account in our simple model are the same as for
the NSP-based schemes: the link coupling efficiency Py, the
memory coherence time 7, and the source/memory clock time
T g0 Which now for the NRP-QR cell may have an actual impact
on the repeater performance.

The two types of values given in Tables 1 and 2 for (r,4)7"
either exclude (numbers without brackets) or include (numbers
in brackets) the additional sequences and operations that are typ-
ically needed in order to reinitialize a spin every time when an
attempted write-in of an arriving photonic qubit failed. Clearly,
these numbers differ significantly, and it depends on the par-
ticular protocol whether the spin is affected by a failed write-
in and has to be reset or not. The specific teleportation-assisted
write-in processes as illustrated in Figure 6 would always, in
every round, require a newly prepared spin—photon entangled
state. However, there are also schemes where the initial spin
state is to a great extent only altered at those events when a pho-
tonic qubit is actually arriving, ready to be coupled to the spin
qubit, and eventually detected (we refer to such schemes as a
direct write-in).2#°¢-8] Therefore, we will consider both above-
mentioned types of values for (r,,)" corresponding to the two
extreme scenarios where the experimental clock rate in the NRP
protocol is either determined by the repetition rate of a nonclassi-
cal source (reaching values as high as 1 GHz for a quantum-dot-
based source) or where the necessary spin reset times are fully
taken into account.!®] The former scenario is somewhat more
general, as it does not rely upon a particular protocol for the spin—
photon interface. However, it is idealized assuming an ultrafast
write-in mechanism. In our quantitative analysis in Section 3.2.2,
we shall combine this idealization with the extra assumption of
a deterministic write-in. The complementary scenario of a non-
deterministic, slow write-in including memory reset times will
be considered in Section S5 (Supporting Information). Further
details regarding the experimentally assumed parameters can be
found in Section S6 (Supporting Information).

For the QR cell in the NRP protocol (Figure 6b), we now have
Pk = Poource Purie Where P . again includes all efficiencies
related to a source emitting photons (this time prepared in BB84
states) and coupling them into (and eventually out of) the fiber
channel. The parameter P, . represents the probability for
successfully writing a photonic qubit arriving at the central node
into the respective memory (regarding the effect of wavelength
converters, see Section S6, Supporting Information). If a spin—
photon entangled state and a linear-optics BM are exploited for
this in order to teleport the arriving photonic qubit to the mem-
ory spin qubit (see Figure 6b), we have P, ;. = 1/2 P . (Mer)?
where P, ... specifically refers to the generation of a spin—photon
entangled state. Note that if the BB84-encoded photons were
produced in a similar fashion (via initial spin—photon entangle-
ment) with the same source efficiency P, we would obtain the
link coupling efﬁCiency Plink = Psource Pwrite = 1/2(Psource)2 (”det)z’
which actually coincides with that of the NSP-based two-segment
QR (Figure 4a), because in terms of the link couplings the two
schemes become identical when the photonic nodes in the mid-
dle of each segment of the NSP scheme both move to the central
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node right next to the memories (except that the “local” photons
may no longer require fiber coupling).[®®! For other write-in
methods,’*%8] we may just directly insert numbers for P_,..
Although the two-segment concatenation of NRP-based QR
cells and half segments (Figure 6a) demonstrates that the basic
modules can be systematically combined to build an in-principle
scalable QR system, we shall not consider this scheme in our rate
analysis. As opposed to the QR cell in Figure 6b, the combined
scheme in Figure 6a does require classical communication to
inform the two central memories about the successful loading
of their memory counterparts with photons originating from the
same entangled photon pair, and thus it will have smaller rates
than the QR cell alone (in this context, however, see also the dis-
cussion on quantum repeater design presented in ref. [67]). More
theoretical details can be found in Sections S2 and S3 (Supporting
Information).

3.2.2. Results and Comparison for Different Platforms

The resulting raw and secret key rates calculated for our model
in the case of the NRP-QR cell (as illustrated by Figure 6b) with
the different hardware platforms can be seen in Figure 7. The
upper part again shows the raw rates for distributing effective
entangled states with a fidelity of at least 0.95 for current (left)
and future (right) experimental parameters. The lower part again
shows the corresponding secret key rates. All rates (in dB) are
again per channel use and per mode (recall the discussion at the
end of Section 2). The plots in Figure 7 are for a deterministic
memory write-in scheme, P ;.= 1. Moreover, as for the values
given in Tables 1 and 2 for (r,4)7", the rates in Figure 7 have
been calculated excluding additional spin sequences (numbers
without brackets).[8]

This time we observe that already with current parameters all
platforms enter the repeater regimes. With future parameters, for
the simple model used in the rate calculations (no dark counts
and no depolarizing errors), all platforms achieve a rate slope
~+/n over the entire distance of 400 km as shown, thus fully ex-
hibiting the repeater advantage. This also holds in particular for
the quantum dot platform that, though having the worst mem-
ory coherence time, can fully benefit in the NRP protocol from
the highest clock rate (see Table 2).

For the NRP-QR cell, we may then also consider an ex-
plicit write-in mechanism in the form of a linear optical BM
(Figure 6b). In this case, instead of assuming unit write-in effi-
ciency like for the rates calculated in Figure 7, we have P .
1/2 Py rce(Maer)* as mentioned above. Moreover, the additional
sequences for spin reinitialization are included in (z,,4) ! (num-
bers in brackets in Tables 1 and 2). We present the corresponding
rates calculated for this situation in Section S5 (Supporting
Information).

4, Conclusion

As the effective clock rate in a memory-based QKD or QR system
is always slower than that of a direct point-to-point quantum con-
nection driven from a laser source at ~GHz rates, the memory-
based system will become potentially more efficient only at large
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The bottom plots show SKR in dB as a function of the total distance L in km for experimental parameters as currently available (left) and as potentially
available in the future (right). The top plots show RR in schemes where the entangled states effectively created over the total distance L have a fidelity of
at least 0.95 (left: current parameters, right: future parameters). The different platforms correspond to NV (violet) and SiV (green) centers, ions (brown),
rubidium atoms (red), and quantum dots (yellow). The NV/ions curves, invisible for future parameters, coincide with those of the other platforms. The
light gray area illustrates the (secret key) rate regime between ~ 7 (curve in bold black: “repeaterless” bound) and /7 (line in dark gray: optimal rate for
QR cells or two-segment QR schemes). The bold black dashed lines represent the realistic “repeaterless” bound Py, 11/2 (direct transmission via PPL)

with finite link efficiencies Py, = 0.1, 0.7.

communication distances requiring sufficiently many elemen-
tary QR segments and additional quantum error detection and
correction at higher “nesting levels” of the QR. At such large
scales, quantum memories must be sufficiently long-lived or
fault-tolerant to survive the necessary waiting times especially for
the classical signals sent back and forth between the QR stations.
However, a necessary requirement for a large-scale QR to show
a performance superior to that of direct transmission is that its
fundamental elements already exceed the bounds constraining a
“repeaterless” system on a smaller scale: employing an elemen-
tary QR cell or a two-segment QR should on average lead to a
larger secret key or qubit transmission rate than obtainable in a
direct transmission. We have investigated such basic elements
for a QR system considering two protocol variants for three dif-
ferent hardware platforms.

Combining the basic building blocks in a modular fashion
allows to construct a QR system, that is, considering only
channel loss, scalable to larger distances. For the realistic situ-
ation including general memory and operation errors (such as
depolarizing errors with infidelities from the initial states, the
light-matter interfaces, and write-in processes, or the spin-spin
Bell measurements as well as detector dark counts) eventually
additional methods of quantum error correction/detection will
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be required. Nonetheless, for the small-scale QR elements
(cells and two-segment schemes) discussed in this work the
impact of both finite link and memory efficiencies (the latter
described by a simple dephasing model including a “memory
cutoff”) on the repeater performance has been analyzed for
various hardware platforms. The aim was to keep our model
sufficiently simple in order to allow for an analytic treatment
and to be able to assess the performances in terms of a small
set of experimental parameters. Among the three parameters
identified—link coupling efficiency, memory coherence time,
and experimental clock rate—most important, especially toward
combining the QR modules into a large-scale system, turn out
to be the former two parameters. The experimental clock rate
specifically influences the performance of our NRP-QR cell.
While, depending on the protocol, some platforms turn out to
be superior to others with current and future experimental pa-
rameters as assumed in our model, a promising further direc-
tion could be a hybridization between the different platforms, for
instance, combining the high clock rates of quantum-dot-based
sources with the long memory coherence times of rubidium
atoms or NV centers. In our NRP protocol, where quantum mem-
ories can receive photons at a rate only limited by the source’s
clock rate and the memory write-in and reset times, but not by the
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classical communication times, the “repeaterless” bounds can be
exceeded quite comfortably under the assumptions of our sim-
plified model. Even when NRP-based QR cells are connected to
reach larger distances, like in our NRP-based two-segment QR
scheme using sources of entangled photon pairs, high source
clock rates can still be of great benefit.l®”] Yet, in general, once
QR building blocks are connected to construct a larger system
composed of many repeater segments or cells, the classical com-
munication times become a limiting factor in any protocol based
on quantum memories.

Ultimately, deciding which quantum communication system
performs better for a given range must rely upon rates deter-
mined in Hz, i.e,, per time in seconds. Nonetheless, for a suffi-
ciently large range, the better effective transmission efficiency of
a memory-based QR system that becomes manifest in a scaling-
with-distance advantage over any point-to-point link will even-
tually also lead to higher rates in Hz for the QR. In particular,
combining many sufficiently short repeater segments improves
the scaling and allows to keep the classical communication times
small, provided that errors beyond transmission loss can be dealt
with via additional quantum error correction. The resulting rates
may still be rather small for a single repeater chain, but they can
be increased by operating many chains in parallel or via more ad-
vanced multiplexing techniques. Such approaches, besides quan-
tum error correction, can also help to keep memory errors small,
thus enhancing the overall secret key rates.

Supporting Information

Supporting Information is available from the Wiley Online Library or from
the author.
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Extending Quantum Links: Modules for Fiber- and Memory-Based Quantum Repeaters
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S1. Graphical language, experimental parameters, and figures of merit

Here we summarize the graphical symbols as used in this paper, which we propose for a
visual representation of the structure and the protocols of QR links.

. stationary qubit (quantum memory)

O flying qubit (photon)
—— propagation of a photon

entanglement between qubits

source emitting a photon entangled with its memory

<—O:O—> source of entangled photonic qubit pairs

Bell measurement

.. Bell measurement of two stationary qubits

1, <] Bell measurement of two incoming photonic
qubits (they have to arrive simultaneously)
1 Pauli measurement on an incoming
[ photonic qubit
heralded writing into a
.:O-—>4—— memory by means of a
photonic Bell measurement
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We further summarize the most important experimental parameters and the figures of merit to
assess the performance of a QR link:

Piink zero-length coupling efficiency, link coupling efficiency

Toock  Source/memory clock time (inverse clock rate)

Teoh memory coherence time

n fiber channel transmission efficiency,
amplitude damping parameter for a single-mode loss channel

R raw rate in Hz (number of qubits transmitted per time and per mode)

R raw rate (number of qubits transmitted per channel use),
inverse average number of qubit transmission attempts needed for one success

Rjink multi-mode link efficiency,
raw rate (number of qubits transmitted in link per channel use)

T, elementary time unit, effective time consumed per channel use,
effective time duration for one transmission/distribution attempt

SKR secret key rate (number of secret bits per channel use and per mode)
RR raw rate with fidelity bound (hnumber of qubits/ebits per channel use and per mode)
c speed of light in a fiber channel: 2 - 108 m/s

Latt attenuation length in a fiber channel: 22 km

S2. Memory dephasing model including cutoff and secret key rates for QKD

The memory error model we shall consider is pure memory dephasing as described by

(1vew (- o)) r g (1-ew () %7
P exp | — p+ 5(1—exp|— pZ,
2 Tcoh 2 Tcon

t

1
where > (1 — exp (— —
single memory qubit.

)) is the probability for a Pauli-Z phase-flip to occur on the state of a
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For the case of two QR segments or, equivalently, a QR cell with two half segments, we
define a random variable M as |X; — X5| where X; and X; are independent geometrically
distributed random variables describing the number of attempts until success in a single (half)
segment. This means the random variable M counts the number of time steps for which either
one of the two memories (i.e. the first memory whose link has been successfully established
via detection of a transmitted photon) has to wait for the other one that still attempts to be
connected. The waiting quantum memory is subject to dephasing for a duration of MT, . Here
T, is the time duration per attempt whose value is protocol-dependent and, for simplicity, two
additional protocol-dependent extra units of dephasing, 2T, , are omitted in M (in the
quantitative rate analysis and in the plots for the NSP protocol, these two units are included,
see below).

Either of the protocols as described in the main text can be effectively treated like an
entanglement swapping (quantum teleportation) process in which a final effective entangled
state emerges after the BM on the two quantum memories at the central node. Considering a
suitable Pauli correction (depending on the BM result) and tracing out the two measured

memories, this final state takes the form of

Lo ) 1+ o

coh

))167x@1,

coh

where |¢T) are the two two-qubit Bell states |¢+) = (]00) + |11)) /2.

We remark that depending on the protocol and the application we may not actually prepare
such an entangled state (for instance, physically present in two spatially separated quantum
memories). Instead, in the QKD context, we convert e.g. the usual BB84 protocol that does
not rely on physically distributing entangled states into an equivalent entanglement-based
QKD protocol, thus simplifying the theoretical analysis. This equivalence can be understood

3
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in the following way. Suppose Alice prepares the state |¢p*) and sends one half to Bob. After
its arrival, Alice and Bob perform X- and Z-measurements on their halves of the entangled
state. Then Alice’s measurement acts only on the Hilbert space of her qubit and therefore it
commutes with Bob’s measurement and possible attacks by Eve. Consequently, she could
also perform her measurement before she sends her half to Bob, which is equivalent to
preparing and sending BB84 states to Bob. Also notice that the BM on the memories takes
place after two successful detections and therefore the Pauli correction can be applied simply
on the level of the classical post-processing of the measurement data. We

need to save all measurement results and any information about the state preparations and in

the end we can discard the information for those cases where the transmission failed.

For the probability distribution of the random variable M we obtain (p is the success, g=1-p

the failure probability for one attempt related with the individual geometric random variables)

o0}

P(M = 0) = 2 P(X, = X, = k) = E pPqrtn = P fp,
k=1

k=1
and for j > 0,

- 2pq’
]P)M: — 2 2 Z(k_l)‘l'] =—,
M =) pq 27—
k=1
where the factor 2 comes from the fact that both cases X; > X, and X, > X; are possible. This

allows us to calculate the following expectation value,

and by summing only up to a cutoff constant m instead of infinity, including a renormalization

of the probability distribution, one can easily obtain the expectation value for protocols which
4
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abort after the memory has dephased for a predetermined, given number of time steps
(attempts). Again note that, depending on the protocol, the overall state may be subject to
dephasing for an additional constant amount of 2T,. In the case of the NSP protocol, we first
generate entanglement between the memory and a photon, and as the next step we send this
photon to a detector over a distance L, = L/2. Then the detector sends a classical signal to the
memory announcing whether the photon was detected or not. Therefore, we have to wait for a
time unit of T, = 2Ly/c = L/c until we can decide which action should be applied to the
memory: storage of the qubit or initialization for a new attempt. Hence, the memory would
always decohere for at least one such time step, even in the case when the very first attempt is
already successful. Since this argument applies to both memories, the total state decoheres (is
subject to dephasing) for M + 2 time steps, each with duration T, = L/c.

However, if we consider the NRP protocol, we send photons to the memory and therefore the
memories (almost) immediately know when a transmission was successful. As a consequence,
there is no additional constant dephasing in this case and T is simply given via the repetition
rate of the photon source or the local processing times including the write-in time, whichever

is longer.

Using the BB84 protocol,' we obtain an ideal asymptotic secret key fraction of 1 — h(e,) —
h(e,), where h(x) = —xlog,(x) — (1 — x)log,(1 — x) is the binary entropy and e,, e, are
the error rates in the X and Z basis, respectively. Since the Z-error rate is equivalently given
by the probability to obtain the effective state [)£), one can easily see that e, is zero in our

error model. Similarly, the X-error rate is given by the probability to obtain |y ~) or |¢~) and
is therefore given by % (1 — E(exp (—M Ti))) up to the protocol-dependent constant
coh

dephasing. Hence the asymptotic secret key fraction is given by

1-nh (% (1 — E(exp (—M TT" )))) and the final secret key rate is then the product of the

coh

raw rate (the so-called “yield”) and this secret key fraction.

Also notice that the binary entropy function takes on its maximum of 1 when the argument of

the function is % Thus, we always obtain a non-zero secret key fraction, which is a specific

! We consider the biased BB84 scheme here where one of the two bases is employed more often than the other
which, in the asymptotic limit of infinite repetitions, allows to remove the % factor in the rates of standard BB84
and increase the sifting factor to unity. ®”

5
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feature of our error model. If we also consider additional error sources like, for example,
imperfect (though still deterministic) BMs on the memories, we typically have non-zero error
rates in both the X and the Z basis (unlike the sole phase-flip error in the effective entangled
state above). Therefore, the secret key fraction can become zero and we typically get more

demanding requirements for the memory coherence times.

S3. Calculation of raw rates

The performance of a QR may be quantified by the secret key rate that can be obtained for a
given length L of the quantum channel connecting the two parties Alice and Bob who aim to
securely communicate with each other. Besides the secret key fraction, for calculating the
(asymptotic) secret key rate, we need an expression for the raw rate, i.e. in our case, the
number of quantum bits that can be transmitted over a lossy channel of length L, employing
that channel once and sending one optical mode through that channel (i.e. “per channel use”
and “per mode”). As the memory-based QR has at least one intermediate station as opposed to
a PPL for direct transmission, it may not be immediately obvious how to count the channel
uses. In our case, one channel use corresponds to one attempt to establish a link, and because
the two (half) segments can be simultaneously attempted to be bridged, the total number of
attempts, on average, to transmit one qubit over the entire distance can be expressed by
E(max(X;, X,)). The probability for successfully transmitting one qubit can then be written
as 1/E(max(X;, X,)). This then corresponds to the number of qubits transmitted per channel

use, i.e. a dimensionless raw rate expressed per channel use.

The effect of imperfect quantum memories, i.e., quantum memories with finite coherence
times (see the dephasing model of the preceding section), can be taken into account in the raw
rate by imposing a maximally allowed storage time of the loaded memory at the central

station waiting for a second transmission to succeed. In other words, the QR protocol is

6
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aborted as soon as a quantum memory's storage time limit is exceeded. If this “cutoff” is
chosen to be well below the memory’s coherence time, one can ensure that the quality of the
entangled light-matter state is still so high and hence that of the final (effective) entangled
state too, such that errors are negligible. In the QKD context, this corresponds to a secret key
fraction near unity. However, such an approach would be at the expense of the raw rate,
because aborting and restarting the protocol more frequently for a small cutoff time means
that it takes longer to finally distribute a qubit over the total distance, thus reducing the raw
rate. Due to this trade-off, there is an optimal cutoff that maximizes the secret key rate.
Nonetheless, we shall also consider sufficiently small cutoffs that lead to fidelities of the final
(effective) entangled states that are above a certain fidelity value. This may also be relevant
for applications different from QKD. Generally, smaller memory coherence times and thus
shorter storage time limits require a correspondingly faster abortion and restart of the protocol
leading to a smaller transmission probability. For the NSP protocol, this effect depends on the
total distance L, because for larger L, the required storage time per transmission attempt
grows such that for a given, fixed memory coherence time the effective memory efficiency
drops, which becomes visible in the QR performance. As a consequence, in this case, the
cutoff becomes distance-dependent in order to keep the fidelity above a certain threshold and
the maximal secret key rates have smaller optimal cutoffs for larger distances. In the NRP
protocol, this L-dependence disappears, because the quantum signals are sent to, and no
longer emitted from, the quantum memories, in which case the duration of every transmission
attempt only depends on the source’s repetition rate and the local processing / write-in times,

and no longer on the distance between memories and detectors.

Calculating the expression 1/E(max(X;, X)), the dimensionless raw rate (or qubit

transmission probability) for a memory-based scheme with one central memory node
[23,57]

7
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[2—p—2q™""]

p
R(m) = 3 2p— 2qmH Py -

Here, p and q are again the success and failure probabilities of a single attempt in one (half)
segment of length L/2. Thus, for deterministic local state preparations (or, more generally,
unit link coupling efficiencies), we have p = \/ﬁ The final BM efficiency on the two
memories is included via the extra factor Pgy, Which can be set to one for a deterministic BM
(Pgm = 1 in the following). The parameter m determines the maximal acceptable number of
attempts (the above-mentioned memory cutoff) a loaded memory is allowed to wait for a
second successful transmission attempt. Note that for m = 0 we obtain the no-memory case,
corresponding to R(0) = p? = n, which is just the result one obtains for direct transmission,
i.e. the “repeaterless” bound for distance L (for not too small L). Conversely, for m — oo

(corresponding to the perfect memory case with no need for aborting the protocol), we have

R - 1’3@_;;’) = R(m — o), which, for small p becomes approximately R ~ 2p ~ /1 (and this

scaling becomes n/™ for n repeater segments). The ﬁ-scaling corresponds to the optimal

transmission in a memory-based QR with a single node or, equivalently, two segments.

S4. Additional results: two-segment QR in the NSP protocol

In comparison to the rates of the NSP-QR cell (illustrated by Fig. 4b) as shown in Fig. 5,
below we also present the rates calculated for the two-segment QR as illustrated by Fig. 4a.
The subtle differences between these two small-scale QR variants are discussed in the main
text. In addition to the short discussion there, let us emphasize here that for a reasonable
comparison, we did not include dephasing errors on the outer memories (those most left and
right in Fig. 4a). Practically, in the context of QKD, this means that Alice and Bob would

immediately measure their qubits and not store any quantum states at all; thus, storage again
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takes place only at the central node. On the other hand, such an approach prevents the two-
segment scheme from its possible use beyond QKD, because the two-segment scheme is
potentially more versatile compared with the NSP-QR cell when the outer memories of the

two segments are also exploited for quantum storage.

One can see that comparing the two QR variants (Fig. S1 with Fig. 5 of the main text) there is
a visibly better performance of the QR cell. Some platforms that enter the repeater regimes for

the QR cell no longer achieve this for the two-segment scheme.

RR [dB] RR [dB]
0 0

SKR [dB] SKR [dB]

L [km]

Fig. S1: Secret Key Rates (SKR) and High-Fidelity Raw Rates (RR) for a small NSP-based QR scheme (two-
segment QR). The bottom plots show SKR in dB as a function of the total distance L in km for experimental
parameters as currently available (left) and as potentially available in the future (right). The top plots show RR
in schemes where the entangled states effectively created over the total distance L have a fidelity of at least 0.95
(left: current parameters, right: future parameters). Curves that are disappearing beyond certain distances (or
completely missing) no longer (never) exceed F=0.95. The different platforms correspond to NV (violet) and SiV
(green) centers, ions (brown), Rubidium atoms (red), and quantum dots (yellow). The light grey area illustrates
the (secret key) rate regime between ~n (curve in bold black: “repeateriess” bound) and \/ﬁ (line in dark grey:
optimal rate for QR cells or two-segment QR schemes). The bold black dashed lines represent the realistic
“repeater-less” bound Py, m/2 (direct transmission via PPL) with finite link efficiencies Py, = 0.1, 0.7.
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S5. Additional results: Bell-state measurement-assisted memory write-in (NRP)

In comparison to the rates of the NRP-QR cell with ideal unit write-in efficiency as shown in
Fig. 7, below we also present the rates calculated for the scheme based on quantum
teleportations of the arriving photonic qubits onto the spin qubits with the help of locally
prepared spin-photon entangled states and linear optical BMs (see Fig. 6b). In this case,
instead of assuming unit write-in efficiency like for the rates calculated in Fig. 7 (where the
values for Pjii = Psource are directly taken from Tables 1 and 2), we have P,.ite =

Y Poource (Naet)? @nd hence Pupi = Psource Purite = ¥%2(Psource)? (Taer)?. FO Obtaining the
curves in Fig. S2, we thus use for Py;,; the Table values squared and multiplied with one half
(without explicitly considering the factor (n4.¢)?). Moreover, the additional sequences for

spin reinitialization are included in (7.0c,) " (numbers in brackets in Tables 1 and 2).

For current experimental parameters, where previously with ideal and fast photon-spin
interfaces all platforms entered the repeater regimes (Fig. 7), we now observe that under the
assumption of non-deterministic and slow interfaces, most platforms stay within the
“repeater-less” regimes. Only the secret key rate for Rubidium atoms slightly exceeds the
limit. Note that the curves for NV and SiV color centers completely overlap, since the

relevant factor that counts the number of possible distribution attempts within the memory
coherence time is equal for both, 7.,,/T;0cx = 5000 (while the individual times are different).
Here, NV and SiV also share the same link coupling efficiency, P;;,,, = 0.05, which appears
to be the stronger limitation for the distances considered when compared with the values for
Rubidium, Py, = 0.5 and t.on/Tc0c = 500, especially because the Table values for Pjj,x

now enter quadratic into the rates.

10
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This discussion also serves as a nice illustration that the actual memory efficiency in a QR
protocol depends on the ratio of the coherence time and the (effective) repetition time. With
future parameters, for all platforms, the repeater regimes can still be entered and the repeater
rate slopes can be fairly well maintained over 400 km despite the non-unit write-in efficiency

and slower interfaces.

Fig. S2: Secret Key Rates (SKR) and High-Fidelity Raw Rates (RR) for a small NRP-based QR scheme (QR cell
with linear optical teleportation-assisted memory write-in). The bottom plots show SKR in dB as a function of the
total distance L in km for experimental parameters as currently available (left) and as potentially available in
the future (right). The top plots show RR in schemes where the entangled states effectively created over the total
distance L have a fidelity of at least 0.95 (left: current parameters, right: future parameters). The different
platforms correspond to NV (violet) and SiV (green) centers, ions (brown), Rubidium atoms (red), and quantum
dots (yellow). The NV curves are invisible coinciding with those of the SiV platform. The light grey area
illustrates the (secret key) rate regime between ~n (curve in bold black: “repeaterless” bound) and \/ﬁ (line in
dark grey: optimal rate for QR cells or two-segment QR schemes). The bold black dashed lines represent the
realistic “repeater-less” bound Py, n/2 (for direct transmission via PPL) with finite link efficiencies Py, =
0.1, 0.7.

11
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S6. Remarks on QR parameters, wavelength conversion and fiber-coupling efficiencies

We will give a few additional details especially regarding the future experimental parameters
of the three hardware platforms (as given in Table 2). The discussion here will also include

some remarks and additional rate calculations concerning the use of wavelength converters.

For NV centers we extrapolate the values of Refs. [25,26] for the link coupling efficiency and
the clock rate, excluding additional spin sequences, and for the coherence time assuming a *3C
nuclear spin for the memory. Similar assumptions are made for the SiV centers based on Refs.
[21,28,29]. As already mentioned in the main text, the SiV platform provides a potentially
more efficient photon-spin interface including higher cooperativities. More specifically, in the
recent experiment of Ref. [21], the SiV centers are placed inside a cavity with a cooperativity
of 105, leading to a Purcell factor ~200 and shortening the spontaneous emission time of a
SiV center to below 100 ps. This would, in principle, result in even higher clock rates than
500 MHz. However, the experimental data of Ref. [21] were collected including extra spin
sequences after a certain fixed and finite number of distribution attempts. Averaging over
these extra sequences eventually leads to an overall clock rate ~MHz. Overall a full system
detection efficiency of about 85% was deduced in Ref. [21] exceeding our assumed value of
50% for the link coupling efficiency. Reference [28] extended the SiV electron spin
coherence time by swapping to a **C nuclear spin reaching a number above 100 ms. To sum
up, in Table 2 we give numbers for SiV that have been achieved individually already, but we

refer to them as future values as they have to be achieved concurrently in a single system.

When including the minimal times required for spin reinitialization etc. (7, including
initialization, preparation, and emission times), current NV experiments °® have already

demonstrated clock times T, as low as 2 us corresponding to clock rates of 500 kHz (here
12
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the main limitation appears to be the spin initialization). This number is the NV clock rate
(number in brackets) in Table 1. As for the future clock rates (Table 2), we assume that for the
spin initialization at least one cycle involving the NV singlet system must be completed while
the lifetime of the lowest singlet state is ~200 ns. This corresponds to a clock rate of 5 MHz
(Table 2, number in brackets). In the case of SiV, we currently assume a (slow) clock rate of 5
MHz (Table 1, number in brackets), which is an order of magnitude larger than that for NV,
since the spin initialization mechanism is different (independent of a singlet system).
However, as the coherence time of SiV is assumed to be an order of magnitude smaller than
that for NV, the relevant dephasing factor is equal for both, 7.,4/Tc10cx = 5000. The slow,
future SiV clock rate value is assumed to be 50 MHz (Table 2, number in brackets). In this
case, the spin initialization is limited by the duration for one cyclic optical transition. Based
on the number of Table 1 (5 MHz), assuming 100 cycles until a spin flip, and considering an
extra gain by a factor of 10 through the possibility of Purcell cant, a future clock rate of 50

MHz seems feasible.

For the quantum dot platform, the numbers given in the Tables correspond to the most
commonly studied and highly performant quantum dots, namely InGaAs strained quantum
dots. However, already published results (at low temperature in the mK regime using gate
defined quantum dots in GaAs as I11-V material) have reported coherence times on the order
of 300 ps based on dynamical decoupling.®® These existing experimental parameters can be,
in principle, linked to the optical regime. Recent material physics developments in the growth
of strain-free GaAs quantum dots (i.e., fabricated by droplet epitaxy °*®) have also made
significant progress and these systems have now a quality comparable to strained InGaAs
quantum dots. In fact, in Ref. [62], highly entangled photons were efficiently extracted from
symmetric GaAs quantum dots, based on the earlier work reported in Ref. [61]. In the context

of implementing a quantum repeater, it is worth mentioning that with the same GaAs quantum
13
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dot system, photonic entanglement swapping has been demonstrated.'****! Moreover, the
emission of entangled photon pairs based on quantum dots at a clock rate of 400 MHz was

demonstrated already five years ago.[®

The level of control of the nuclear spin system which is the main source of spin dephasing
also improved dramatically recently, for instance, via optically pumped nuclear state
narrowing techniques.®® Coherent addressing of nuclear spin waves promises " further
enhanced coherence times. Furthermore, using quantum dot molecules one can employ
single/triplet qubit bases which are less sensitive to electric and magnetic field fluctuations !

as another approach to improve the coherence times in quantum dot systems.

Important efficiency parameters for a quantum repeater based on the quantum dot platform

are the photon collection and fiber-coupling efficiencies. Photon collection efficiencies
between 60% - 85% have already been reported for quantum dot micropillar and so-called
bullseye cavities.'®® "7 Theoretical values of up to 96% have been estimated in Ref. [73].
To achieve such values one can optimize the cavity design to improve unidirectional emission,
and at the same time optimize the vertical and lateral design of the etching processes. For
instance, for the bullseye it is known that the exact thicknesses of the epitaxial membrane
structure and the lateral grating are critical to obtain maximal values. Moreover, the quantum

dot needs to be well located, which can be realized via deterministic placement techniques.

For the fundamental mode of laser light (Gaussian TE,, mode), fiber-coupling efficiencies of
80% - 90% can be achieved in the labs. To achieve a comparable value for a quantum dot
light source, the quantum dot has to be embedded into a cavity structure exhibiting a nearly
Gaussian fundamental mode. This is possible for the pillar and bullseye microcavities.

Excellent cavity-mode-to-fiber coupling efficiency of 85% have already been achieved.!™!
14



WILEY-VCH

Additionally, one can implement a new type of 3D printed micro- and nano-optics with
complex lens designs for photon collection.t” This allows for high optical performance and
corrects for aberrations when imaging at wide angles. We therefore anticipate fiber-coupling

efficiencies in optimized cavities on the order of 80% - 90%.

For the ion platform, we refer to existing and potential future experiments with Calcium and
Ytterbium. The current parameters for Calcium are extracted from the recent experimental
results of Ref. [51] where the clock rate of 7 kHz is fairly small in comparison with the other
platforms (Table 1, number in brackets). A higher clock rate with (7.;cx) ™t = 0.47 MHz has
been achieved for Ytterbium.*? However, the link coupling efficiency in that Ytterbium-
based experiment 2 was smaller (P, = 1.2%) than that obtained in the Calcium-based
experiment [51] (Piink = 25%). Nonetheless, for the rate calculations based on Table 1 using
the faster clock rate (Fig. 7), we assume as well the higher value for Py, as the two relevant
experiments are both from the ion platform. Similarly, for the memory coherence time we
choose a value of 20 ms throughout.®Y As for the future parameters, we refer again to Ref.
[51] where ~25% photon-to-fiber link coupling probability per attempt was demonstrated.
Based on this result, assuming more efficient detectors and moderately improved ion-cavity
coupling, we infer as an extrapolation a future link coupling efficiency of 50%. A clock rate
of 1 MHz has already been achieved in Ref. [53] in a system without cavity, and this also
appears to be applicable to an ion-cavity system provided that the cavity is sufficiently short,

like in Ref. [38]. The memory coherence time is an already demonstrated value from Ref. [54].

Finally, for the Rubidium atom platform, the currently available values for P, and T,

refer to reported experiments with Rubidium atoms in a cavity.**3* More specifically, atomic
eigenstates can be chosen for the qubit encoding such that the effect of external magnetic

fields is significantly reduced. This way coherence times above 100 ms have been
15



WILEY-VCH

measured.4 Also from an earlier experiment, demonstrating atom-atom entanglement as
highly relevant in the context of quantum repeaters, we can infer a link coupling efficiency of
50% which can be further improved. Typical values for the clock rate in these experiments,
including additional operations such as intermediate atom cooling, are about 5 kHz (Table 1,
number in brackets). The assumption of potentially higher values then depends on a repeater
protocol that circumvents such slow additional sequences. Generally, the state fidelity plays
an important role for the atom platform. While currently fidelities of almost 70% are
possible,* with realistic fiber-based cavities of higher cooperativity fidelities of up to 96%
should be possible.”®! As a main challenge, like for all platforms, it is crucial to combine high
values of the three experimental parameters proposed in our simple model together with

sufficiently high state fidelities in a single system.

Let us finally comment on the quantitative effect of wavelength converters for switching from
the sources’ and memories’ wavelengths to the telecom wavelength as most suitably adapted
to a fiber communication channel. In our model, the effect of these converters can be
absorbed into P;;,,; via a wavelength conversion efficiency. For simplicity, we assume a
constant factor of ¥ for all platforms, while the relevant wavelengths in some platforms are
certainly harder to convert than in others. Quantum frequency conversion nonetheless now
achieves device efficiencies exceeding 50%. In particular, for Rubidium atoms, atom-
telecom-photon entanglement was recently demonstrated with a conversion efficiency of
57%.1®) For ions and quantum dots, conversion efficiencies of almost 30% and exceeding
30% were reported in Ref. [33] and Ref. [77], respectively. Current experiments with Calcium
ions produce (yet unpublished) experimental data compatible with a conversion efficiency
above 50% (based on the earlier experiment achieving above 25%,¥ see also Ref. [51] for a
Calcium ion experiment that achieved 25% conversion efficiency). For NV color centers, an

existing experiment reports a conversion efficiency of 17%.1® Thus, again, in all platforms,
16
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conversion to telecom wavelength has been experimentally demonstrated with efficiencies of
similar order of magnitude. We shall then analyze what the general effect of the assumed

factor ¥ reduction of P;;,; on the repeater rates is.

The figures below show the repeater rates calculated based on our model including throughout
an additional factor of ¥ for the experimental parameter P,;,,;. Figure S3 corresponds to the
rates of the NSP-QR cell as shown in Fig.5, but this time including the conversion efficiency.
Although the overall effect of the extra inefficiency does not appear dramatic, some platforms

that previously enter the repeater regimes now no longer achieve this.

L tkm] oL )

0 100 200 l 300 400 40

Fig. S3: Secret Key Rates (SKR) and High-Fidelity Raw Rates (RR) for the NSP-QR cell as shown in Fig.5, but
including a factor % in the link coupling efficiencies to take into account the effect of wavelength conversions.
Bottom plots show SAR in dB as a function of the total distance L in km for experimental parameters as currently
available (left) and as potentially available in the future (right). Top plots show RR in schemes where the
entangled states effectively created over the total distance L have a fidelity of at least 0.95 (left: current right:
future).

Similarly, we show the rates for the NRP protocol including the conversion efficiency. Figure

S4 corresponds to the rates of the NRP-QR cell as shown in Fig. 7 assuming a deterministic
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and fast memory write-in, but now also including the extra factor ¥z in Pj;,,;.. The effect of this
factor on the rates appears relatively small. Figure S5 is the counterpart of Fig. S2 (NRP-QR
cell with a teleportation-based, non-deterministic and slow write-in), with the only difference
now being the factor of %2 in Py;,,. In this case, the effect appears stronger. For the future
parameters, it can be most easily seen that the rates are basically downshifted, while the

repeater regime can still be entered over the distance considered.

Fig. S4: Secret Key Rates (SKR) and High-Fidelity Raw Rates (RR) for the NRP-QR cell as shown in Fig.7, but
including a factor % in the link coupling efficiencies to take into account the effect of wavelength conversions.
Bottom plots show SKR in dB as a function of the total distance L in km for experimental parameters as currently
available (left) and as potentially available in the future (right). Top plots show RR in schemes where the
entangled states effectively created over the total distance L have a fidelity of at least 0.95 (left: current right:
future).
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Fig. S5: Secret Key Rates (SKR) and High-Fidelity Raw Rates (RR) for the NRP-QR cell as shown in Fig.S2, but
including a factor % in the link coupling efficiencies to take into account the effect of wavelength conversions.

Bottom plots show SKR in dB as a function of the total distance L in km for experimental parameters as currently
available (left) and as potentially available in the future (right). Top plots show RR in schemes where the
entangled states effectively created over the total distance L have a fidelity of at least 0.95 (left: current right:

future).
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We propose two schemes to obtain Gottesman-Kitaev-Preskill (GKP) error syndromes by means of linear-
optical operations, homodyne measurements, and GKP ancillas. This includes showing that for a concatenation
of GKP codes with an [n, k, d] stabilizer code only 2n measurements are needed in order to obtain the complete
syndrome information, significantly reducing the number of measurements in comparison to the canonical

concatenated measurement scheme and at the same time generalizing linear-optics-based syndrome detections

to higher GKP codes. Furthermore, we analyze the possibility of building the required ancilla states from single-

mode states and linear optics. We find that for simple GKP codes this is possible, whereas for concatenations
with qubit Calderbank-Shor-Steane codes of distance d > 3 itis not. We also consider the canonical concatenated
syndrome measurements and propose methods for avoiding crosstalk between ancillas. In addition, we make use
of the observation that the concatenation of a GKP code with a stabilizer code forms a lattice in order to see the
analog information decoding of such codes from a different perspective allowing for semianalytic calculations

of the logical error rates.
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I. INTRODUCTION

In the last few years large interest arose in bosonic
quantum error correcting schemes, which encode a finite-
dimensional system within a harmonic oscillator, such as
cat and Gottesman-Kitaev-Preskill (GKP) codes [1,2]. This
growing interest for such codes came from experiments
demonstrating first implementations of these codes [3—5] and
partly already outperforming simple encodings, although the
codes were proposed already two decades ago. As these codes
even allow for error correction with a single oscillator mode
they are very hardware efficient. However, the GKP codes are
only able to correct small displacement errors and therefore
concatenations with stabilizer codes [6—10] are often consid-
ered in order to correct larger shifts. The analog syndrome
information of individual GKP codes has gained a lot of atten-
tion as it helps to further boost the error-correction capability
of the code concatenation, because even for a code of distance
d = 3 it allows for correcting some two-qubit errors.

GKP codes are now also considered for quantum commu-
nication, since they can be encoded in an electromagnetic light
field, which is the ideal long-distance quantum information
carrier, and so have been shown to almost achieve the capacity
of the loss channel in the low-loss regime [11]. Furthermore,
for quantum communication one only needs Clifford gates and
Pauli measurements which can be implemented in the GKP
encoding with Gaussian optics and homodyne measurements.
Recently concatenations with qubit stabilizer codes have been

“fschmi @students.uni-mainz.de
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considered for communication [12], making also use of the
analog information in the GKP error syndrome [13].

In this paper we primarily describe the GKP codes by
making use of their stabilizer formulation, because this allows
us to simply generalize results from the usual square-lattice
GKP code to more general lattices and it is also useful for
the concatenation with high-level codes, which we assume
to be qubit (qudit) stabilizer codes. We show that it is not
necessary to first perform the GKP syndrome measurements
and later those of the stabilizer code independently as it is
usually done in the literature. Instead it is possible to find a
joint minimal set of stabilizer generators for the concatenation
of both codes which can then be measured, reducing the
overhead of necessary ancilla states. Related to this result,
we propose two explicit methods for obtaining this syndrome
information without inline squeezing operations and based on
passive linear optics. In particular, our linear-optics schemes
for the error-correction syndrome detections include those
of the higher GKP codes, thus extending existing linear-
optics schemes for sole GKP qubit syndrome detection. These
linear-optical syndrome measurements might be useful in the
context of generalized approaches to fault-tolerant photonic
quantum computing with GKP codes [14]. We show that the
error-correcting properties of a code remain invariant under
(passive) linear-optical transformations for isotropic displace-
ment noise. Additionally, we also discuss the possibility of
generating the ancilla states necessary for error correction
with linear optics and show that it is impossible to generate
codewords of such a high-level GKP qubit code with code
distance d > 3 by employing rectangular single-mode grid
states and linear optics. These results are not in contradiction
and complementary to the results from Ref. [15], which con-
siders additional GKP states which are then measured, while

©2022 American Physical Society
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we do not assume such additional GKP states. We also dis-
cuss some other results concerning the possibility of building
GKP-type states with passive linear optics, namely, for GKP
Bell states composed of two general (multimode) GKP codes
or codewords assuming that two copies of suitable codes or
codewords are already experimentally accessible.

Moreover, we also discuss the possibility of performing
syndrome measurements of the higher-level code following
the canonical measurement approach in such a way that there
is no error propagation from one ancilla to another one. Fi-
nally, we demonstrate how one can systematically calculate
the performance of the concatenation of GKP qudits with a
high-level code when making use of the analog syndrome
information in a semianalytic way.

The paper is structured as follows. In Sec. II we review
qudits and GKP codes, and in Sec. III we give a brief review
about different schemes for obtaining the GKP syndrome
information. In Sec. IV we discuss the minimal number of
measurements for higher GKP codes and propose a linear-
optical realization based on error correction by teleportation.
In Sec. V we propose another linear-optical realization of the
minimal set of measurements and in Sec. VI we discuss meth-
ods for avoiding error propagation between ancillas when
performing stabilizer measurements. Finally, we compare the
different methods of obtaining the syndrome information in
Sec. VII and conclude in Sec. VIII.

II. BACKGROUND
A. Qudits

We refer to a quantum system represented by a finite-
dimensional Hilbert space of dimension D as a qudit of
dimension D. Furthermore, we label states in the Z basis by
elements of Zp. For these qudits we can generalize the Pauli
operators as

D—1
Xp=) [j+1 modD)(jl. (1)
Jj=0
. 27
Zp=) exp (igj)mm, )
Jj=0
2w
ZDXD = exp <13>XDZD (3)

For qudits we can then give D? basis elements for all opera-
tors, taking the form P™ := X[/Z}, with r, s € Zp. For brevity
we drop the index D in Pauli operators. When neglecting
global phase information, it is possible to map Pauli operators
acting on n qudits onto Z%' via

QX[ZY - X Zy) = (1o malst s ()

Using Eq. (3) we see that
rs pr's’ -27T o s’ F DS, r
P”P" =exp —le((r,s), ', sH)) )PP, (5)
where w(-,-) is the canonical symplectic form given by

w((r,s),(r',s))=r-s' —s-r. Thus, two Pauli operators
commute if and only if the symplectic form of the two

symplectic representations of the Pauli operators vanishes
modulo D.

Stabilizer codes (see Refs. [16,17] for more details) are
defined by an Abelian subgroup S of the Pauli group which
acts as the identity within the code space. Given such a group
it is possible to find a small set generating the whole group.
For the special case of prime D there is the nice relation that
the number of stabilizer generators is equal to n — k, where
n is the number of physical qudits and k is the number of
encoded qudits. However, for nonprime D we can have up
to 2n stabilizer generators [17]. The code distance of a sta-
bilizer code is given by the lowest-weight element in N'(S)/S,
where A/ (S) denotes the normalizer of S. It is quite conve-
nient to give a stabilizer code by an / x 2n matrix given by
the symplectic representation of the / stabilizer generators.
For Calderbank-Shor-Steane (CSS) codes this matrix can be
brought to the following form:

Hy O
H = ( 0 Hz>' 6)
Thus, bit and phase flips can be corrected independently.
Employing high-dimensional qudits instead of qubits
might be of practical relevance as qudits can tolerate more
(hardware-agnostic) depolarizing noise before entanglement
is lost or one is unable to perform quantum key distribution
[18-21]. Additionally, in the context of quantum error cor-
rection there is the quantum singleton bound showing that
there is a trade-off between the number of logical qudits and
the code distance for a given number of physical qudits. For
qubits there only exists a five-qubit code with code distance
3 satisfying the bound while for higher-dimensional qudits
there also exist codes for arbitrary large code distance d. An
example for such codes is the family of quantum polynomial
codes defined for prime qudit dimension D [22].

B. GKP codes

GKP codes [2] encode n qudits within the phase space
of a harmonic oscillator with n modes. These codes can be
understood as stabilizer codes, where the code space is sta-
bilized by a discrete, Abelian subgroup of the continuous
Weyl-Heisenberg group [23].

The elements of the continuous Weyl-Heisenberg
group for n modes can be given as U(0,«, )=
exp(if) exp(iv/2m Z?zl(ajc}j + B;p;)) with real numbers
o, B €R" and where ¢ and p denote the position and
momentum operators fulfilling [§, p] = ik; in this article we
set /i = 1. Thus this group is isomorphic to U(1) x R?". The
commutation relation of two group elements is given by

U01, a1, BU(02, a2, B2)
= U(Qz, o, ﬁZ)U(eh o, ﬂl)
x exp(—i2rw((ai, B1), (@2, B2))), (7N

where (-, -) is the canonical symplectic product already
introduced in the previous qudit section extended to real num-
bers and can be obtained by the Baker-Campbell-Hausdorff
formula. In order to obtain commuting operators, we need to
find elements in R?" whose symplectic product gives pairwise
an integer. We will refer to the parametrization via R?* as
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phase-space or symplectic representation. In order to encode
a finite-dimensional system in the 2n-dimensional code space,
we need 2n independent stabilizer generators which we use as
a definition for the stabilizer group. If we have found those
elements in R%", then we know that also all elements in the
lattice £ generated by the 2n independent vectors in R?" also
correspond to commuting operators due to the linearity of
the symplectic product [24]. The set of operators commuting
with all stabilizers corresponds to the dual lattice £ (with
respect to the symplectic form). Thus £+ /L give logical op-
erators and therefore we can define the code distance (with
respect to the Euclidean norm), analogously to qudit stabilizer
codes, as the minimum weight of nontrivial elements in £+ /£
giving the smallest error commuting with all stabilizers.

As an example let us consider the well-known square-
lattice code. The stabilizer generators are given by

exp(—iv2mDp),

with logical operators

4 L2, A L2, ©)
= €X — —_— s =€X —_— .
pl|—¢ D p 128 Y. D q

Thus all displacement errors smaller than /55 can be
corrected [25]. However, notice that the logical states |j) in
the Z basis are given as

17) =Z‘q=¢271_D(k+1%)>. (10)

keZ

exp(iv2nD§), (8)

The codewords consist of an infinite series of delta peaks
in position or momentum representation such that the states
are unphysical, because they are not normalizable and have
infinite energy. Thus one needs to consider approximate GKP
states, where we replace the delta peaks by narrow Gaussian
peaks and we also consider an overall Gaussian envelope in
order to make the state normalizable. Such a state can be
obtained by applying coherent, Gaussian displacements on an
ideal codeword. There are multiple approximations known in
the literature which have been shown to be equivalent [26]. In
this article, we replace the coherent Gaussian displacements
by incoherent ones, simplifying the calculations. This can be
understood as the result of an unphysical limit of a twirling op-
eration [27,28] acting on a state with coherent displacements
similar to the qubit case where it is also possible to reduce
arbitrary noise to Pauli channels by applying twirling opera-
tions. Thus the resulting state is noisier such that we obtain a
conservative estimate of the error-correction properties.

One main advantage of this GKP encoding is that all Clif-
ford operations acting on the GKP code can be implemented
by Gaussian operations. Additionally, Pauli measurements
can be implemented by using homodyne measurements.
Furthermore, GKP syndrome measurements, which can be
implemented by GKP states and Gaussian operations, applied
to the vacuum state are known to produce states that can
be distilled to magic states [29]. Thus, the generation of the
GKP states is the only needed non-Gaussian element for a
universal set of quantum gates. An all-Gaussian system can
be simulated efficiently [30].

Although only codewords of qubit GKP codes have been
explicitly demonstrated in experiments with ions [4] and su-
perconducting qubits [5], it is not much more difficult at
all to obtain codewords of GKP qudits. For example, in the
experiment in Ref. [4] one only has to modify the parameter
« in the conditional displacement in order to generate qudits
instead of qubits on a square lattice. Furthermore, the X and
Z eigenstates of the qubit square-lattice GKP code prepared
in the experiment can already be understood as a qudit GKP
codeword based on an appropriately chosen rectangular lat-
tice. Thus, for example the codeword |0) is given by the
same physical state for both codes and the difference of the
two codes only lies in the different definitions of Pauli and
recovery operations.

III. REVIEW OF SYNDROME MEASUREMENTS

We consider a concatenation of GKP qudits with qudit sta-
bilizer codes. We refer to the syndrome measurement where
we obtain information about the small shifts needed for cor-
recting the GKP qudit as GKP syndrome, while we will refer
to the syndrome obtained by measuring the stabilizer genera-
tors as stabilizer syndrome.

A. Stabilizer syndrome

The syndrome of a stabilizer code which encodes k logical
qudits into n physical qudits is formally obtained by mea-
suring all n — k stabilizer generators (for D prime, otherwise
up to 2n). When coupling ancilla qubits with data qubits for
obtaining the code syndrome it is highly desirable that every
ancilla qubit only couples with a single data qubit in order to
prevent a single error of the ancilla propagating onto multiple
data qubits. One such scheme is the Steane error correction
[31] where the n data qubits are coupled with 2 ancilla qubits
by transversal controlled-NOT (CNOT) gates. The CNOTs act as
the identity on the logical level for this ancilla such that we
learn the error syndrome but gain no information about the
encoded quantum information. In the special case of a CSS
code the 2n qudit ancilla states can be decomposed into the
two logical codewords |+) (1oy) being target (control) of the
transversal CNOTs and measured in the Z (X) basis.

A different approach is the so-called Knill scheme [32],
where the ancilla is given by a logical Bell state and Bell
measurements are applied to the data qubits and one-half of
the logical Bell state. In the original paper the scheme was
only proven for qubits, but in Appendix C we show that it also
works for D > 2 CSS codes.

B. GKP syndrome

Let us begin to review the different known methods for
obtaining the GKP syndrome. The schemes can be put into
two categories. On the one hand, we have sequential mea-
surements as the one proposed in the original GKP paper [2],
which is inspired by the Steane error-correction scheme for
CSS qubit codes [31], and further improved schemes reducing
the experimental resources [33,34]. On the other hand, we
have a teleportation-based scheme [29,35] inspired by Knill’s
error correction by teleportation [32] which only started to
gain more interest recently [36].
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FIG. 1. Different methods to obtain the syndrome information
of a square GKP code. (a) Steane-inspired approach introduced in
Ref. [2]. The CNOT gates are implemented by CSUM gates where
each can be decomposed into two beam splitters and two squeezers.
(b) Knill-Glancy scheme [33] where each CSUM gate is replaced by a
single beam splitter and squeezer. (c) Improved Knill-Glancy scheme
where we only need beam splitters and an offline-squeezed state.

1. Steane scheme

Now let us further discuss the sequential scheme. For
square GKP qubits the Steane error-correction scheme
[Fig. 1(a)] was proposed for performing the syndrome mea-
surement. First we have one code block containing the data
and two ancilla code blocks being in the |+) and |0) state.
In order to obtain the syndrome information of the modular
position a CNOT is applied to the data code (control) and the
first ancilla code (target) and the mode of the first ancilla
code is measured in the position quadrature. Similarly, we
obtain the modular momentum stabilizers by applying a CNOT
to the second ancilla code (control) and data code (target) and
the mode of the ancilla code is measured in the momentum
quadrature. In the code space this acts as the identity and
therefore by obtaining the error syndrome we do not ob-
tain information about the logical state. For the square GKP
code CNOT gates are implemented by controlled-SUM (CSUM)

gates [exp(—ig) p»)] which can be decomposed into two beam
splitters and two squeezing operations. From an experimental
point of view arbitrary passive linear-optical transformations,
decomposable into beam splitters and phase shifters, are easy
to implement while squeezing operations are not that simple
to implement (highest squeezed vacuum state 15 dB [37]).
Furthermore, it is hard to implement an operation which acts
as the squeezing operation on arbitrary input states. Thus
these squeezing operations are typically implemented via gate
teleportation with an, ideally infinitely, squeezed ancilla state
[38] and have already been used for implementing a CSUM
gate experimentally [39]. However, infinitely squeezed vac-
uum states are unphysical and can only be approximated by
highly squeezed vacuum states resulting in an approximation
error. Thus, it is beneficial to avoid inline squeezing and use
offline squeezing whenever possible.

2. Knill-Glancy scheme

The Knill-Glancy scheme [33] [Fig. 1(b)] was proposed for
a square-lattice (although it is easy to see that it also works
for rectangular lattices) GKP code and it can be understood
as a variation of Steane error correction where the CSUM gate
is replaced by a 50:50 beam splitter followed by a squeezing
operation with a squeezing factor /2. Independently from our
work, it was recently shown in Ref. [34] that the Knill-Glancy
scheme is equivalent to a scheme where no inline squeezing
is used [Fig. 1(c)], but one of the two ancilla GKP states is
squeezed by a factor of /2. In Sec. V we will show that these
improvements also work for arbitrary GKP codes. Further-
more, this improves the noise introduced by finite squeezing
and there also exists a similar scheme which also gives the
syndrome information of a high-level CSS code.

IV. IMPROVEMENT OF SYNDROME MEASUREMENTS

In many works [6—10] concatenations of GKP codes with
higher-level qubit codes are considered and the syndrome
measurements of the GKP code and the high-level code are
done independently. This means one first obtains the GKP
syndrome information for correcting the small shifts and then
one obtains the syndrome information of the higher-level
code for correcting the larger shifts. Each of these mea-
surements typically makes use of a GKP-like ancilla state
which is costly. Therefore, we discuss alternative measure-
ment schemes which only make use of a minimal number of
measurements.

Let us begin with the qubit case where we concatenate
an n-mode GKP code with an arbitrary stabilizer code. We
show that by using 2n measurements we not only obtain the
GKP syndrome information of the n-mode GKP code, but
also the additional syndrome information for decoding the
higher-level code. This can be seen rather easily by describ-
ing the whole concatenated code by a set of independent
(Weyl-Heisenberg) stabilizer generators. The stabilizer of the
GKP code can be obtained by applying logical Pauli operators
twice. In a naive approach one would construct a set of stabi-
lizer generators by first considering the stabilizers of the GKP
code and then adding the qubit stabilizers. However, these
stabilizer generators are not independent, because we can
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apply the qubitlike stabilizers twice in order to obtain stabi-
lizer generators of the GKP code. Thus we can remove these,
such that we still have 2n independent stabilizer generators.
When encoding quantum information into a code we have
a product state of inputs in Pauli eigenstates. This state can
therefore be described by 2n independent stabilizer genera-
tors. In order to do the encoding we perform a sequence of
Clifford (Gaussian) operations, changing the actual stabilizer
generators but their number remains invariant. Thus, we only
need to measure the 2n independent stabilizer generators in
order to obtain full syndrome information. Furthermore, we
can generalize this result to arbitrary qudit dimensions D
by using a different proof technique based on lattice theory
instead due to technical difficulties. The proof is given in
Appendix A. This result is quite remarkable, because one
needs no additional measurements in order to obtain the addi-
tional syndrome information of the higher-level code, which
consists of up to 2n (Pauli) stabilizer generators for the case
of nonprime D. While such minimal measurements have been
proposed in an ad hoc way for some codes [6,40], in the next
sections we discuss two schemes which allow us to obtain
the full syndrome information in a systematic way for general
GKP codes concatenated with stabilizer codes employing only
GKP-like states, linear optics, and homodyne measurements.

A. Teleportation-based error correction
1. GKP syndrome

Here we will discuss how to obtain the syndrome infor-
mation of a general GKP code which will be a building
block for the scheme that additionally also gives the syndrome
information of the high-level code. Let us first discuss the
special case of a GKP qudit code using a square lattice and
show that it is possible to obtain the syndrome information
without needing inline squeezing operations. Recall that the
(Weyl-Heisenberg) stabilizers of such a code encoding a qudit
(with dimension D) are given by

exp(—ipv/2mw D) and exp(igv/2n D), (11)

where § and p are quadrature operators of the harmonic oscil-
lator. The logical Pauli operators of the GKP code are given

by
— 2w — 27
X =exp (—zp,/ 3) and Z = exp (zq,/ 3) (12)

Therefore, the logical information encoded in |y)%X? is en-

coded in modular quadrature operators. Let us consider a qudit
Bell state

-1
1

[Poo)2,3 1= —= E |k, k)23, (13)
vD 5

which can also be described by the two (qudit) stabilizers X, X3
and 2,75 ! [41]. We can construct all other Bell states via

|®,4)23 := X5Z5|Doo)2.3, (14)

witr —{ee oD
—1_ D7

k
)55

FIG. 2. A logical qudit is encoded in mode 1 and is affected by
Gaussian errors (GE). Then it is coupled with one half of a logical
Bell state pair via a balanced beam splitter (BS). The position and
momentum quadratures of the beam splitter output are measured.
We can use these measurement results for error correction of the
GKP code and for correcting the higher-level code. The teleportation
protocol actually also involves applying conditional displacements.
However, when considering multiple rounds of this teleportation
protocol we actually do not need to apply the displacement in every
step, but we can keep track of the displacements and apply only one
displacement in the end, because they only shift the measurement
results of the next error-correction cycle. This is similar to the Pauli
frame for qubits. The dotted line denotes that modes 2 and 3 share an
entangled state.

where r, s € Zp. If we have such a qudit Bell state encoded
in two GKP qudits, the Bell state stabilizer conditions are
equivalent to

2
(ﬁz Y py— s,/g mod \/2710) 1©,)987 =0, (15)

. . 27
— b —r
92 — 43 D

Notice that these two stabilizers alone do not define a
GKP Bell state uniquely, because for example an in-
finitely squeezed two-mode squeezed state also satisfies these
conditions.

We consider a beam splitter with the transformations

mod \/271D)|CD,S)§§P =0. (16)

A 1 .

q= ﬁ(ﬂh —42), (17)

~ 1

p= %(ﬁl + p2). (18)
Let us first assume an ideal ancilla state |®,,)§5” and also

an arbitrary ideal data state |v/)7K”. Now we first show that
we can use the circuit illustrated in Fig. 2 for teleporting the
information encoded in the GKP qudit:

g1 mod ~2rD|y) %P | @) F5F
=41 — g +¢s mod V2rD|y) 5P| @, ) 5P

2
=q — 4o+ r,/g +4¢3 mod V27 D|y) 7P| @) §K"

2 2
=45+ V2§ +r| - mod V2w DIy R[5
(19)
Here we only used the stabilizer property of the GKP Bell

state. If we measure § and shift g3 by /24 + r,/ 2, we then
have successfully teleported the information encoded in the
modular position quadrature. Similarly we can teleport the
information encoded in the modular momentum quadrature
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by measuring p and shifting p3 accordingly:
ﬁl mod 2 H[f GKP|q>rs gEP

= pl P% + P3 mod v2m DY) GKqu)rs>GKP

27
=ﬁ1+ﬁz+ﬁ3—s,/3 mod V27 D|y) (K7 |®,) 5"

. 2
=ﬁ3+«/§ﬁ—s,/3 mod /27 D|) {57 | @, )57
(20)

The demonstrated teleportation is exactly the well-known qu-
dit teleportation applied to GKP qudits, if we assume that
the GKP states are in their code space such that they are
well-defined qudits. We already saw that we can use the
measurement result from the two homodyne detections for
shifting the GKP states back into the code space. Thus we can
understand the protocol in the following way: First we use
the homodyne measurement for correcting small shifts to the
nearest codeword in mode 1 and then we perform a common
qudit teleportation protocol, teleporting the encoded infor-
mation into mode 3. Therefore, the only actually interesting
observation lies in the fact that the homodyne measurements
give us information about the measured GKP Bell state and
the GKP syndrome information at the same time. Also notice
that the displacement for correcting the small shift together
with the displacement from the teleportation protocol reduces
to a single GKP Pauli operation.

2. Incoherent noise

Up to now, we considered only ideal GKP states which
are clearly unphysical since they are not normalizable and
have infinite energy. Realizable approximate GKP states are
for example given by a coherent superposition of Gaussian
displacements acting on an ideal GKP state. For simplicity
we will consider an error model of finite squeezing where we
replace the coherent displacements by stochastic ones.

First we will show that we can correct Gaussian shift errors
acting on the data mode, while assuming noiseless ancilla
states. Later we show that we can also consider noisy ancilla
states (in our error model) and this is equivalent to considering
noiseless ancilla states, but with more noise on the data mode.

In order to perform error correction of the GKP code

we actually have to measure § mod /3 and p mod

which give the result “0” for square-lamce GKP codewords.
For correcting shift errors we simply apply the smallest shift
needed to obtain a codeword again:

V26 mod |2 W YOKP| @, ) GKP
=41 —§¢ mod ,/ 1) OKP| @) GKP
[ hb GKP r\ GKP. (21)

For the last step we used our assumption that mode 2 is part

of a perfect GKP state and thus §, mod = 0. Hence,

we know the syndrome information and can apply the corre-
sponding correction shift onto mode 3. When we consider the
shift from the teleportation and the correction shift together,
we obtain simply a Pauli operator. The same reasoning holds
for the modular momentum quadrature.

Let us now consider also noisy ancilla states (assuming
a random shift model). Let v; denote the random variable
describing the momentum shift acting on mode i and &; denote
the corresponding random variable for the position shifts. As
it can be seen in Eq. (18) a shift of p; by v; and a shift of p,
by v, have the same outcome of the measurement as a shift
of p; by vy + v,. Similarly one can show by using Eq. (17)
that the position shifts acting on modes 1 and 2 have the same
effect on the measurement outcome as a shift of §; by u; — u,.
We interpret the shift errors on mode 2 as additional shifts
on mode 1 and the shifts of mode 3 are the finite squeezing
shifts of the data GKP qudit in the next error-correction step.
Also notice that there is no need (in the random shift model)
to perform the displacement operations after each correction
step, but one can keep track of them similar to a Pauli frame.
We did not assume a particular distribution of the random vari-
ables describing the shift errors and their possible correlations.
We will do this later when we discuss different approaches of
generating GKP Bell states.

3. General GKP codes

Let us now generalize this scheme from a GKP code based
on a square lattice to general GKP codes which may even
be defined on n modes. The stabilizer generators span a lat-
tice in the 2n-dimensional phase space. The correspondlng
logical Pauli operators are of the form X; = exp(—ia, P)
and Z; = exp(ib;Q;) where O and P are linear combinations
of quadrature operators, fulfilling the canonical commuta-
tion relation [gy, p;] = idy, and some a;, b; € R. Since we
are considering quantum teleportation, our resource states
must be Bell states encoded in the same code as the in-
put modes. For measuring the Bell states we only need
to measure X ;1X ;» = exp[—ia;(P;; + P;,)] and Zj,lfj_; =
exp[—ibj(Qj’l — Qj’z)]. However, the observables 13“ + quz
and Q i1 — 0 ;> commute such that we can measure them si-
multaneously instead of only measuring the quantities modulo
some constant. We have shown that it is possible to inter-
pret mode 2 as noiseless when considering more noise on
mode 1. Measuring the relevant syndrome means measuring
Q il modg—;’j and f’j. 1 modg—zj. However, we know that the state
in mode 2 is part of the logical Bell state and therefore the
relevant modulos of mode 2’s quadrature operators are zero.
Thus, we can obtain the modulo of the quadrature operators
of mode 1 by applying the mod function on the measure-
ment outcome of the commuting observables Qj1— Q) and

]] + Pj>. Recall that P and Q are linear combinations of
quadrature operators and therefore we can measure them with
passive, linear optics and homodyne measurements.

Let us first explain why this is possible in the single-mode
case. In order to measure Q1 Q2 and P, + P, we have to
couple modes 1 and 2 at a 50:50 beam splitter and then we

need to measure the resulting operators 0> and P; which
are both linear combinations of position and momentum
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operators. Equivalently, it is possible to represent this linear
combination in polar coordinates ag + Bp = y[cos(0)g +
sin(0)p] with «, B, v, 0 € R. Thus, the measurement of the
linear combination can be understood as the measurement of
a rotated quadrature which was squeezed in the direction of
6 where the squeezing corresponds to the factor y. However,
we can also understand the measurement of the linear combi-
nation as a measurement of the rotated quadrature operator
where we classically rescale the measurement outcome by
a factor y. In other words we have replaced the squeezing
operation by multiplication in a postprocessing step of the
measurement data. Let us now discuss the general multi-

mode case (n > 1). We need to measure all P; and Q; (j €

{1, ..., n}). Here, we only consider the case of Pj, because the
other one works analogously. In the symplectic representation

15j of the operators F’_,, we see that spanR(lsl, ..., B) gen-
erates an n-dimensional linear subspace of the phase space.
However, notice that the basis {P;, ..., P,} does not nec-
essarily form an orthonormal basis. Let {51, el §"} be an
orthonormal basis of the same linear subspace. Then there
exists an invertible (n x n) matrix A relating both bases via

n
By =) Aj. (22)

i=1
Thus, we can implement a measurement of (p T p2) by
measuring (£, ...,&,) and applying the matrix A onto the

classical measurement data. Since {§ Lsovnes én} is an orthonor-
mal basis, we can employ linear-optical transformations,
which induce arbitrary orthogonal transformations on this
n-dimensional linear subspace (symplectic, orthogonal trans-
formations on the whole 2n-dimensional phase space), and
quadrature measurements of independent modes in order to
measure {51, R §n}.

Therefore, for measuring the syndrome of any GKP code
we only need offline-squeezing operations and all inline oper-
ations are passive, linear optics and homodyne measurements.
This result is not obvious, because initially we only knew that
it is possible for the square-lattice GKP code. A straightfor-
ward way of showing this generalization would be by going
from a general lattice to a square one, performing the syn-
drome measurement, and going back to the general lattice.
The transformation between two GKP codes is realized by
a Gaussian operation, which in general involves squeezing
operations; thus the resulting circuit for performing the syn-
drome measurement is given by a linear-optical operation
conjugated by a Gaussian one. However, after conjugation
we do not necessarily obtain a linear-optical operation (for
a single-mode counterexample consider, e.g., a 5 phase shift
conjugated by a squeezing operation).

B. Obtaining the higher-level syndrome

Let us furthermore not only consider GKP qudit codes,
but a concatenation with a high-level [n, k, d]p stabilizer code
built with GKP qudits. Here, in order to obtain the syndrome
of the high-level code we explicitly perform Knill’s error cor-
rection by teleportation scheme [32]. The qudit teleportation
in the Knill scheme is here given by the GKP teleportation

discussed previously, which is also capable of additionally ob-
taining the syndrome of the GKP code provided the resource
state is a GKP Bell state. A logical Bell state is given by a
superposition of GKP Bell states, because the set of Bell states
forms an orthonormal basis for two qudits. As it can be seen in
Eq. (21), we can obtain the error syndrome of the GKP code
for any GKP Bell state and therefore by linearity also when
using the logical Bell state. We can then use this syndrome
information for mapping mode 1 into the code space (via
classical postprocessing) and then we can correct errors of the
high-level code simply by applying Knill’s error correction by
teleportation protocol and treating each of the three modes as
a qudit.

As a consequence, this scheme demonstrates that, on the
one hand, one does not need to measure the 2n stabilizers
in order to obtain the syndrome of the individual GKP qu-
dits followed by an additional measurement of the high-level
code’s stabilizer, but 2n measurements suffice and, on the
other hand, inline squeezing is neither needed for correcting
small shifts on GKP qudits nor for obtaining the high-level
error syndrome. In the original paper [32] it was shown that
the Knill scheme works for arbitrary qubit codes. In Appendix
C we show that it also works for qudit CSS codes with an
arbitrary qudit dimension D. Furthermore, for non-CSS codes
one can find a similar scheme where we need an ancilla state
different from a logical Bell state. This difference comes from
the asymmetry in the stabilizers Z,Z; Uand X;X, of a qudit
Bell state. X and Z are treated differently in the general qudit
case, while in the special case of qubits, X and Z are treated
equally, because the Pauli operators are self-inverse.

C. Example: Three-mode code

As an example let us consider the error correction of
the concatenation of square GKP qubits with the three-qubit
bit-flip code. It was already shown in Ref. [6] that the
code’s performance can be improved significantly by using the
complete (analog) error syndrome of the GKP syndrome mea-
surement in the decoder of the high-level stabilizer code. This
means we assign a value of reliability to every single GKP
error correction; i.e., the further we are away from a codeword
the lower the value of reliability. As it can be seen in Fig. 3 we
perform error correction by coupling the (three-mode) input
state with one-half of an ancilla state consisting of a Bell
state encoded in two three-qubit codes with transversal 50:50
beam splitters. Then we perform homodyne measurements on
the first six modes which allow us to calculate the needed
correction shifts as the six measurements contain the same
information as the measurement of the code’s six stabilizer
generators (explicit stabilizers are given in Appendix G).

When we consider ideal codes followed by independent
and identically distributed (i.i.d.) Gaussian noise, we can cal-
culate the resulting error channel we obtain when using the
analog information in an exact approach instead of requiring
simulations as in Refs. [6,13]. The crucial observation allow-
ing this is that the concatenation of square GKP codes with a
stabilizer code is a code with a more sophisticated lattice in
the phase space. The exact calculation can be performed by
calculating the Voronoi cells for £+/£. More details can be
found in Appendix G.
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FIG. 3. Error correction by teleportation for the concatenation of
a square GKP code with a three-qubit repetition code. In the first
three modes we have the noisy input encoded in the code. In modes
4-9 we have an encoded Bell state of the full code where we then
couple the first half with the three input modes transversally with
beam splitters. We then perform homodyne measurements and apply
conditional displacements on the second half of the encoded Bell
state.

D. Linear-optics state generation
1. GKP Bell states

Up to now we have not assumed anything about the random
variables despite their being Gaussian. However, depending
on the actual state generation there might be correlations
involved. For example, let us consider the case where we gen-
erate a square GKP Bell state by coupling a noisy |[+), and a
noisy |0)3 with a CSUM gate. We further assume that the noise
of both GKP qubits consists of i.i.d. Gaussian shifts in position
(u3, u3) and momentum (v3, v3) with variance A?. Due to the
CSUM gate we see that the random variables u, = u3, v, =
v; — vj and u3 = uj + uj, v3 = v} contain some correlations.
The states of modes 2 and 3 are used in different error-
correction steps and in usual decoding schemes (quite recently
decoders making use of the syndrome information of multiple
rounds have been considered [34]) it is assumed that each
correction step only uses local information, neglecting the
correlations. Therefore, it seems that the CSUM gate amplifies
the noise such that we have momentum shifts with variance
2A? in mode 2 and position shifts of variance 2A? in mode
3. When additionally considering the noise from mode 1 we
obtain the same result as in Ref. [33] that the sum of initially
three random variables of individual variance A? should be

smaller than %’ /2. Thus, in terms of thresholds we do not

gain anything by using a teleportation scheme instead of the
Knill-Glancy scheme.

Let us now consider a different scheme for generating Bell
states as introduced in Ref. [36] using only a beam splitter to

couple two noisy GKP-like states. Thanks to the simple linear-
optical coupling the resulting random variables u,, us, va, v3
are all i.i.d. with variance A”. This allows us to use simple
decoders depending only on the syndrome information from
this correction step without losing the capability of correcting
errors. Thus, in an error correction by teleportation we only
need to consider 20524 using this beam splitter approach instead
of 30@ when using CSUMs for generating the Bell states and
neglecting correlations between different teleportation steps.

In Ref. [36], it was shown for a square GKP qubit code
that a Bell state can be obtained by mixing two “qunaught”
states at a 50:50 beam splitter by using the state picture. Here,
we will first reproduce this result in the stabilizer formalism,
such that it will be easy to generalize the result to more general
GKP codes.

Now we will consider the slightly more general case of a
square-lattice GKP code with even qudit dimension D. Con-
sider the two single-mode states described by the stabilizer
group generated by the set of stabilizer generators:

{CXP(W 7 DG), exp (i\/ %Tl%),
. 4T, . .
exp (z qu) , eXp(l\/JTDpz)}. (23)

Let us apply a 50:50 beam splitter mixing both modes, result-
ing in the stabilizer generators

7D . 2T .
exp l\/T(lh'H]z) , EXp I\IE(PH'Pz) ,

2w . . |nD . ”
exp l\/E(‘]l_QZ) , €Xp l\/T(pl_pZ) .29

This set of stabilizer generators already describes the canon-
ical Bell state of the square GKP code. However, we will
consider a different set of stabilizer generators by multiplying
stabilizers such that it is more obvious that this set stabilizes
the Bell state:

2
{exp(ivanql), exp (z‘\/ 3”@1 + ﬁ2>>,

2
exp <i,/3”(q] _ qz)) , exp(ix/ZnDﬁl)}. (25)

Here we multiplied the first (fourth) stabilizer generator D/2
times with the third (second) stabilizer generator. Since the
number of multiplications must be an integer, we have the
restriction that D has to be even. For odd D it seems that
no scheme using only linear optics and two product states
is possible (a simple beam splitter solution does not exist),
but we have no rigorous proof for this. We obtained our
results (n = 1) by going through the above steps in opposite
direction in order to obtain the input state. We started with
the stabilizers of the desired Bell state [Eq. (25)], applied
an arbitrary two-mode passive linear-optical transformation,
and tried to multiply stabilizers such that there are only local
stabilizer pairs for each mode [Eq. (23)]. Notice that this
arbitrary operation can be decomposed into a relative phase
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followed by a beam splitter followed by another relative phase
and a global phase. The two phases applied after the beam
splitter are single-mode operations and are therefore useless
for changing entanglement, so we can ignore them.

Furthermore, it is also possible to show similar results (for
even D) not only for the square-lattice GKP code, but for more
general ones. However, this is meant in the sense that we can
obtain a 2n-mode Bell state by mixing two n-mode states at
n 50:50 beam splitters in a transversal fashion. The proof for
this is given in Appendix B.

2. Higher encoded GKP Bell states

The most important ingredient for the error correction
by teleportation of the high-level code is the generation of
the logical Bell state. Here, we discuss the possibility of
generating these high-level states by sending product states
of single-mode grid states through a linear optical network.
Such a generation would be nice for two reasons. First, the
linear-optical operations do not amplify the noise (we assume
the initial noise is isotropic), and second, inline squeezing is
experimentally demanding and usually implemented via the
teleportation of a finitely squeezed state necessarily introduc-
ing errors due to the finite squeezing. It is easy to see that this
linear-optical network is unable to transform small GKP codes
and states into a concatenation of a GKP code with a stabi-
lizer code, because linear-optical operations are represented
by symplectic, orthogonal matrices in phase space and due to
the orthogonality the code distance remains invariant (details
are given in Appendix F). However, while this shows that it
is impossible to encode arbitrary quantum information into a
code of higher code distance using linear-optical transforma-
tions, it might still be possible to generate some codewords
which can then be used for performing error correction.

As the next step we discuss this loophole for relevant cases.
Remember that linear-optical transformations are represented
by orthogonal and symplectic linear maps in the phase-space
representation. We will now use the orthogonality in order to
obtain necessary conditions. Thus, we need to check whether
the desired state admits a lattice representation with an orthog-
onal basis. Conditions for the existence of an orthogonal basis
are discussed in Ref. [42] for so-called construction-A lat-
tices (for every linear code C € Z” we can construct a lattice
{x € Z"|x mod p € C}), which appear when we consider the
concatenation of a GKP code with a high-level CSS code (the
codewords of C correspond to the stabilizers of the high-level
code, while the mod corresponds to the stabilizers of the low-
level GKP code), where the stabilizers of this concatenation
are given by the columns of the matrix

1 G* 0
A= ﬁﬂ%xbx ' ( 0 GZ) (26)

Each column of GX, G% corresponds to a basis element of
the corresponding construction-A lattice and each column of
\/Lﬁ]lznxzn gives the phase-space representation of the X and
Z operators of the square-lattice GKP code. Because much
experimental effort has been made in order to generate rectan-
gular grid states [4,5], it is a relevant question whether these
states can be transformed into codewords of the concatenation
of the square-lattice GKP code with a CSS code by passive

linear-optical operations. Thus, we want A = U - A" to hold
where U is an orthogonal, symplectic matrix describing the
passive transformation and A’ is a diagonal matrix denoting
the stabilizers of independent rectangular grid states. Since
A’ and U are orthogonal matrices, it is necessary that A and
therefore also G* and G? (needs to hold for at least one
basis) have to be orthogonal matrices in order for a passive
transformation to exist.

Before we consider a large class of CSS codes let us first
consider a specific example, namely, the three-qubit GKP-
GHZ state. Its qubit stabilizer generators are X;X,X3, Z,7Z,,
and Z,Z5. As a consequence we obtain

0 1 0
o], =11 1 27
2 0 1

N OO

as a possible basis of the construction-A lattices gener-
ated by the code C =C; @ C, = spany»(0,0,0[1,1,1) @
spang.((1, 1, 010, 0, 0), (0, 1, 1|0, 0, 0)). Since C; has code
distance of 3, it is obvious that code C cannot be factored into
(permutated) linear subcodes of maximum length 2. Hence, by
Ref. [42] there exists no orthogonal basis and thus we are not
able to generate the GHZ state from single-mode grid states
and linear optics.

In CSS codes the set of X-type operators (involving sta-
bilizers and logical operators) corresponds to codewords of
C7z and the set of Z-type operators corresponds to codewords
of Cx. Therefore, all operators stabilizing a logical Pauli
eigenstate correspond to a subcode of Cz @ Cx using the
symplectic representation and its code distance d(Cz @ Cx)
is given by min (d(Cz), d(Cx)). We are mostly interested in
codes which are able to correct at least arbitrary single-qubit
errors demanding that the minimum code distance is at least
3. In Ref. [42] it was shown that a construction-A lattice
over a binary field can only have an orthogonal basis if the
corresponding code can be decomposed in a specific structure
with a code distance of at most 2. Thus it is impossible
in the qubit case to find such a passive transformation. In
the qutrit case we can make a similar argument where the
code distance must not be greater than 3 (it might still be
impossible for 3); i.e., we can exclude the possibility of a
passive transformation for high-distance codes. Up to now we
only considered the concatenation with a square-lattice GKP
code, but in our argument we only used the property that the
matrix representing the X and Z operators of the GKP code is
orthogonal. Therefore, the result also holds for concatenations
involving any GKP code fulfilling this relation.

Up to now we assumed idealized infinitely squeezed GKP
states in the proof of the above no-go statement, but a similar
argument also works for the physically more relevant case of
approximate GKP states with coherent Gaussian displacement
errors where the Gaussian’s covariance matrix needs to be
proportional to the identity up to symplectic transformations.
We make use of the finite-squeezing stabilizers introduced
in Ref. [43], where finite squeezing with coherent Gaussian
displacement errors (covariance matrix proportional to the
identity) is applied by the operator ¢’ (A2 as a parame-
ter in order to be consistent with the notation of Ref. [43])
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transforming the stabilizer of an ideal GKP state exp(ig) to

oA exp(ig)eAzﬁ = exp{i[gcosh(Az) + i§ sinh(Az)]},

(28)
where g and g are (real) linear combinations of quadrature
operators and 7 is the total photon number in all modes.
Using the (canonical extension of the) symplectic represen-
tation one can map the stabilizer conditions of the finitely
squeezed states to a lattice embedded in C?" instead of R?".
Since Gaussian unitary operations do not couple the real and
imaginary parts in the symplectic representation, the real part
of the lattice also needs to fulfill the orthogonality constraints
as for the ideal GKP states independent from the imaginary
part. Up to scaling factors we have the same problem as in the
infinite squeezing case and since scaling factors are irrelevant
for orthogonality, we again obtain a no-go result. Let us now
briefly show that this holds for all Gaussians with a covariance
matrix which is related by a symplectic transformation A to
a covariance matrix proportional to the identity. We can see
this by first applying A~! to the ideal desired state, followed
by ¢’ in order to introduce the isotropic Gaussian noise
followed by A bringing the covariance matrix to the desired
form. The resulting stabilizer is then given by

explilAA~ 8AA~" cosh(A?) + iAA—1gAA™ sinh(A2)])
= exp{i[gcosh(A?) + iAA~1gAA= sinh(A?)]},

which has the exact form as in Eq. (28).

As it is impossible to build logical Bell states of a
high-level GKP code from single-mode grid states with linear-
optical transformations, one might be wondering if one could
use linear-optical transformations and two suitable n-mode
grid states as a resource instead. However, this also turns out
to be impossible for simple transversal beam splitters (see
Appendix B), although we have not proven yet the impossi-
bility of this with general linear optics.

An alternative approach to get rid of inline squeezing oper-
ations circumventing this no-go case was shown in Ref. [15]
where the authors propose to generate an n-mode GKP cluster
state by applying a linear-optical transformation on 4n rect-
angular GKP states, performing homodyne measurements on
3n modes and applying conditional displacements. Thus one
might think that one also obtains the advantage of amplifying
no noise. While technically true, one adds additional noise
due to the additional finitely squeezed GKP states. Strictly
speaking this approach would introduce even more noise than
the canonical circuit involving (ideal) controlled-Z (Cz) gates,
because by applying circuit identities one can show (see Fig. 2
of Ref. [15]) that the linear-optical scheme is equivalent to
the canonical scheme up to some CSUM gates which act as
the identity on the code space, but propagate noise from the
auxiliary states to the data state. Another disadvantage of this
scheme, despite its conceptual beauty and other possible prac-
tical advantages, lies in the overhead of the required costly
GKP states.

It is an interesting question whether there exist similar
schemes with a lower overhead, potentially introducing less
noise than the canonical encoding scheme.

V. KNILL-GLANCY ERROR CORRECTION

In the previous section we discussed one scheme al-
lowing us to obtain the full error syndrome without using
inline squeezing. In this section we will consider another
such scheme. This scheme is an improvement of the Knill-
Glancy scheme such that all squeezing operations only act
on ancilla states. For the square-lattice qubit GKP code this
improved scheme was already (independently from our work)
proposed in Ref. [34].

Here we will first discuss the stabilizer formalism and mea-
surements by discussing the error correction of one quadrature
in the original Knill-Glancy scheme as an example. Then it
is easy to first generalize the improved Knill-Glancy scheme
to arbitrary n-mode GKP codes encoding qudits of arbitrary
dimension D (see Appendix D) and later we also show that
we can obtain an analogous scheme in the case where we con-
catenate these general GKP codes with arbitrary CSS codes
(see Appendix E).

The stabilizers of the square qubit GKP code are
exp(i2+/m§) and exp(i2./7 p). Let us first consider the cor-
rection of position shifts. Thus we have to consider a general
GKP state and a GKP-|+) state. After the Gaussian error
channel we have an (unknown) error operator exp[i(vi§; +
V2go — ui p1 — uppr)]. After this error the two-mode state is
stabilized by the following four stabilizers:

exp(—iv12/7) exp(i24/7 p1),
exp(—it 2/7) exp(i24/7 41 ),
exp(—iva+/7) exp(i/7 po),

eXp(—itr2/7) eXP(2/7 ).

After applying the beam splitter, we obtain the stabilizer
generators:

exp(—ivi2/7) exp(iv/27 (1 + p2)),
exp(—iur 2+/7) exp(iv27 (§1 + &),

exp(—ivs/7) exp (@ G — ,%2>),
exp(—iu2v/) exp(iv/27 (§) — §2)).

As the next step we perform a position measurement of mode
2. We can then use the stabilizers to find the set of possi-
ble measurement outcomes. By multiplication we find that
exp[—i2/m (u; — uo)] exp(i2~/§§z) is also a stabilizer and
thus possible measurement values of &, take the form of

7 + oS for z € Z. In order to obtain the stabilizers after

the measurement we simply replace §, by the measurement
value of §,. For the stabilizers involving p we simply take
the smallest product of stabilizer generators such that there
appears no p,. This is quite similar to the qubit stabilizer
formalism, where one takes products of stabilizer generators
such that there is only one stabilizer generator which anti-
commutes with the observable. Since we are not interested
in the eigenstate after obtaining the measurement result we
can discard this mode, such that we only need two stabilizer
generators to specify our state. Thus the stabilizer generators
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are given by

exp[—i24/7 (v1 + v2)]exp(i2v/27 py),
(= 1) exp[—i/m (uy + uz)lexp(iv/27§y).

It is now easy to check that after applying a squeezing op-
eration (reducing the ¢ variances by a factor of 1/2) and a
position displacement by % - % mod, ﬁ(zﬁqz) [44] we
completed the error correction and are in a state which is
stabilized by

exp[—i2y/7 (vi + v2)] exp(i2/7 1),
exp { — i2v/m[u1 + 3 mod, 7 (2uy — 2uy)]} exp(i2v/7G1).

However, this only shows that we are close to the code
space of a GKP code, but we do not know if the infor-
mation within the code space is disturbed. Therefore, we
have to check that up to small phases (corresponding to
small errors remaining after the error correction) we also
have exp(i/7g;) — exp(iﬁc?]) which is easy to check
(before applying the squeezing operation). However, in or-
der to show exp(i/mp1) — exp(i\/ﬂfn) we also need to
exploit that the ancilla GKP qubit is in the |+) state, be-
cause otherwise we cannot have the product exp[i\/§ (h —
p)1expliy/Z(p1 + p2)] = exp(iv/27 p1). When considering
shift errors one simply has to check if the overall phase at
the end is approximately “0” (no error) or “m” (error). Since
we discarded stabilizer generators after the homodyne mea-
surement it could be possible that we discarded too many
such that we allow for too many states. However, after the
measurement we only have one mode of interest, but still two
independent stabilizer generators defining the code. Thus we
did not discard too many stabilizers.

In the improved Knill-Glancy scheme the first ancilla is
still a |+) state, but the second ancilla is now a |0) state which
is squeezed by a factor /2 which can already be incorporated
in the state generation, while we do not use inline squeezing of
the data mode [see Fig. 1(c)]. For the case where we consider a
concatenation with a CSS code we simply have to do the same
and replace the GKP Pauli eigenstates by Pauli eigenstates
of the high-level code and all beam splitters and homodyne
measurements are applied in a transversal manner.

VI. ERROR PROPAGATION IN STABILIZER
MEASUREMENTS

Let us consider prime qudit dimension D and a high-level
CSS code. Such a stabilizer code is also defined by n — k sta-
bilizer generators which generate the whole stabilizer group.
Usually the syndrome of a stabilizer code is obtained by
directly measuring the n — k stabilizer generators. In order to
measure the stabilizers, we couple an ancilla with the code’s
GKP qudits. The ancillas are finitely squeezed and therefore
we need to carefully design our stabilizer measurements in
such a way that a shift on one ancilla does not introduce
errors in other stabilizer measurements. This has been done
for the surface code in Ref. [7]. Here, we discuss whether this
is possible for every CSS code and how these measurements
need to be modified.

In this section we restrict ourselves to square-lattice GKP
codes concatenated with CSS codes. In order to perform stabi-
lizer measurements of CSS codes one couples an ancilla state
with the data qubits with controlled-X (CX; ;) operations. For
example, measuring the stabilizer Hiesuppon X; can be realized
by measuring the ancilla a of [], CX,i|+), in the X basis,
while the stabilizer [ [;cqppon Zi can be measured by measur-
ing []; CXi4l0), in the Z basis. We implement the CX gate
by using a CSUM gate since we consider a square-lattice GKP
code. Notice that operators acting equally within the code
space do not necessarily act the same way outside of the code
space. Furthermore, because ideal GKP states are unphysical,
we are almost surely outside of the code space and should
therefore take these differences into account.

When performing the Z-stabilizer measurements in a stan-
dard way the CSUM gates transfer momentum shifts from
the ancilla state originating from the finite squeezing to the
data GKP states resulting in correlated momentum shifts on
multiple data GKP qudits. When performing the X -stabilizer
measurements later these shifts may introduce errors in the
syndrome. Especially due to the correlations these shifts can
easily add up and overcome the threshold of correctable shifts
as the variance of the sum of n independent random variables
increases linearly while the variance of n times the same
random variable increases quadratically. Furthermore, due to
the correlated shifts the faults of the stabilizer measurements
would no longer be independent.

In Ref. [7] the authors introduced a way of using CSUM
and inverse CSUM gates to exploit the correlations of the shift
errors such that they cancel in the next stabilizer measure-
ment, and so there is no error propagation from one ancilla
to another ancilla for the planar-square surface code.

Let us now discuss this error propagation in a systematic
way in an attempt to generalize the scheme from Ref. [7] to
more general quantum error-correcting codes with parameters
[n, k, d]p. Let us define the vector

S Van)  (29)

of random variables describing the shift errors (u for position
shifts and v for momentum shifts) acting on data GKP qudits.
Similarly we can define such a vector for the ancilla GKP qu-
dits which are used to measure the X /Z stabilizer generators:

— oL
Agara = (W, Vg) = (Ua 1, ..., Udp, Va1, -

A;T(/z = (iix)z, Ox/z) = (Ux/z,1s - - - » UX)Z,Iy 7 (30)

UX/Z,15 -+ UX/Z.Ix;z ) 3D

where Iy, gives the number of X - or Z-type stabilizer gener-
ators. Suppose we assume that all data GKP qudits performed
their syndrome measurement before measuring the stabilizers
of the higher code. This means that all ¥ and v are i.i.d.
Gaussian random variables with mean zero and variance aszq.
We now first perform the X-stabilizer measurements and
due to the coupling we obtain the following error vectors:

i), = iig + Hy iix, (32)
v, = Ty, (33)
iy = iy, (34)
Uy = Uy — HyTq. (35)
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In order to measure the X stabilizer we measure the momen-
tum quadrature of the ancillas and therefore we always obtain
a faulty syndrome whenever a random variable in 7} lies in
the set of uncorrectable errors.

When we now perform the Z-stabilizer measurements we
obtain due to the coupling the error vectors

=/

- - T-

i, =1, = iy + Hy iy, (36)
=// =/ T > - T

U, =V, —H; V7 =V — H; Uz, 37)

ity = fiy + Hyily = iy + Hzilg + HzH] Oy, (38)

7. (39)

<l

<y
N~

In order to have a successful Z-stabilizer measurement
we demand that #/, needs to lie in the set of correctable
errors. The variance of (ii},); is given by (1 + [|(Hz)j > +
[(HzHy )j.+ll2)0,. Also note that HzH{ = 0 needs to hold in
order to avoid error propagation between the GKP ancillas.
However, up to now we only required that we are given a
valid CSS code, which means that all stabilizer generators
need to commute demanding HZHXT mod D = 0. These two
conditions are equivalent to requiring that the symplectic form
of any two rows of H vanishes (without or with mod D).
Therefore, it is useful to generalize the check matrix H €
20 o A € 20 where H ~ H mod D, ~ de-
notes row equivalence with respect to the finite field Zp, and,
furthermore, we need that the symplectic form vanishes for
any two distinct rows of H.

In a recent work (see Theorem 12 of Ref. [45]) in the
context of generalizing qubit to qudit codes, it was shown
that it is always possible to find such an H. Thus, there is no
error propagation anymore. However, this construction does
not guarantee that the stabilizer weights remain small such
that the noise actually coming from the data qudits may be
amplified in the syndrome measurement.

As one possible approach to reduce the stabilizer weights
we can simply add rows of the matrix H and try to minimize
the stabilizer weights, which means we simply look for a
different set of stabilizer generators. However, note that this
approach is not feasible, because the problem is equivalent to
being given a basis of a lattice and trying to find a different
basis with minimal length and this is also known as the short-
est basis problem on a lattice which was shown to be NP hard
[46].

A different approach relies on fixing the stabilizer weight
and trying to fulfill the symplectic condition. Here we will
look at the cases D = 2 and D > 2 separately, because in the
D =2 case X and Z are self-inverse, giving us much more
freedom while having the same stabilizer weight.

For D > 2 it is not possible to sustain the minimal sta-
bilizer weight from the canonical scheme and avoid error
propagation for arbitrary CSS codes, as it can be seen for the
example of the [D, D — 2, 2]p error-detecting code with sta-
bilizers ]_[?:1 X; and ]_[]D:l Z;. In order to sustain the minimal
stabilizer weight, we cannot modify the stabilizer genera-
tors, but their corresponding symplectic form does not vanish
(without mod D). However, for D = 2 we can consider the
stabilizers XX, and Z,Z; ! which still have minimal stabi-

lizer weight, but their corresponding symplectic form vanishes
(without mod D).

For D=2 we can ideally fulfill the two conditions
HzH; =0 and ”(HX/Z)j,*”Z = ||(HX/Z)j,*|2 simultaneously.
Let us now show some examples where we are able to fulfill
both conditions.

As the first example let us consider the quantum parity code
[47]; this is a CSS code and the Z stabilizers consist of weight
2 checks. Thus we choose Hy = Hy and for H; we use Hy,
but in each row we replace one of the two 1s by —1; thus the
symplectic form is given by 1 x 1 + 1 x (—1) = 0 (when it
does not vanish trivially). Also note that it is possible to define
the quantum parity code for qudits.

Let us now consider two-dimensional surface codes on
lattices without boundary. If all face stabilizers have an even
number of qubits in their support or if all vertex stabilizers
have an even number of qubits in their support it is possible
to achieve the optimal minimum. In order to do so we will
modify HX/Z for the type of stabilizers with even support (if
it works for both faces and vertices we can choose) and we
do not change the other. Notice that face and vertex operators
have either zero or two common qubits in their support. As
an example let us consider that our faces have even support.
Instead of assigning each edge (corresponding qubit) the value
1 we assign £1 in an alternating way (“neighboring edges
have different values”). Thus similar to the quantum parity
code the symplectic form vanishes. Notice that this already
includes many surface codes such as those with square, trian-
gular, and hexagonal tilings or even [4,5] tilings in hyperbolic
geometry [48].

However, also note that many surface and color codes have
already been generalized from qubits to qudits by considering
inverse Pauli operations [49-52], implying that we can use
their orientations to avoid error propagation and also obtain
the optimal minimum.

VII. COMPARISON OF DIFFERENT SYNDROME
MEASUREMENTS

We have discussed two different approaches for obtain-
ing the GKP syndrome information, namely, an improvement
of the Knill-Glancy scheme and an adaption of the error
correction by teleportation scheme. Both schemes have the
advantage of using no inline squeezing in contrast to schemes
which make use of CSUM gates, which are only implemented
approximately. In general, the GKP Bell states needed for
the teleportation scheme can be considered more expensive
than the ancilla states for the Glancy-Knill scheme, because
the former consist of a 2n-mode entangled GKP state instead
of two n-mode entangled states. However, for the case of
even qudit dimension D we have shown that it is possible to
generate such a state by sending two n-mode entangled GKP
states transversally through n beam splitters. Because there
are only beam splitters and there is also no offline squeezing
we even get less noise than in the Knill-Glancy scheme.

For obtaining the high-level syndrome information we
have considered three different schemes. Two of them (varia-
tions of the teleportation and the Knill-Glancy scheme) need
no inline squeezing, but complicated ancilla states consisting
of high-level encoded Bell states or (presqueezed) high-level
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Pauli eigenstates. These two schemes also have the advan-
tage that we also obtain the GKP syndrome such that we
only need to perform 2n measurements in order to obtain the
full syndrome information. One might say that generating a
high-level Bell state of a CSS code is not much more prob-
lematic than producing high-level Pauli eigenstates because
one could implement the logical CNOT via transversal CSUM
gates, but there we also have the issue that we correlate or
rather amplify the noise of different modes if we ignore the
correlations. However, in the third scheme (only for square
GKP codes) we first use 2n measurements in order to correct
displacements on the GKP qudits and then we perform the
high-level stabilizer measurements by coupling ancilla states
with the data qudits via CSUM gates. This scheme has the
advantage that the needed ancilla states are rather easy to
generate, but one has various disadvantages: one needs inline
squeezing operations, one has to use already 2n measurements
in order to correct the small displacements, and then addi-
tionally one has to measure the high-level stabilizers which
also increases the noise of the already corrected data qudits
due to backpropagation of errors originating from the finitely
squeezed ancillas.

VIII. CONCLUSION

In this article we have considered syndrome measurements
of general GKP codes encoding qudits of dimension D and
their concatenation with stabilizer codes. We showed that we
can obtain the full syndrome information of such an arbitrary
n-mode code by making use of only 2n measurements. Fur-
thermore, we discussed two schemes which allow us to obtain
the GKP syndrome information by using either two suitable
n-mode ancilla states or a single 2n-mode GKP Bell state
ancilla, transversal beam splitters, and homodyne measure-
ments. For the case of even qudit dimension D we were able to
show how GKP Bell states can be generated with transversal
beam splitters and n-mode grid states.

Concerning the high-level syndrome information, we also
proposed two similar schemes without inline squeezing which
give us the whole syndrome information with 2n homodyne
measurements employing an ancilla state. We believe that not
only for the Knill and Steane schemes as explicitly presented
in this work, but for all fault-tolerant error-correction schemes
where the data modes are coupled by transversal CNOTs with
an ancilla state (e.g., Shor states; see Sec. 4 of Ref. [53]) in
order to perform the syndrome measurements of the higher
code, one can additionally obtain the GKP syndrome informa-
tion of all involved GKP codes. Moreover, we discussed error
propagation in usual stabilizer measurements and also showed
that linear-optical transformations leave the code distance of
GKP codes and more generally error-correcting properties
of codes against isotropic displacement noise invariant. We
further analyzed the possibility of generating high-level code-
words by rectangular single-mode grid states and linear optics.
Besides this, we proposed an approach to calculate the logical
error rates of a concatenation of a GKP code with a stabilizer
code making use of the analog syndrome information where
we calculate integrals instead of performing Monte Carlo sim-
ulations. Our main results can be summarized as follows:

(1) For GKP higher code syndrome detection, we pro-
posed a minimal stabilizer set to be measured to obtain the
full syndrome information.

(2) For logical qubits as well as qudits with nonprime di-
mensions the minimal measurement set is directly obtainable
through Knill’s error correction by teleportation on the higher
level using higher GKP Bell states; this directly provides an
operational interpretation leading to a possible implementa-
tion with transversal GKP qubit teleportations using beam
splitters.

(3) For general logical qudits the minimal set can be de-
rived via lattice theory.

(4) In a second scheme, different from Knill’s, we
achieved the same for higher code syndrome detections, gen-
eralizing known results for only the lower GKP level, still
avoiding inline squeezing.

(5) For GKP higher code state generation, given higher
n-mode GKP codes (k < n qudits), we showed that the cor-
responding higher GKP Bell states cannot be obtained via
transversal beam splitters; for arbitrary passive linear optics,
it remains open.

(6) For GKP higher code state generation, given copies of
arbitrary rectangular single-mode grid states, we have shown
that the codewords of the higher GKP codes can generally not
be obtained via passive linear optics.

(7) For GKP qudit Bell state generation, generalizing a
known result for GKP qubits, we showed that for even qudit
dimension the Bell states can be created from a number of
suitable input grid states via transversal beam splitters (this re-
sult includes states with k = n qudits encoded into n modes);
whether this is also possible for odd qudit dimensions remains
open.

Note added. At the final preparation stage of this work,
Ref. [54] was posted. Similar to our treatment, that work also
addresses the issue of a minimal stabilizer basis in higher GKP
codes. While there is also some overlap in terms of the meth-
ods used, overall the two works are complementary, where our
work has a particular focus on linear-optical realizations of the
error-correction schemes.
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APPENDIX A: MINIMAL SET OF STABILIZER
GENERATORS

Theorem 1. For any GKP code (n modes, arbitrary qudit
dimension D) concatenated with an arbitrary stabilizer code
it is possible to obtain the full syndrome information with 2n
measurements.

Proof. Tt is well known that the phase-space representation
of the stabilizers of a GKP code forms a lattice £ C R?". Sim-
ilarly, the phase-space representation of the set of operators
commuting with the stabilizers £~ C R?" also forms a lattice
(see Sec. VI of Ref. [2]). We can show that the phase-space
representation A of the stabilizers of a GKP code concate-
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nated with a higher-level stabilizer code also forms a lattice.
For this we have to show that A is a discrete, linear subgroup
of R?" and we will use the relation £ C A C £+ (the last
relation holds because all stabilizers have to commute). Since
we can obtain A by adding additional points to £ in a linear
way, it is easy to see that A forms a linear subset of R?". Since
A is a subset of £ which is discrete (since it is a lattice),
meaning that there exists an € > 0 such that there is always at
most one lattice point in an € neighborhood, it is clear that A
is also discrete and therefore also forms a lattice. Every lattice
has a basis (see Theorem 8 of Ref. [55]) and therefore we only
have to measure the 2n operators corresponding to the lattice
basis elements. ]

APPENDIX B: LINEAR-OPTICAL DECOMPOSITION
OF BELL STATES

Here we show that it is possible for arbitrary GKP codes
with even qudit dimension D to generate Bell states by mixing
two GKP-like states at n beam splitters transversally. Let us
choose a fixed arbitrary GKP code (encoding & = n qudits in
n modes) and let us write the logical Pauli operators as X ; =
exp(ifj) (j € {1, ..., n}) implicitly defining )ch and we do the
same for Z; with Z; = exp(iZ;).

In the next step the first index will number the logical
operators of a GKP code and the second one will number the
two codes. We start with the product state stabilized by the 4n
stabilizers (j takes every value in {1, ..., n})

. D . . /A
{exp (lﬁzj,l), exp(zx/zxj,l),

" D .
exp(i«/zzj‘,z), exp (iEJ_CJ‘J) }

For the special case of n =1 and D =2 we have the four
stabilizers of the product state of two GKP “qunaught” states
(each representing a one-dimensional GKP space and hence a
state with equal lattice spacing along x and p, ~/27).

After applying a 50:50 beam splitter transversally upon
every pair of code states 1 and 2 for every j, we obtain

D . A ~ ~
{exp [iE(Zj,l + Zj,z)], expli(x;1 +X;2)1,
. Fay .D 2 o
expli(zj1 —z;2)], exp [’E(x“ — quz)]}.

After a suitable multiplication (strictly assuming even D to
make sure an integer number of multiplications) of the stabi-
lizers as discussed in the main text, we get

{exp(iDZj1), expli(X; 1 +X;2)],
expli(Zj1 — Z;2)], exp(iDx; 1)},

where it is obvious that this set stabilizes GKP Bell states as
this set contains X 1 X, and 717; which are the stabilizers of a
Bell state and furthermore we have two independent stabilizer
generators from the original GKP code. For the cases with odd
D we do not know whether GKP Bell states can be built from

two n-mode code states with linear optics.

When we consider a code encoding k < n qudits in n
modes, unfortunately it is impossible to generate logical Bell
states by coupling two product states by simple transversal
beam splitters. In this case, the code space is defined by 4n
independent stabilizer generators and 4k of them are propor-
tional to logical Pauli operators. For these stabilizer generators
we already know what the input stabilizers should look like.
Thus, we only need to know what the remaining input stabiliz-
ers should look like. In order to obtain these we first consider
the desired stabilizer generators and transform them by the
inverse beam splitters (our beam splitters are self-inverse).
Also notice that these stabilizer generators are independent
(linearly independent in the symplectic representation) and
thus we only need to consider a pair of equivalent stabilizers
of both codes:

{exp(ig1), exp[i(&1 + §2)1}

o] 5@+ 20| exnivaan)

—=(&1 2) | -
V2

It is obvious then that it is impossible to multiply the first

stabilizer with the second one in such a way that the first

stabilizer only acts on the modes belonging to code 2.

APPENDIX C: KNILL ERROR CORRECTION FOR QUDITS

Here we generalize the error correction by teleportation
scheme proposed by Knill [32] from qubits to qudits. Al-
though this scheme works for arbitrary qubit stabilizer codes,
we have to restrict ourselves to CSS codes for the generaliza-
tion to qudits, because the Pauli operators are not self-inverse
anymore.

The projection operator onto the code space with syndrome
s is given by (Q is a matrix where each row corresponds
to the symplectic representation of a stabilizer generator,
see Ref. [32])

D—1
@, e) =[] <Z(exp(iwé’z)§1 )-">, (1)

I \j=0

where g, is the /th stabilizer generator of the code represented
by the matrix Q, and

M(Q, 0)|H) (€2
= IL(Q, OIT>(Q, 0)| 1) (€3)
= M2(Q, OIT1(Q, 0)| @) (C4)

In the first step, we wrote down the state which is needed to
follow Knill’s proof. We then try to simplify this expression.
In the second line we used the idempotence of projection
operators. In the next step we used that qudit Bell states are
stabilized by the X1X> and Z,Z; ! Therefore, the projection
onto the code represented by the matrix Q with syndrome O on
the second n qudits is equivalent to a projection onto the code
represented by O with syndrome 0 on the first n qudits. Here O
is given via Q where all entries corresponding to X operators
are multiplied by —1. If Q is a CSS code then this means that
some rows have to be multiplied by —1 and their syndrome
should yield 0. One can multiply these rows again by —1 to
obtain Q, but the syndrome does not change. This can also
be understood in the following way: all X-type operators in
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the stabilizer generators have been inverted. Thus for CSS
codes the stabilizer group remains invariant. However, if Q
does not represent a CSS code it may describe a different
code from Q. We checked it for the five-qudit (with stabilizer
generators X ® Z® Z~' ® X' ® 1 and cyclic permutations
thereof) code that the stabilizer group generated by QO does not
equal the group generated by O for D > 2 in general.

The remaining proof is completely analogous to Knill’s
proof where he changes the order of the conditional Pauli
operations and the projection operator, resulting in a changed
syndrome and using the fact that the quantum teleportation
protocol implements the identity.

APPENDIX D: LINEAR-OPTICAL KNILL-GLANCY
SCHEME FOR GENERAL GKP CODES

Let us consider an n-mode GKP code which encodes qudits
of dimension D, but now without concatenation with a stabi-
lizer code. Let us consider normalized quadrature operators i
(j €{l,...,n}) generating X; and normalized quadrature op-
erators ¥; generating Z;. Thus we know that only [#, Dx] # 0
and all other commutators vanish. Furthermore, for a quadra-
ture operator § there exists a symplectic representation as a
2n-dimensional vector. We will refer to this symplectic rep-
resentation as well as a measurement result of § as s, but it
should always be clear from the context what the meaning
is in each case. The quantity w(-,-) denotes the canonical
symplectic form.

The stabilizers are then given by X and ZP (j €
{1,...,n}) with

1
X; = —_— Dl
exP( \/Dw(u,,v,)>’ ®b

i 1
Zj = eXp (lU] m) (D2)

Without loss of generality we have assumed that w(u;, v;) >
0 (the square GKP code is obtained with it; = —p; and D; =
G;)- In order to consider shift errors in the stabilizer formalism
we use the identity

ia ,ib ,—ia __

PP etbefﬂnw(a,b).

(D3)

Let us now briefly discuss how the stabilizers of a GKP
code transform under shift errors e'“:

) = ely), (D4)
1) 1= ely) = e |y) = elePe ey (DS5)
— ei(l;72na)(a,b)) W;) (D6)

We will now show that we can apply the linear-optical
Knill-Glancy scheme to general GKP codes. In the first stage
the n data modes and the first n ancilla modes are given by
the following stabilizers assuming displacement errors with
symplectic representation e; and e, and subscripts 1 and 2
refer to the data and half of the ancilla modes, respectively:

D

w(uj, vj)

)

exp (i(ﬁj,1 —2mw(er, uj))

D
exp (i(ﬁj,l —2mw(es, vj))\,_a)(w ") ’7
j> Vj
. 1
j> Vj
o [ D
exp (1(11,32 —2nw(ey, v))) _w(u~ v~)>'
j» Vj

After applying the 50:50 beam splitters we obtain the follow-
ing stabilizers:

. lftj,1+’/:lj.2
exp <l(T — 2nwler, u) ))\/7
5 w(uj, vj)
<(u 1+ (
exp —2mw(ey, vj)
f a)(M],U]
eXp((L\/;ﬂ—an(ez,“J) Dw(u v; )’
J? J
. f}‘, _f)" D
exp (l(%—an(eva)) o;,v;) ]
AR

In the next step we perform measurements of v ;2 and the
measurement outcomes ¥, give us partial information about
w(e; — ez, v;) as it can be seen by the stabilizers (before the
measurement):

s | D )
exXp (i(ﬁf)j,z — 277.’0)(61 — e, vj)) m .
AR

After the measurement the stabilizers of the data qudits are
given by

2 D
exp (l'(\/zﬁj,] —2nw(e; + e, u])) m s
AR
Vi1 —|—U12 D
ST R o)) | ————
exp < ( 7 Tw(e vj)) (), v))

We then apply a shift exp(iit i %) The stabilizers in
AR
the second phase of the scheme are

D

w(uj,v;)

)

exXp (i(x/ift“ — 27‘[(,()(6‘1 + e, l/lj))

D
w(uj, v;)

_b
w(uj, vj) ’

v]3 27ta)(e3,v])) 1
V2 Dow(uj,v;) )’

exp

)

—2nw(ey, v])>

exp

exp (z(«/_u,3—x/_2ﬂw(€3,uj))
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After applying the beam splitter we obtain

2 2 | D )
exp (l'(ﬁj,l + ﬁj,3 — 271a)(e1 + e, I/tj)) m .
A

2 | D )
exp (i(ﬁj,] —Uj3— x/zZna)(eg, u;)) m ,
Jj» Vj
ex i le)j,l — ls)jq3 _ 27'[6()(63, l)j) 1
P 2 V2 Do(uj, vj) )

We then measure the operators i;3 which are again con-
strained by a stabilizer and this gives us partial information
about w(e; + e; — «/563, u;). Thus, after the measurement
the GKP code is stabilized by

ex i%- —2nwe+e—3v« L
p Ji1 1 \/zv J C()(MJ,U])

D
o(uj,vj) )

E ﬁj.3 .
le’Ierw(u,-,vj)) mn

18]

exp (i(lij-,] +itj3 —2ww(e + e, u;))

Similarly as before we apply a shift exp(—
order to obtain the stabilizer

2 D
exp | i(itj1 — 2mw(e) + ez, uj)) | ———
w(uj, v;j)
_A similar calculation can be done for the logical operators
X and Z. When doing this for X one can see that the logical
operator transforms as

n 1
exp (l(l/lj’l — 277.’(,()(61, uj)) m
j» Vi
.2 1
— exp | (it — 2nw(e) + ez, uj)) m ,
i Vj

D7)

which means we need to know w(e; + e, u;) in order to
perform the error correction, but we only know w(e; + e; —

«/563, u;) mod 2w+ w—”z)v’ from our measurement results.

Up to small displacements originating from the noise on
the ancilla states, we now have the same state as before the
error correction, but we can use our measurement results for a
maximum-likelihood estimation (which might also consider
correlations between the measurement results) of w(e;, v;)
and w(e; + e>, u;) and apply correction shifts accordingly.
Since we never use the periodicity of the exponential it is
straightforward to see that a similar calculation also holds if
one assumes that the data qudits are stabilized by either X;
or Z;. Thus logical errors can only occur if the maximum-
likelihood estimation fails.

APPENDIX E: LINEAR-OPTICAL KNILL-GLANCY
SCHEME FOR CONCATENATED CSS CODES

Here we show that it is possible to obtain the full syndrome
information in a scheme similar to the one described in the
previous section. We only have to consider (squeezed) logical
Pauli eigenstates of the high-level code instead of the GKP
code. Since we consider a concatenation of a GKP code and a
high-level code, we also have the GKP code stabilizers and
additional ones from the high-level code. Thus, we obtain
the syndrome information of the GKP code completely analo-
gously as in the proof in the previous section and we only need
to prove that we are able to obtain the syndrome information
of the high-level code. However, notice that our new stabilizer
set does not contain GKP Pauli operators, which were needed
in order to ensure that the information encoded in the GKP
code is not corrupted. This looks like a big problem, but
actually we do not care whether the information in single GKP
codes is corrupted. We only want that the information encoded
in the concatenation of the GKP and the high-level code
remains unchanged. This is achieved by having (squeezed)
logical Pauli operators of the high-level code instead of those
for the low-level GKP codes in the stabilizer group.

Let us now prove that we are able to obtain the syn-
drome information of the high-level code. The stabilizers
corresponding to the high-level code are given by (subscript
! numbers independent stabilizer generators of the high-level
qudit code)

= > Vj
exp (i D (01 = 2mo(en, ”-f))H;}’\/%)

P Jr "]
exp (lz (lf{j,z —2nwley, uj))Hjﬁlm>’

= J* ¥

. n . , 1
exp (l Z (D2 — 2mw(es, vj))Hj, —_— .

= Da)(uj, vj)

After applying the 50:50 beam splitter we obtain

. - ft,‘,1 +L¢t,‘,2 a 1
exp | i (— —2rw(e, u~)>H-, — ),
< /le: V2 )N Da(uj, vj)

Uj1 + 02 i
Jjl

o (B =i 7 1
E 2L T ou) |HE [ ——— .
o (l im1 ( V2 Tete M])) M Dou;, Uﬂ)

— 27‘[(1)(81, vj)

v
O

— b, .
L2 _2nw(es, vj) H}’l

S
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We then measure v;, which is constrained by stabilizer
conditions

exp (l Z(\/Eﬁjz - 277,’6()(61 — e, vj))Hjl

J=1

1
Da)(uj,vj)

giving us partial information about the displacement errors. If
we perform an ideal formal stabilizer measurement we would
learn the stabilizer

. . L bl 1
exp ZZ(v_i,z —2na)(el,v_,-))Hj, m .
j=1 ”

Thus, up to a bit of noise originating from the noisy ancilla and
a rescaling by a factor of +/2, both approaches give the same
information about the displacement errors. The state after the
measurement, considering the new ancilla, is then given by

N~ f5n 1
exp (l E («/iuj,l —2nw(e; + e, uj))Hﬂ m) )
j=1 J

T~ 5',1 + Vo o 1
exp (1 Z <# —2nw(ey, Uj))Hﬂ m
j» Vj

j=1

n . . l
exp (i) (V2itj3 — V22w w(es, uj)HY | ——- |,
( ; ! ! J Da)(uj, Uj)
(Vs 1 5 1
exp | i <— — —2nw(es, v'))H- — .
( ; V22 )N Dotuj, v))

By applying a corresponding displacement shift as in the
previous section, we can remove the phase depending on ¥ 5.
After applying the second beam splitter we obtain

n
. 2 2 i 1
exp( Z(uj1+uj2—2ﬂw(€1+ez,Mj))Hﬂ,/m)
15) v R 1
jl+ j3—2na)(e1,vj) H) | ———|.
"V Do(uj, v;))

( Z(ull — uj3 — \/_27760(63, u]))H%

IE) UJ3 1
— —2nw(es, v;
( \/E (3 j))

HY) /—
Dw(u;, vj)>

We then measure ii; 3 where we obtain partial information
about the displacement errors due to the stabilizer constraint:

exp

1
Dw(uj, Uj)>’

n

exp (i Z(Zf‘f’z —2nw(er + ey — V2e3, u)))

=1
. 1

xHY | ————
P\ Do(uj, v;)

After the measurement the states are approximately (be-
cause of the small displacements on the ancillas) back to the
code space and we have obtained the full syndrome informa-
tion. The steps involving the logical Pauli operators showing
that the logical information is not corrupted work completely
analogously as in main text where we discuss the original
Knill-Glancy scheme.

APPENDIX F: LINEAR OPTICS PRESERVES
CODE DISTANCE

(Passive) Linear-optical operations acting on n modes are
described by elements of the unitary group U (n) acting on
the mode operators. Using the two-out-of-three property (see
p. 44 of Ref. [56]) of unitaries we see that U(n) = O(2n) N
Sp(2n). Therefore, the linear-optical operation is represented
by an orthogonal and symplectic matrix in the 2n-dimensional
phase space.

Let us consider a lattice S C R?" where the symplectic
form between any two lattice points yields an integer repre-
senting the commutation condition of stabilizer groups in the
symplectic representation. This includes the case of general
GKP codes and concatenations with higher-level stabilizer
codes. Furthermore, we define the dual (with respect to the
symplectic form) lattice £1(S) as the set of points whose
symplectic form yields an integer with every point of the
lattice S. The code distance of the corresponding code is then
defined as min ||u — vz [57].

“ uiu

When we now apply a linear-optical transformation to
the corresponding state, we have to transform our lattice by
multiplying it by an orthogonal and symplectic matrix M.
Therefore, the new lattice is given by M S, where the product
is defined elementwise for every element of the group S.
Since symplectic matrices do not change symplectic forms,
it can be seen from the definition of the dual lattice that
ML*(S) € L+(MS). However, since M is invertible, we even
have equality between both sets (for a proof first apply M and
then M~ and obtain a sequence of subsets where the left and
right sides are the same). We now calculate the code distance
after applying M and see that it is left invariant since unitaries
do not change the norm:

min W =v'lla=min [IM(u—v)l2
u W' eL(MS)/(MS) u,veL(S)/S
u'#v' u#v
= min |lu—v|>.
u,veL(S)/S
u#v

Thus, linear-optical transformations preserve the code dis-
tance of general GKP codes and we cannot hope to find a
linear-optical circuit transforming independent GKP codes
into a high-level concatenated GKP code. However, it might
still be possible that some codewords of the high-level code
can be generated easily by individual GKP-like states and
linear optics. One application of this possible loophole is the
generation of the ancilla states that we need for our error-
correction schemes.

Furthermore, it is also easy to see that two general quantum
error-correcting codes (not necessarily GKP codes) which
are equivalent up to some linear-optical transformation have
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the same error-correcting properties against isotropic dis-
placement error channels (e.g., i.i.d. Gaussian displacements).
Instead of transforming the codes we can transform the noise
channel accordingly. However, the isotropic displacement
error channel is left invariant by the linear-optical transfor-
mation, because the probability distribution of the isotropic
displacement noise channel only depends on the 2-norm
of the displacement vector. This norm is preserved by the
transformation as it acts as an orthogonal matrix in the phase-
space representation. As a consequence, the error-correcting
properties of these two codes are the same against isotropic
displacement error channels.

APPENDIX G: EXACT CALCULATION OF ANALOG
INFORMATION IN THE THREE-QUBIT
REPETITION CODE

When using a minimum-weight decoding scheme, we are
applying a correction shift of minimum weight such that we
recover the code space; i.e., the combination of the error and
correction shift is an element of the dual lattice £1. Since
the three-qubit repetition code is a CSS code, we can correct
position and momentum shifts independently, reducing the
dimensionality of the computational problem by a factor of
2. Here we will also only discuss the position shifts as the
momentum stabilizers are those of independent square-lattice
GKP qubits. The stabilizer generators and representatives of
logical operators of the code are given by

expliv/7 (g1 — §2)1,  expliv/m(G> — §3)],

exp(i2v/7ds),  exp(i2y/mpr),
exp(i2v/7p2),  exp(i2v/7 p3),

X = expliv/m(p1 + P2 + p3)],
Z = exp(iv/7T§1).

We can then decompose £+ = L7 U Ly, corresponding
to the represented operator X. In order to obtain the set of
correctable errors we have to calculate the Voronoi cells,
where each cell consists of all points being closest to a given
lattice point, of £+ and consider the union of all Voronoi
cells including a point in Ef This can easily be done by
generating a finite-size lattice and using the SCIPY func-
tion scipy.spatial.Voronoi for calculating the Voronoi
cells. Using the translation invariance of the actual lat-
tice we can then obtain all Voronoi cells by applying it
to cells which are not distorted due to finite-size effects.

error probability
(]
o
4

—— analog information
---- no analog information

01 02 03 04 05 06 07 08
standard deviation o

FIG. 4. Logical bit-flip error rate of square GKP code concate-
nated with the three-qubit bit-flip code using our exact calculation.
Our results are in good agreement with Fig. 2 of Ref. [6], where the
results were obtained by a Monte Carlo simulation. However, due to
the simple numerical integration we are able to calculate small error
rates where a Monte Carlo approach would be infeasible.

Since we consider a three-dimensional (3D) lattice this can
be visualized nicely and one sees that the correctable set
of errors is given by a union of octagons where the ele-
mentary octagon is given by the convex span of the points

37 3T 3T
(:i:T, 0, 0), (0, :i:T, 0), (0, 0, :I:T) and the other ones
can be obtained by translations of 2/ (Z, Z, 7).

In order to obtain the probability of no bit-flip error we
have to integrate the probability distribution of displacement
errors over the set of correctable errors. The overall set of
correctable errors is too complicated for integration and there-
fore we integrate over a subset of octagons and obtain lower
bounds on the probability of success (when considering the
union we must not count some areas twice).

Let us now consider the most common case of i.i.d. Gaus-
sian noise with a variance of o2. For the elementary octagon
(and all others which are only displaced along one axis)
we can split the octagon into two pyramids and consider
new rotated integration variables, such that the base of the
pyramid is aligned with the integration axes. This way we
can do these integrations analytically and we are only left

: : 2 M Z ENG 142
with the integral = Jo @ exp(—5p)erf((ZfF — 2)5-)%dz
for the probability of no bit-flip error which then can be cal-
culated numerically. The results of this calculation are shown
in Fig. 4 and compared with the case where we do not make
use of the analog GKP syndrome information.
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We present an exact rate analysis for a secret key that can be shared among two parties employing a linear
quantum repeater chain. One of our main motivations is to address the question whether simply placing quantum
memories along a quantum communication channel can be beneficial in a realistic setting. The underlying model
assumes deterministic entanglement swapping of single-spin quantum memories and it excludes probabilistic
entanglement distillation, and thus two-way classical communication, on higher nesting levels. Within this
framework, we identify the essential properties of any optimal repeater scheme: entanglement distribution in
parallel, entanglement swapping as soon and parallel quantum storage as little as possible. While these features
are obvious or trivial for the simplest repeater with one middle station, for more stations they cannot always be
combined. We propose an optimal scheme including channel loss and memory dephasing, proving its optimality
for the case of two stations and conjecturing it for the general case. In an even more realistic setting, we
consider additional tools and parameters such as memory cutoffs, multiplexing, initial state and swapping
gate fidelities, and finite link coupling efficiencies in order to identify potential regimes in memory-assisted
quantum key distribution beyond one middle station that exceed the rates of the smallest quantum repeaters as
well as those obtainable in all-optical schemes unassisted by stationary memory qubits and two-way classical
communication. Our analytical treatment enables us to determine simultaneous trade-offs between various
parameters, their scaling, and their influence on the performance ordering among different types of protocols,
comparing two-photon interference after dual-rail qubit transmission with one-photon interference of single-rail
qubits or, similarly, optical interference of coherent states. We find that for experimental parameter values that
are highly demanding but not impossible (up to 10 s coherence time, about 80% link coupling, and state or gate
infidelities in the regime of 1%—2%), one secret bit can be shared per second at a total channel loss budget of
157.6 dB, i.e. a total distance of 800 km for a fiber attenuation length of 22 km with repeater stations placed at
every 100 km—a clear improvement over realistic twin-field or, much more pronouncedly, ideal point-to-point

quantum key distribution at GHz clock rates.

DOI: 10.1103/PhysRevResearch.5.023086

I. INTRODUCTION

Recent progress on quantum computers with tens of qubits
led to experimental demonstrations of quantum devices able
to solve specifically adapted problems not efficiently soluble
with the help of classical computers alone. Typically, these
devices are based on solid-state (superconducting) systems
[1,2], however, there are also photonics approaches [3]. While
these schemes still have to be enhanced in terms of size,
i.e., the number of qubits (scalability), their error robustness
and corresponding logical encoding (fault tolerance), as well
as their range of applicability (eventually reaching univer-
sality), this progress represents a threat to common classical
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communication systems. Eventually, this may compromise
current key distribution protocols. Although there are recent
developments in classical cryptography to address the threat
imposed by such quantum devices (“postquantum cryptog-
raphy”), quantum mechanics also gives a possible solution
to this by means of quantum key distribution (QKD) [4,5].
Many QKD protocols have been proposed such as the most
prominent, so-called BB84 scheme [6]. Among the various
quantum technologies that promise to enable their users to
fulfill tasks impossible without quantum resources, quantum
communication is special. Unlike quantum computers there
are already commercially available quantum communication
systems intended for costumers who wish to communicate
in the classical, real world in a basically unconditionally
secure fashion—independent of mathematically unproven as-
sumptions exploiting the concept of QKD. QKD systems are
naturally realized for photonic systems using nonclassical op-
tical quantum states such as single-photon, weak [7,8], or even
bright coherent states [5].

Current point-to-point QKD systems, directly connecting
the sender (Alice) and the receiver (Bob) via an optical-fiber
channel, are limited in distance due to the exponentially grow-
ing transmission loss along the channel. Typical maximal

Published by the American Physical Society
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distances are 100-200 km. A very recent QKD variant, so-
called twin-field (TF) QKD [9], allows to push these limits
farther (basically doubling the effective distance) by placing
an (untrusted) middle station between Alice and Bob. Re-
markably, TF QKD achieves this loss scaling advantage in an
all-optical fashion with no need for quantum storage at the
middle station and at an, in principle, unlimited clock rate
with no need for two-way classical communication. It further
inherits the improved security features of measurement-
device-independent (MDI) QKD schemes [10,11]. However,
the original TF QKD concept is not known to be further
scalable beyond the effective distance doubling.

A. Quantum repeaters: Previous works

In classical communication, the distance problem is
straightforwardly overcome by introducing repeater stations
along the fiber channel (about every 50-100 km) in or-
der to reamplify (and typically reshape) the optical pulses.
On a fundamental level, the famous No-Cloning-theorem
[12,13], prohibits such solutions for quantum communica-
tion. As a possible remedy, the concept of quantum repeaters
has been developed [14-16]. With the help of sufficiently
short-range entanglement distributions, quantum memories,
entanglement distillation and swapping, in principle, scalable
long-distance, fiber-based quantum communication becomes
possible, including long-range QKD. While this original
quantum repeater concept would still impose high experi-
mental requirements on the various implementation platforms
[17-21], these first proposals made a possible realization of a
large-scale quantum repeater more likely. Nonetheless, even
when completely implemented, such schemes would still be
fundamentally limited in their achievable (secret) key rates
per second. The reason for this is the need for two-way
classical communication on all, including the highest “nest-
ing” levels in order to conduct entanglement distillation and
confirm successful entanglement swappings when these are
probabilistic. Today this type of quantum repeater schemes are
referred to as first-generation quantum repeaters. Alternative
schemes circumventing the fundamental limitations are the
so-called second- and third-generation quantum repeaters that
exploit quantum error correction codes to suppress the effect
of memory (and gate) errors or channel loss (and gate errors),
respectively [22].

It is important to stress that all these quantum repeaters
are designed to allow for a genuine long-distance quantum
state transfer. In the QKD context, this means that the inter-
mediate stations along the repeater channel may be untrusted.
If instead sufficiently many trusted stations can be placed
along the channel between Alice and Bob, and the quantum
signals can be converted into classical information at each
station (as a whole, effectively corresponding to classically
connected, independent, sufficiently short-range QKD links),
large-scale QKD is already possible and being demonstrated
[23]. Conceptually, this also applies to long-range links en-
abled by satellites [24,25]. It is only the genuine quantum
repeater that incorporates two main features at the same time:
long-distance scalability and long-distance privacy.

From a practical point of view, it is expected that global
quantum communication systems will be a combination of

both elements: genuine fiber-based quantum repeaters over
intermediate distances (thousands of kilometers) and satellite-
based quantum links bridging even longer distances (tens of
thousands of kilometers; the earth’s circumference is about
40 000 km). While such truly global quantum communication
may eventually lead to some form of a “quantum internet”
[26], only the coherent long-distance quantum state transfer
as enabled by a genuine quantum repeater allows to con-
sider applications that go beyond long-range QKD. In fact,
the original quantum repeater proposals were not specifically
intended for or adapted to long-range QKD. They can be
used for any application that relies upon the distribution of
entangled states over large distances including large-scale
quantum networks. Obvious applications are distributed quan-
tum tasks such as distributed quantum computing, coherently
connecting quantum computers which are spatially far apart.
These ultimate long-distance quantum communication ap-
plications will then impose much higher demands on the
fault tolerance of the experimental quantum states and gates.
In particular, QKD-specifc classical postprocessing will no
longer be applicable. In this work, we shall consider small to
intermediate-scale quantum repeaters that allow to do QKD
or coherently connect quantum nodes at a corresponding size
and at a reasonably practical clock rate.

B. Quantum repeaters: Present work

In this work, we will focus on small-scale or medium-
size quantum repeater systems beyond a single middle station
and without probabilistic entanglement distillation on higher
“nesting levels.” This class of quantum repeaters is of great
interest for at least two reasons.

(1) There are now first experiments of memory-enhanced
quantum communication basically demonstrating memory-
assisted MDI QKD [27,28]. Therefore the natural next step
for the experimentalists will be to connect such elementary
modules to obtain larger repeater systems with two or more in-
termediate stations, thus bridging larger distances and, unlike
memory-assisted MDI QKD, ultimately relying upon classical
communication between the repeater stations [29].

These next near-term experiments will aim at a distance
extension still independent of additional and more compli-
cated schemes such as entanglement distillation on “higher
nesting levels.” Restricting the entanglement manipulations to
the level of the elementary repeater segments will also help
to avoid the use of long-distance two-way classical signalling
like in a fully scalable first-generation quantum repeater, and
hence allow for still limited but reasonable repeater clock
rates. In this regime, comparing (secret key) rates per second
of the quantum repeaters with those of an (ideal) point-to-
point link or TF QKD scheme is in some way most fair and
meaningful.

While the current experimental repeater demonstrations
with a single repeater station [27,28] would still suffer from
too low clock rates and link coupling efficiencies before
giving a practical repeater advantage, an urgent theoretical
question is whether, under practical realistic circumstances,
it really helps to place memory stations along a quantum
communication channel and execute memory-assisted QKD
without extra active quantum error correction. In principle,
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placing a middle station between Alice and Bob allows to gain
a repeater advantage per channel use [29-31].

Omitting the nonscalable all-optical TF approach, is there
a practical benefit also in terms of secret bits per second
when using a two-segment quantum repeater? Moreover, and
this is the focus of the present work, is there even a further
advantage when adding more stations beyond a single middle
station under realistic assumptions and with no extra quantum
error correction? We will see that for up to eight repeater seg-
ments, covering distances up to around 800 km, the quantum
repeaters treated in this work, assuming experimental param-
eter values that are demanding but not impossible to achieve
in practice, can exceed the performance limits of the other
schemes. For larger distances, the attainable absolute rates
of point-to-point quantum communication become extremely
small. However, for quantum repeaters, additional elements
of quantum error correction will be needed, as otherwise the
final rates would vanish and no gain can be expected over
point-to-point communication.

(i) The second point refers to the theoretical treat-
ment. Typically, the repeater rates can be calculated either
numerically including many protocol variations and (experi-
mental) degrees of freedom [32] or approximately in certain
regimes [18] (there are also semi-analytical approaches, see
Refs. [33,34]).

If errors are neglected an exact and even optimized raw
rate calculation is possible even for nonunit (but constant)
entanglement swapping probabilities using the formalism
of Markov chains and decision processes [35,36] (see also
Refs. [37,38]). This approach works well for repeaters up to
about ten segments; for too many repeater segments the result-
ing linear equation systems become intractable. Nonetheless,
for the smallest repeaters with only a single middle station, it
was shown how to calculate secret key rates even including
various experimental parameters, though partially also em-
ploying approximations for the raw rates [30,31]. In this work
we will go beyond the case of a single middle station and
present exact calculations of secret key rates obtainable with
realistic small and intermediate-scale quantum repeaters. The
theoretical difficulty here is, even already when only channel
loss and memory dephasing is considered, that for repeaters
beyond a single middle station there are various distribution
and swapping strategies and so it becomes nontrivial to de-
termine the optimal ones. The usual treatment in this case
is based upon the so-called doubling strategy where for a
repeater with a power-of-two number of segments only certain
pairs of segments will be connected in order to double the
distances at each repeater level. As a consequence, sometimes
entanglement connections will be postponed even though
neighboring pairs may be ready already, thus unnecessarily
accumulating more memory dephasing errors. With regards
to memory dephasing, the best strategy appears to be to swap
as soon as possible and here we will show how this type of
repeater strategy can be exactly and analytically treated. This
element is the crucial step that enables us to propose optimal
quantum repeater schemes.

On the hardware side, memory-based quantum repeaters
require sufficiently long-lived quantum memories and effi-
cient, typically light-matter-based interfaces converting flying
into stationary qubits. In the context of our theoretical treat-

ment, the stationary qubits are assumed to be represented
by single spins in a suitable solid-state quantum node such
as color (NV or SiV) centers in diamond, usually separately
treated as short-lived electronic and long-lived nuclear spins
[39,40]. As for efficient quantum emitters and short-lived
quantum memories semiconductor quantum dots may be con-
sidered too [29]. Alternatively, various types of atom or ion
qubits could be taken into account [29].

While all these different hardware platforms have their
own assets and disadvantages (e.g., the required temper-
atures which range from room or modestly low temper-
atures for atoms/ions/NV to cryogenic temperatures for
NV/SiV/quantum dots), and every one eventually requires a
specifically adapted physical model, to a certain extent the
quantum repeater performance based on these elements and
assuming only a single repeater station can be assessed (or at
least qualitatively bounded from above) using a fairly simple
physical model that includes three experimental parameters:
the link coupling efficiency, the memory coherence time, and
the experimental clock rate [29].

In order to incorporate an appropriate experimental mem-
ory coherence time into the model, qubit dephasing errors
can be considered where the stationary qubit is never lost
but subject to random phase flips with a probability expo-
nentially growing with the storage time. Already this rather
simple model is theoretically nontrivial, because it leads to
two distinct impacts on the final secret key rates. On the one
hand, a finite link coupling efficiency (including all constant
inefficiencies per segment from the sources, detectors, and
interfaces) and a segment-length-dependent transmission ef-
ficiency affect the raw rate of the qubit transmission (which,
if expressed as rate per second, also directly depends on
the repeater clock rate). Thereby, in logarithmic rate-versus-
distance plots (like those frequently shown later in this paper),
a finite link coupling leads to an offset towards smaller rates
at zero distance, while a finite channel transmission results in
a certain (negative) slope. On the other hand, a finite memory
coherence time influences the final Alice-Bob state fidelity or
QKD error rate (which also indirectly depends on the repeater
clock rate, i.e., the time duration per entanglement distribu-
tion attempt per segment, determining the possible number of
distribution attempts within a given memory coherence time).
This becomes manifest as an increase of the (negative) slope
for growing distances, moving from an initially repeaterlike
slope towards one corresponding to a point-to-point transmis-
sion.

There are interesting concepts to suppress this latter effect
by introducing more sophisticated memory models such as
(spatial or temporal) memory buffers or cutoffs. Especially a
memory cutoff [41] has turned out to be useful without the
need for additional experimental resources. It means that a
maximal storage time is imposed at every memory node and
any loaded stationary qubits waiting for a longer duration will
be reinitialized. As a result, state fidelities can be kept high
at the expense of a decreasing raw rate due to the frequently
occurring reinitializations (which implies that a memory cut-
off must neither be set too low nor too high). Theoretically,
including memory cutoffs into the rate analysis significantly
increases the complexity (becoming manifest in, e.g., quickly
growing Markov-chain matrices) [35].
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For small quantum repeaters, especially those with only
one middle station, a secret key rate analysis remains possible
[29,31]. For larger quantum repeaters, the effective rates may
be calculated via recursively obtained expressions [42], via
different kinds of approximations and assumptions [43] or
with the help of numerical simulations [32]. Nonetheless, in
our treatment, we shall explicitly include a memory cutoff in
some protocols allowing us to extrapolate its positive impact
on other schemes.

We choose to incorporate random dephasing as the dom-
inating source of memory errors. While memory dephasing
is generally an error to be taken into account, it is particu-
larly important for those stationary qubits encoded into single
solid-state spins, e.g., for color centers or quantum dots [29].
We omit (time-dependent) memory decay (loss) which ad-
ditionally becomes relevant for atomic memories, either as
collective spin modes of atomic ensembles or in the form of an
individual atom in a cavity (generally, atoms and trapped ions
may be subject to both dephasing and decay) [17,21,28,44].
It turns out that the effect of memory dephasing can be ac-
curately included into the statistical repeater model, since the
total, accumulated dephasing in the final Alice-Bob density
operator follows a simple sum rule [45]. Thus, the statistical
averaging can be applied to the final state, for which we derive
arecursive formula that also includes depolarizing errors from
the initially distributed states and from the imperfect Bell
measurement gates in every entanglement swapping opera-
tion. The main complication will be to determine the correct
dephasing variables for the different swapping strategies and
identify the optimal schemes. As a result, we extend the sim-
ple model of Ref. [29] not only with regards to the repeater’s
size, but also to include additional experimental parameters:
besides the above three parameters we then have one or two
extra parameters for the initially distributed states (taking into
account initial dephasing or depolarization errors depending
on the protocol) and one extra depolarization parameter for
the local gates and Bell measurements.

Our analytical treatment enables us to identify the scaling
of the various parameters, their specific impact onto the re-
peater performance (for QKD, affecting either the raw rate
or the error-dependent secret key fraction), and the result-
ing trade-offs. Most apparent is the trade-off for quantum
repeaters with n segments and n — 1 intermediate memory
stations leading to an improved loss scaling with an n-
times bigger effective attenuation distance compared with
a point-to-point link (n = 1), but a final state fidelity pa-
rameter decreasing as the power of 2n — 1 (assuming equal
gate and initial state error rates). We will then be able to
consider repeater protocol variations with an improved scal-
ing of the basic loss and fidelity parameters. Based upon
the above-mentioned TF concept with coherent states or
basically replacing two-photon by one-photon interferences
at the beam splitter stations, these repeaters exhibit a 2n-
times bigger effective attenuation distance while keeping the
2n — 1 power scaling of the final state fidelity parameter
for n — 1 memory stations [45]. However, they are subject
to some extra intrinsic (dephasing) errors even when only
channel loss is considered, which will turn out to be an
essential complication that prevents to fully exploit the im-
proved scaling of the basic parameters in comparison with the

standard repeater protocols that do not suffer from intrinsic
dephasing.

Comparing different repeater protocols and incorporating
the optimized memory dephasing from our statistical model
into them, we find that for experimental parameter values that
are highly demanding but not impossible (up to 10 s coherence
time, 80% link coupling, and state or gate infidelities in the
regime of 1%-2%), one secret bit can be shared per second
over a total distance of 800 km. This represents a significant
improvement over ideal point-to-point or realistic TF QKD at
GHz clock rates. In particular, the repeaterless, point-to-point
bound [46], for, e.g., 800 km is 3 x 10~'° bits per channel use
or 0.3 ubits per second (at GHz clock rate).! We will see that,
in order to clearly beat this with those reasonable experimental
parameters from above, the number of repeater stations must
neither be too high nor too low, and so placing a station at
every 100 km will work well.

As mentioned before, our schemes are generally indepen-
dent of the typically used doubling strategies in quantum
repeaters (which are most suitable to incorporate entangle-
ment distillation in a systematic way and which are included
as a special case in our sets of swapping strategies). Instead
we will consider general memory-assisted entanglement dis-
tribution with possible QKD applications. Compatible with
our analysis are also schemes that aim at an enhanced ini-
tial state distribution efficiency or fidelity as, for example,
in multiplexing-assisted or the above-mentioned second-
generation quantum repeaters. In any case, the subsequent
steps after the initial distributions in each repeater segment
are simple entanglement swapping steps combined with quan-
tum storage in single spins. For the entanglement swapping
we assume unit success probability. This assumption is ex-
perimentally justified for systems where Bell measurements
or, more generally, (entangling) gates can be performed in a

'The most recent TF QKD experiments achieve remarkably large
distances in the range between 509 and 833km [64-67]. Espe-
cially the most recent demonstration of Ref. [67] over 833 km is
a strong statement in favour of the TF QKD approach. However,
it is important to notice that low-loss fibers were employed in that
demonstration corresponding to L,y = 25.747 km, 0.168 dB/km, or
a tolerated total loss budget of 140 dB/833.8 km. This loss budget, if
ultra-low-loss fibers were used corresponding to Ly, = 30.606 km or
0.1419 dB/km, would even allow to reach distances near 1000 km.
Nonetheless, in our theoretical rate analysis, we assume standard
fiber transmission throughout, corresponding to L, = 22km or
0.197 dB/km. For these values, ideal TF QKD achieves about 1 se-
cret bit per second over 800 km (this is a bound which is also related
to the one-way distillable entanglement) [22,68]. Any realistic TF
QKD experiment over such distances will certainly perform worse
than this ideal bound or, in other words, for a ultra-low-loss fiber
transmission also the ideal TF QKD rate would move up, e.g., for
L,y = 30km, to a value as high as about 100 secret bits per second
for 800 km. The results of the experiment of Ref. [67], of course,
are also clearly below the ideal TF QKD bound when compared
with identical fiber transmission parameters. Our optimized quantum
repeater that achieves 1 secret bit per second over 800 km would
correspond to a scheme that tolerates a total channel loss budget of
157.6 dB. With improved, low-loss fiber channels, this loss budget
would also allow us to go to much larger distances beyond 1000 km.
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deterministic fashion, for instance, with atoms or ions or solid-
state-based spin qubits [29]. For a linear quantum repeater
chain, this system is still remarkably complex.

The assumption of deterministic entanglement swapping
will allow us to calculate the exact (secret key) rates in a
quantum repeater up to eight segments. We will distinguish
schemes with sequential and parallel entanglement distribu-
tions and also consider different swapping strategies. Based
on two characteristic random variables, the total repeater
waiting time and the accumulated dephasing time of the final
state, and their probability generating functions, we will be
able to determine exact, optimized secret key rates. In prin-
ciple, this gives us access to the full statistics of this class
of quantum repeaters. Optimality here refers to the minimal
dephasing among all parallel-distribution (and hence maximal
raw-rate) schemes. For three segments and two intermediate
stations, we show that the resulting secret key rates are opti-
mal among all schemes (with distribution attempts in every
segment limited by equal signaling time units). For more
segments, we conjecture this to hold too, however, there is
the loophole that sequential-distribution schemes (generally
exhibiting smaller raw rates) may accumulate less dephasing
and as a result, in combination, lead to a higher secret key rate.
We conclude that our treatment gives evidence for any optimal
scheme to distribute entangled pairs in parallel, to swap as
soon as possible, and to simultaneously store qubits as little
as possible. However, here the first and the third property are
not compatible, which leads to another trade-off between high
efficiencies (raw rates) and small state fidelities (high error
rates) as commonly encountered for entanglement distribution
and quantum repeaters. The (partially or fully) sequential
schemes have the advantage that parallel storage of qubits can
be avoided to a certain (or even a full) extent. However, since
the sequential schemes are overall slower, their total dephas-
ing may still exceed that of the fastest repeater schemes with
parallel storage. For up to eight repeater segments, our optimal
scheme, exhibiting the smallest total dephasing among all fast
repeater schemes, also exhibits a smaller total dephasing than
the fully sequential scheme.

The outline of the paper is as follows. In Sec. II, we first
review the known results and existing approaches to analyze
secret key rates for the smallest possible quantum repeater
based upon a single middle station, including calculations of
the repeater raw rate and physical error models to describe
the evolution of the relevant density operators. The methods
for the statistical analysis—probability generating functions,
and the figure of merit to quantitatively assess the repeater
performance—a QKD secret key rate, will be introduced in
Sec. III. In Sec. IV, we start introducing our new, general-
ized treatment for quantum repeaters beyond a single middle
station. We present two sections on the two characteristic
random variables—the waiting time and the dephasing time,
which contain the entire statistical information of the class
of quantum repeaters considered in our work. In order to
be able to take into account optimal strategies for the initial
entanglement distribution and the subsequent entanglement
swapping in more complex quantum repeaters with two or
more intermediate repeater stations, we discuss in detail in
various sections sequential and parallel distribution as well as
optimal swapping schemes. Still in Sec. IV, we show how
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FIG. 1. A two-segment quantum repeater. Each segment has
length Ly and is characterized by a distribution success probability p,
a (geometrically distributed) random number of distribution attempts
N (with expectation value N = 1/p), and a “final” two-qubit state
0 (subscripts denote segments or qubits at the nodes). “Final” here
means that the, in general, imperfectly distributed states may be
further subject to memory dephasing for a maximal number of m time
steps (distribution attempts). After an imperfect swapping operation
S (error parameter u), the repeater end nodes share an entangled
state over distance 2L.
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these optimizations can be applied to the statistics of vari-
ous quantum repeaters, explicitly calculating the probability
generating functions of the two basic random variables for
two-, three-, four-, and eight-segment quantum repeaters. In
particular, for the four- and eight-segment cases we will show
how and to what extent our optimized and exact treatment of
the memory dephasing will improve the relevant quantities of
the final state density operators as compared with the usually
employed, canonical schemes such as “doubling.” The inter-
esting case of a three-segment repeater and its optimization
will be discussed in more detail in an Appendix. Finally, in
Sec. V we will analyze the secret key rates of all proposed
schemes and compare them for various repeater sizes with
the “PLOB” bound [46].% For this, we will explicitly consider
the extended set of experimental parameters and insert exper-
imentally meaningful values (representing current and future
experimental capabilities) for them. A particular focus will be
on the initial state and gate parameters and their impact on
the repeater performance. We shall compare the performances
of different schemes, discuss the possibility of including mul-
tiplexing, and examine what influence a memory cutoff and
what (scaling) advantages the different types of encoding for
the flying qubits can have. For the latter, we discuss in more
detail schemes based on the TF concept and, for the compari-
son between different schemes and encodings, the final secret
key rates per second. Section VI concludes the paper with a
final summary of the results and their implications. Various
additional technical details can be found in the appendices.

II. QUANTUM REPEATERS WITH ONE MIDDLE STATION

A small quantum repeater composed of two segments
and one middle station, as schematically shown in Fig. I,

2See also Ref. [61] for a related work on the general secret key loss
scaling in a point-to-point link, and also the more recent Refs. [69,70]
on bounds on the key and entanglement rates that can be achieved
by means of repeaters (assisted by local operations and classical
communication).
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is pretty well understood and it is known how to obtain
the secret key rates in a QKD scheme assisted by a single
memory station, even including experimental imperfections
[29-31,45], including memory cutoffs [29,31,35,41], and for
general, probabilistic entanglement swappping [35]. First
experimental demonstrations of memory-enhanced quantum
communication are also based on this simplest repeater setting
[27]. In such a small quantum repeater, there is only a single
Bell measurement on the spin memories at the central station,
and so the entanglement swapping “strategy” is clear. Later
we will briefly discuss the two-segment case as a special case
of our more general rate analysis treatment, easily deriving
the statistical properties of the two basic random repeater
variables, the total waiting and dephasing times, and obtaining
the optimal scheme [29,45].

The smallest, two-segment quantum repeater also serves as
a basic building block for general, larger quantum repeaters.
In the scheme of Fig. 1, each segment distributes an entangled
pair of (mostly) stationary qubits by connecting its end nodes
through flying qubits. The goal is to share entanglement be-
tween the two qubits at the end nodes of the whole repeater.
The specific entanglement distribution scheme in each seg-
ment depends on the repeater protocol and it may involve
memory nodes sending or receiving photons [29].

In the notation of Fig. 1, from an entangled state 01, of
qubits 1 and 2 and an entangled state 934 of qubits 3 and 4, we
create an entangled state 94 of qubits 1 and 4. The states 01,
and Q34 subject to the Bell measurement for the entanglement
swapping operation are those quantum states present in the
segments at the moment when the swapping is performed. If,
for example, segment 1 generates an entangled state earlier
than segment 2, then 0, enters the swapping step in the form
of the initially, distributed state (which is not necessarily a
pure maximally entangled state) after it was subject to mem-
ory dephasing while waiting for segment 2. Thus our physical
model includes state imperfections that originate from the
initial distribution as well as from the storage time, as we shall
discuss in detail below. In addition, we will include an error
parameter for the swapping gate itself.

A. Raw rate

The entanglement distribution in an elementary segment
is typically not a deterministic process and several attempts
are necessary to successfully share an entangled pair of qubits
among two neighboring stations. If the probability of suc-
cessful generation in each attempt is p, then the number of
time steps until success is a geometrically distributed random
variable N with success parameter p. We denote the fail-
ure probability as ¢ = 1 — p. The parameter p is primarily
given by the probability that a photonic qubit is success-
fully transmitted via a fiber channel of length L, connecting
two stations, exp(—Ly/22km). It also includes local state
preparation/detection, fiber coupling, frequency conversion,
and memory “write-in” efficiencies. The random variables for
different segments (in Fig. 1 denoted as N; and N, for the
first and the second segment, respectively) are independent
and identically distributed geometric random variables. Only
when both segments have generated an entangled state, we
perform a swapping operation on the adjacent ends (nodes 2

and 3) of the segments and, when successful, we will be left
with an entangled state of qubits 1 and 4.

In general, the swapping operation is also nondetermin-
istic, but here we consider only the case of deterministic
swapping. Under this simple assumption, we can still cover
a large class of physically relevant and realistic repeater
schemes and obtain exact and optimized rates for them. More-
over, especially for larger repeaters (still with no entanglement
distillations), this assumption allows to circumvent the need
for classical communication times longer than the elementary
time 7 (as defined below) in order to confirm successful en-
tanglement swapping operations on “higher” repeater levels
beyond the initial distributions in each segment. Physically,
this assumption requires that in our schemes the Bell mea-
surements for entanglement swapping (including the memory
“read-out” operations) can be performed deterministically.
Nonetheless, the swapping operations can still be imperfect,
introducing errors in the states, as will be described below.

Due to the nondeterministic nature of the initial en-
tanglement generation, the whole process of entanglement
distribution is also nondeterministic and fully described by
the number of attempts up to and including the successful
distribution (so, this number is always larger than zero). The
real, wall-clock time needed for entanglement generation or
distribution can be obtained from the number of attempts
by multiplying it with an elementary time unit, typically
T = Lo/cy, where again Lo is the length of the segment and
¢y = c/n; is the speed of light in the optical fiber (¢ is the
speed of light in vacuum and n, is the index of refraction of
the fiber, and depending on the specific distribution protocol
there may be an extra factor 2). The elementary time unit is
actually composed of the classical (and quantum) signaling
time per segment t and the local processing time. However,
for typical Ly values as considered here, the former largely
dominates over the latter, and so we may neglect the local
times, as they would hardly change the final secret key rates
[29].

If one of the two segments generates entanglement earlier
than the other, then the created state must be kept in memory.
The exact technique employed to implement this quantum
memory is irrelevant for our analysis. The simplest model as-
sumes that the state can be kept in memory for arbitrarily long.
A useful assumption in the realistic setting with imperfect
quantum memories is to set a certain limit of m time units on
the memory storage time, thus restarting the creation process
whenever this threshold is reached.

B. Errors

When the quantum repeater is employed for long-range
QKD, errors will become manifest in terms of a reduced
secret key fraction, as introduced in the subsequent section.
In order to compute this secret key fraction, we need to know
the finally distributed state (density operator) of the complete
repeater system, and for this we require a more detailed phys-
ical model. We shall establish a relation between the finally
distributed state as a function of the initial states in each
segment and various errors that appear in the process of en-
tanglement distribution. The physical model is rather common
and has been used before in several works, both analytical and
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numerical. Especially, a two-segment quantum repeater can be
treated analytically based on simple Pauli errors representing
memory dephasing and gate (Bell measurement) errors.

We address the effect of imperfect quantum storage at a
memory node via a dephasing model where the stored quan-
tum state is waiting for an adjacent segment to successfully
generate or distribute entanglement. This kind of memory
error can be modelled by a one-qubit dephasing channel,

[.@) = (1 = 1o + AZoZ, ey

where Z is a qubit Pauli phase flip operator. We assume that
0 < A < 1/2, and any such number can be represented as A =
(1 —e™)/2 for some a > 0. We denote the map in Eq. (1)
also as I',. To avoid confusion, throughout this work we use
the following definition:

> Z0Z. 2)
The definition for a dephasing two-qubit channel is obtained
from Egs. (1) and (2) by the replacement Z — Z ® [ if the
dephasing acts on the first qubit and by Z — I ® Z if the
dephasing acts on the second qubit.

Errors may also occur when a Bell state measurement is
performed. This kind of errors is modelled by a two-qubit
depolarizing channel,

N

- 1
Pu@) = po+d—p7. €)

We do not consider dark counts of the detectors, since the op-
tical propagation distances Ly after which a detection attempt
takes place remain sufficiently small in any quantum relay or
repeater. Thanks to recent technological developments typical
dark count rates can be reduced far below 1 dark count per
second. In Ref. [47], they were shown to be in the range of
mHz. Dark counts of such a low frequency have no significant
impact on the secret key rate in our schemes.

Let us now apply this to the case of a two-segment quantum
repeater. The Bell measurement of qubits 2 and 3 produces
from a pair of states 9;» and 934 a state 014, see Fig. 1. The
initial state Q1234 = 012 ® 034 of all four qubits 1, 2, 3, and 4
is the product of the states of qubits 1, 2 and qubits 3, 4. After
the measurement the state 9,4 of qubits 1 and 4 becomes

Tros (Pl 23(01234)P3)
Tr(Pyl23(01234)P53)

where o describes the imperfection of the measurement and
Pyy = |W),3(WT| is one of the four measurement operators
in the two-qubit Bell state basis of the central subsystem
(qubits 2 and 3), {|®F)p3(DE|, |WF)p3 (WF|}, where |OF) =
(100) + |11))/+/2, |W*) = (]10) £ |01))/+/2, for qubits de-
fined via the two Z eigenstates |0), |1) (for any one of the
other three Bell measurement outcomes, the analysis below is
similarly applicable). In this case, Eq. (4) reduces to

23 (W, 23(01230) W F)3
Tr(o3(WHT ), 23(01234) W T)23)

A simple way to compute the right-hand side of this relation
for an arbitrary density operator 91,34 is given in Appendix B.

014 = S(01234) = 4)

&)

014 = S(01234) =

In general, states of the form
00 = T (Rl ) (W] + (1 — F)[ W~ )(¥7)) (6)

play an important role in the full theory presented below. It is
easy to verify that

I ®2)0I®Z)=(ZQ12o(Z 1), )

so it does not matter whether I', acts on the first or second
qubit of 9¢ and either application we simply denote as 'y (0g)-
An easily checkable relation is

Ta(@0) = Ty FIW ) (WF | + (1 = F)IW )W), (8

where the new parameter F is expressed in terms of the
original one, Fp, as

F=10FK-1De™+1. 9)

The initial fidelity parameter F; (describing an initial
dephasing of the distributed states) combined with the -
dependent initial depolarization are both included in the initial
0o in Eq. (6), because later this will allow for an elegant
recursive state relation for larger repeaters. It will also allow
to switch between different initial physical errors depending
on the specific repeater realization. In general, the maps in
Eq. (2) satisfy the relation I'y 0 I'g = I'44. In particular, we
have 'y o...0I'y = I'ky, Where I'y, is used k times on the
left-hand side. So, applying I',, to the state 9y given by Eq. (6)
several times, we have to multiply « in Eq. (9) by this number
of times.

In a two-segment quantum repeater, if we start with the
distributed states 91, and @34 of the special form [similar to
Eq. (6)]

012 = Ly (R ) (W + (1 = F)[Y ) WD),

030 = Dy (BIW )3 (W + (1 — B)W )W),  (10)

then the “swapped,” finally distributed state 94, given by
Eq. (5), is also of the same form

o140 = Dy (Fy W) iy (UH [+ (1 — F)IW ) ia(P7)), (11)
where (g = iy and Fy reads as
F;=1QF - DQFR -1+ 1. (12)

We see that the form of the state is preserved by the total
distribution procedure of a two-segment repeater. The same
conclusion will be applicable to larger repeaters as well—if
all segments start in a state of the form given by Eq. (6), then
the finally distributed state will also be of the same form.

For the two-segment repeater, let us now assume that
both segments generate the same state as in Eq. (6), but
not necessarily simultaneously, and so generally only after
some waiting time we perform the entanglement swapping
and distribute entanglement over the two segments. If the
first segment generates entanglement after N time units, and
the second segment after N, time units, and we perform the
entanglement swapping after N time units, with N > N;, N,
then the states 9j, and Q34 prior to swapping will be of the
form in Eq. (10) with u; = py = o and

F = QR — e WM 4 1
F=3QF — e ™M 4 1 (13)
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The final, distributed state is then given by Eq. (11) where,
according to Eq. (12), the parameters are 1y, = ,u,u(z) and

Fy = 3(2F = 1)%e VM=t g 5 (14)

This distributed state is subject to less dephasing when we
swap as early as possible, thus N = max(N;, N,), so the inte-
ger term in front of « is equal to 2 max(N;, N;) — N — N, =
[Ny — N>|. The precise physical meaning of o will be dis-
cussed later when we calculate the memory-assisted secret key
rates in a quantum repeater. Here we omitted explicit factors
depending on the number of memory qubits that are subject to
dephasing in a single repeater segment (in our model this will
be one or, typically, two corresponding to one distributed spin
pair). These factors can be absorbed into «.

III. METHODS AND FIGURE OF MERIT

Before we move to the more general case of more than
two segments and more than just one middle station, we need
some general methods and tools from statistics. This will
enable us to derive an analytic, statistical model for larger
quantum repeaters beyond one middle station (the physical
model remains basically the same as for the elementary two-
segment quantum repeater) and to calculate average values or
moments of two random variables: the total repeater waiting
time K, and the total (i.e., the totally accumulated) memory
dephasing time D,. As a quantitative figure of merit, it is
useful to consider the secret key rate of QKD, as it combines
in a single quantity the two typically competing effects in a
quantum repeater system: the speed at which quantum states
can be distributed over the entire communication distance and
the quality of the totally distributed quantum states. These
two effects are naturally related to the above-mentioned two
random variables. For our purposes here, throughout we shall
rely on asymptotic expressions for the secret key rate omitting
effects of finite key lengths. Of course, alternatively, one could
also treat the total state distribution efficiencies and qualities
(fidelities) separately and individually, and then also consider
quantum repeater applications beyond long-range QKD.

A. Probability generating function

The method of probability generating functions (PGFs)
plays an important role in our treatment of statistical proper-
ties of quantum repeaters. For any random variable X, taking
integer non-negative values its PGF Gx (¢) is defined via

+o0

Gx(t) =E[*] =) P(X = kx*. (15)

k=0

The series on the right-hand side converges at least for all
complex values of ¢ such that [f| < 1. The PGF contains all
statistical information about X, which can be easily extracted
if an explicit expression for Gy (¢) is known. For example, the
average value of X, E[X] = X, and its variance V[X] = 0} =
E[(X — X)?], are expressed as follows:

E(X) = Gy (1),
V(X) = Gy (1) + Gy (1) — Gg(1). (16)

For any « > 0 the random variable e~*X has a finite average
value, which can be computed as

E[e **] = Gx(e™®). (17)

Note that for this random variable, besides the mean or aver-
age value, any statistical moment can be easily obtained and
the kth-moment simply becomes E[e= %] = Gx (e **). Two
kinds of random variables appear in our model of quantum
repeaters where one is related to the raw rate and the other
to the secret key fraction of QKD as introduced below. It
is not always possible to get a compact expression for the
PGF of these random variables explicitly, but when it is, we
use the equations above to obtain statistical properties of the
corresponding random variables.

B. Secret key rate

The main figure of merit in our study is the quantum
repeater secret key rate, which can be defined as the product
of two quantities,

S = Rr, (18)

where R is the raw rate and r is the secret key fraction. The
raw rate is simply the inverse average waiting time,

R=. (19)

where T = E[K] is the average number of steps K needed
to successfully distribute one entangled qubit pair over the
entire communication distance between Alice and Bob (giving
an average time duration in seconds when multiplied with
an appropriate time unit 7). The secret key fraction of the
BB84 QKD protocol [5,6], assuming one-way postprocessing,
is given by

r=1-—h(e) — h(e), (20)
where e, and e, are the quantum bit error rates (QBERS),
e; = (0012,100) + (11]0,|11),
ex = (+ — ol + =) + (= +]2ul = ), 2D
and A(p) is the binary entropy function,

h(p) = —plogy(p) — (1 = p)log,(1 —p).  (22)

The QBERs e, and e, in Eq. (21) are obtainable from the
final, distributed state 9,, of an n-segment quantum repeater,
which in our case will depend on the dephasing random vari-
able, and so we have to insert average values in Eq. (20)
as indicated by the bars. We thus need a complete model
of quantum repeaters to compute the statistical properties of
the relevant random variables associated with the number of
steps to distribute entanglement or the density operator of
the distributed state. Given such a model, the aim of our
work is to compute and analyze secret key rates of quantum
repeaters with an increasing size, up to eight segments, con-
sidering and optimizing different distribution and swapping
schemes. Besides the most common BB84 QKD protocol,
alternatively, we may also consider the six-state protocol [48]
which would slightly improve the secret key rate. Assuming
again one-way postprocessing, the secret key fraction r of the
six-state protocol is given by 1 — H(X) [[4], App. A] where
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H(-) is the Shannon entropy and the vector A must contain
the corresponding weights of the four Bell states in the final
density operator 9,.. Throughout this work all secret key rates
are calculated from their asymptotic expressions and hence ef-
fects of finite key lengths are not included here. This simplifies
the analytical treatment of a quantum repeater chain, which,
as we will see, quickly becomes rather complex for a growing
number of stations, involving many distinct choices and strate-
gies for the entanglement manipulations. Moreover, our rate
analysis shall also be useful to assess and compare the perfor-
mances of different quantum repeaters in applications beyond
QKD.

IV. QUANTUM REPEATERS BEYOND
ONE MIDDLE STATION

Larger repeaters with more than two segments and one
middle station can now be modeled in a way similar to the
two-segment case discussed above. However, the extended,
more general case is also more complex and there are both dif-
ferent ways to perform the initial entanglement distributions
in all elementary segments and different ways to connect the
successfully distributed segments via entanglement swapping.
For the initial distributions, we make a distinction between
sequential and parallel schemes, where the former refers to a
scheme in which, according to a predetermined order, the dis-
tributions are attempted step by step starting from e.g., the first
segment. In a parallel scheme, the distributions are attempted
simultaneously in all segments, which obviously leads to a
smaller total repeater waiting time than for the sequential dis-
tribution schemes. Nonetheless, since the sequential schemes
do make use of the quantum memories, they do already offer
the repeaterlike scaling advantage over point-to-point quan-
tum communication links. Even for a two-segment quantum
repeater, we may choose a sequential scheme, where we
first only distribute e.g., the left segment and only once we
succeeded there we attempt to distribute the right segment.
Experimentally, this can be of relevance for those realizations
where only a single short-term quantum memory is available
at every station for the light-matter interface and another
quantum memory for the longer-term storage (e.g., respec-
tively, an electronic and a nuclear spin in color-center-based
repeater nodes) [40,49]. Theoretically and conceptually, there
are at least two advantages of a (fully) sequential distribution
approach [45].

First, the two basic random variables of a quantum repeater
are very simple and so the secret key rates are fairly easy to
calculate. Second, always only at most one entangled qubit
pair (or even only a single spin if, e.g., Alice measures her
qubit immediately) may be subject to memory dephasing dur-
ing all distribution steps. For the entanglement connections
via entanglement swapping, the two-segment case is special,
as there is only one swapping to be performed at the end when
pairs in both segments are available. However, already with
three segments and two repeater stations there is no unique
swapping order anymore, and we may either fix the order or
“dynamically” choose where we swap as soon as swapping
is possible for two neighboring, successfully distributed seg-
ments. In a fixed scheme, two neighboring segments, though
ready, may have to wait before being connected. Thus the

choice of the entanglement swapping scheme has a significant
impact on the totally accumulated dephasing time. In a worst-
case scenario, we could wait until all segments have been
distributed and then do all the entanglement connections at
the very end; for deterministic entanglement swapping, like
in our model, this would not affect the raw waiting times,
but it would lead to a maximal total dephasing. In this case,
a sequential distribution where entanglement swapping takes
place immediately when a new, successfully bridged seg-
ment is available can lead to a higher secret key rate than
a combination of parallel distribution and swapping at the
end (where the rates of the latter scheme may still only be
obtainable approximately) [45]. The crucial innovation in our
analytical treatment here is that we will be able to obtain the
exact secret key rates for schemes that combine fast, parallel
distributions with fast, immediate swappings (and hence a
suppressed level of parallel storage). In other words, among
all parallel-distribution schemes we will calculate the exact
rates that are optimized with regards to the total repeater
dephasing.

A. Waiting times

The average total waiting times in a quantum repeater or
even the full statistics of the waiting-time random variable
can be, in principle, obtained via the Markov chain formalism,
even when the swapping is probabilistic [35,36]. More gener-
ally, the PGFs as introduced earlier contain the full statistical
information, and for deterministic swapping, we can obtain
the PGF of K, through combinatorics. In order to minimize the
total waiting time, the distributions should occur in parallel.
However, there is no unique way to perform the entanglement
swapping, and so let us briefly consider this aspect in the
context of the waiting times. For example, for a four-segment
repeater, two possible swapping strategies are shown in Figs. 2
and 3. Both schemes are for a fixed swapping order, while
we may distribute the individual segments in parallel. In the
first scheme, typically referred to as “doubling”, we swap
the two halves of the repeater independently and only when
both are ready, we swap them too. In the second scheme,
we swap the segments one after the other starting in one of
the repeater’s ends (here the left end); we may refer to this
scheme as “iterative” swapping. Other schemes are possible,
and the more segments the repeater has, the more possibilities
for performing swappings there are. The raw rate of a repeater
is characterized by the number of steps, K, needed to success-
fully distribute an entangled pair, and this random variable can
be expressed in terms of the geometric random variables N;
associated with each segment. For example, for the swapping
schemes shown in Figs. 2 and 3, when combined with parallel
distributions, we have K; = max(N;, N, N3, N4), so the two
schemes have the same raw rate. In general, the waiting times
of all such schemes that distribute in parallel are of a similar
form. Those schemes that we later classify as “optimal” in
terms of the whole secret key rate are assumed to be par-
allel distribution schemes. Conversely, combining iterative
swapping with sequential distribution can lead to a reduced
accumulated dephasing time at the expense of an increased
total repeater waiting time. We shall discuss the accumulated
dephasing times next.
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FIG. 2. “Doubling” swapping scheme for a four-segment quantum repeater. This is the most common swapping strategy which allows
to systematically include entanglement distillation at each repeater “nesting level.” Without extra distillation, however, “doubling” is never
optimal: combined with fast, parallel distributions it exhibits increased parallel storage times and hence memory dephasing (while combined
with sequential distributions the repeater waiting times become suboptimal). Memory cutoff parameters are omitted in the illustration.

B. Dephasing times

In order to treat the total dephasing time in a quantum
repeater with more than two segments, we have to general-
ize the methods and the model that led to the result for the
distributed state for two segments, Egs. (11) and (12), and the
discussion below, to larger repeaters with, in pinciple, an arbi-
trary number of segments #. In fact, we did the two-segment
derivations in such a way that an n-segment extension is now
straightforward. We obtain the following expression for the
final, distributed state in the general case:

On :fun|:

L 1=CFK ; 1)'e=Pr

1+ (2F — 1)"e P
2

ARl

I‘P_>(‘P_I], (23)

where u, = ,u”’lp,g and D, = D,(Ny, ...,N,) is a random
variable describing the total number of time units that con-
tribute to the total dephasing in the final output state. For
n = 2, the expression for D(Ny, N>) = [Ny — N,| has been
obtained before, for larger n the value of D, now depends on
the swapping scheme. As before, we omitted explicit factors
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depending on the number of memory qubits that are subject
to dephasing in a single repeater segment (one or two spins
in our model) which also depends on the application and the
specific execution of the protocol. Such factors can always be
absorbed into «. The precise physical meaning of o will be
discussed later when we calculate the memory-assisted secret
key rates in a quantum repeater. The QBERs for the state in
Eq. (23) are easy to compute,

2 (1w ug).
51— p" uf R — 1)e ).

€;

ex (24
For one of the averages, we have e; = e,, and in order to ob-
tain the other average e, we need to calculate the expectation
value E[e~*Pr]. This average can be obtained with the help of
Eq. (17) if we know the PGF of D,,. Again, in principle, we
can get the full statistics of D,, (and functions of it) from this
PGEF. More specifically, according to Eq. (17), for the random
variable e~*Pr we can easily obtain all statistical moments of
order k, E[e~*P+*]. This may be useful for a rate analysis that
includes keys of a finite length, though here in this work we
shall focus on asymptotic keys. The PGF of D,, however,
is generally harder to obtain than that of K. For example,
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FIG. 3. “Iterative” swapping scheme for a four-segment quantum repeater. The swapping operations are performed step by step (here from
left to right). Also this scheme, when executed with parallel distributions in each segment, leads to an increase of the total dephasing. However,
if combined with sequential distributions, the accumulated dephasing times can be reduced (with always at most one spin or spin pair being
subject to a long dephasing) at the expense of a growing repeater waiting time. Memory cutoff parameters are omitted in the illustration.
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the PGF of D, is not obtainable via the absorption time of
a Markov chain (unlike that of K,,, which is obtainable even
when the entanglement swapping is probabilistic) [35,36].
Nonetheless, at least without considering the more compli-
cated case including a memory cutoff, we can calculate the
relevant PGF of D, by analyzing all permutations of the basic
variables (there are also other, more elegant, but still not so
efficient and well scalable methods to treat the statistics of
D,, e.g., based on algebraic geometry).

We see that in order to compute the secret key rate of a
quantum repeater we need to study the two integer-valued
random variables K, and D,,. The former describes the num-
ber of steps to successfully distribute entanglement and is
responsible for the repeater’s raw rate. The latter describes
the quality of the final state and strongly depends on the
swapping scheme. For example, for a four-segment repeater
with a predetermined swapping order like the iterative scheme
in Fig. 3, we could actually also choose to adapt the initial
entanglement distributions to the swapping strategy and hence
wait with every subsequent distribution step until the corre-
sponding connection from the left has been performed. Since
this is no longer the parallel distribution (it is the “sequential”
distribution), we would obtain an increased total waiting time.
However, the accumulated dephasing time may be reduced
this way, as we discuss in the next section.

In general, we may also consider schemes with a memory
cutoff, where we put a certain restriction of m time units on
the maximum time a qubit can be kept in memory. So, in
this case, we study four variables—the total number of dis-
tribution steps and the total dephasing, both with and without
cutoff. In order to maximize the secret key rate we need a
scheme with small E[K},] and large E[e%Pr]. In the following
sections, we will introduce different schemes for performing
the entanglement swapping and, where possible, compute the
PGFs of the corresponding random variables. The PGF of
K, is denoted as G,(t) and that of D, as G,(t). For the
corresponding quantities with cutoff m, we use the superscript
[m], e.g., KI™. We will see and argue that there are three
basic properties that a quantum repeater protocol (unassisted
by additional quantum error detection or correction) should
exhibit: distribute the entangled states in each segment in par-
allel, swap the initially distributed states as soon as possible,
and avoid parallel storage of already distributed pairs as much
as possible. Obviously, all these three “rules” cannot be fully
obeyed at the same time. In particular, parallel distribution
will ultimately lead to some degree of parallel storage.

C. Sequential distribution schemes

In what we refer to as a sequential entanglement dis-
tribution scheme, the initial, individual pairs are no longer
distributed in parallel but strictly sequentially according to a
predetermined order. If this order is chosen in a suitable way,
it is possible that at any time during the repeater protocol at
most one entangled pair is subject to dephasing (apart from
small constant dephasing units for single attempts), because
once a new pair is available an entanglement connection can
be immediately performed and only then another new segment
starts distributing. This may lead to a reduced accumulated
dephasing time. Moreover, from a secret key rate analysis

point of view, an appropriate sequential scheme can allow for
a straightforward calculation of the statistics of both random
variables, the total waiting and the accumulated dephasing
times, even when a memory cutoff is included.

Let us consider a simple, sequential distribution and swap-
ping scheme where the above discussion applies and the secret
key rate can be computed exactly by means of elementary
combinatorics. In this scheme, we start by distributing entan-
glement in segment 1 (most left segment), and only after a
success we start to attempt distributions in segment 2. As soon
as we succeed there too, we immediately swap segments 1 and
2 and start to distribute entanglement in segment 3. As soon
as we succeed with the distribution in segment 3, we swap
segment 3 with the first two, already connected segments, start
distributing in segment 4, and so on, repeating this process
until entanglement has also been distributed in the most right
segment followed by a final entanglement swapping step. This
scheme, for n = 4, is also illustrated by Fig. 3. The variables
K, and D, for this scheme and general n are thus defined as

K;eq:Nl‘F"'-{-Nn, DzquNz-f—-“—l—Nn. (25)

The PGFs of these random variables are just powers of the
PGF of the geometric distribution:

n n—1
t ~ t
G(r) = (1 fqt> G = (1 fqt) . @6)

In Appendix C, we derive the following expressions for the
PGFs of the random variables with memory cutoff. We as-
sume an accumulated, global cutoff where the total storage
(dephasing) time across all segments must not exceed the
value m. The PGF of K" is given by

Pyt () g

[mley —
R S (D)pign-imt” <0
and the PGF of D™ becomes
. tn_l m:n+1 j+n—2 jtj
oy = L2t Lo ) (28)

m—n+1 m i om—n+1—i
" (i+n71)p1qm n+1—i
Because it takes at least one time step for each segment to suc-
ceed, we have the inequalities n < KI"™ and n — 1 < D™ <
m, which agree with the PGFs of these quantities presented
above. Moreover, for m — 400, we have

GE¥) = Gyi), G =G@).  (29)

These relations are easy to prove, just note that

m—n+1 m 1 n—2 m
i _m—n+1—i i _m—i
=—|1- .
Z(i—}—n—l)pq p"1|: Z(i>pq i|

i=0 i=0
(30)

The binomial coefficient (";) is polynomial in m of ith degree,

and thus (T)q’” — Owhenm — +ooforalli=0,...,n—2,
which proves the relations of Eq. (29).

There are also variations of the above sequential cutoff
scheme. In the previous scheme we only abort a round when
we already waited m time units. Now consider the case where

we already waited m/2 time units, but only a small number of
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segments succeeded. Hence, it is highly unlikely that we will
succeed in all segments within the m time steps. Therefore
it is better not to waste time and already abort the current
round to start from scratch. A very simple strategy following
this idea makes use of an individual (local) cutoff in each
segment. However, it is beneficial to use a different cutoff
in every segment; one should choose a smaller cutoff in the
first segments and then increase the cutoff for later segments.
The rationale behind this is that in the first segments we have
not invested much effort and can discard rather aggressively,
whereas later we should discard less aggressively since we
already consumed lots of resources.

The advanced protocol is uniquely defined by a vector of
cutoffs m = (my, ..., m,_;) and the random variables K, and
D,, for this protocol and general n are given by

T
Kyed™ = N0 4 (T, — Dmyy + Y KS™, (1)
j=1

where K;*I™ is geometrically distributed with parameter p,

NUm- follows a truncated geometric distribution with cutoff
my_1, and T, is a geometric random variable with parameter
(1 — g"™") describing the number of starts of the protocol. For
the dephasing we have

D™ = N™ .. N, (32)

The PGF of K,**™ is given recursively by (see Ap-
pendix C)

Ggm] (t) = Ggmu—ll(t)t—mnflP(m/x—l)(G’[:E]l (l‘)tm""), (33)

where P (1) = ﬂj—gg’ and G™ = G}*. The PGF of D;*™
is simply given by

n—1

G =165 . (34)

j=1
since the sum of independent random variables translates to
a product for PGFs. As the state quality only depends on the
total dephasing time, the best sequential protocol would count
the total number of storage steps and discard based on a cutoff
as a function of the number of already succeeded segments,
and one may also employ an early aggressive discarding.

D. Parallel distribution schemes

A more efficient class of schemes is constructed when we
do not wait for some segments to finish before we start others.
In these schemes, we start all segments independently and
distribute in parallel. It follows that for these schemes without

a cutoff, we have
KM = max(Ny, ..., N,), (35)

i.e., all such schemes give the same raw rate. In Appendix A,
we derive the following expressions for the PGF of K),:

n ) l—qi
Gpar =t -1 i+1 n)_
() =1y (—1) (l. =

i=1

n ' 1
=1+(1—t)Z(—1)l<’Z>1_qit. (36)

i=1

The two expressions are identical, since their difference re-
duces to (1 — 1)* = 0. From the first expression, it is clear
that the values of K, start at 1, as it must be, because it
takes at least one time unit to distribute entanglement. In the
other expression, the necessary property of all PGFs becomes
manifest, G,(1) = 1. From the first relation of Eqs. (16), we
get the well-known expression for the average waiting time of
a quantum repeater with parallel distribution and deterministic
entanglement swapping (at any time possible, e.g., at the very
end)

d n ) n 1
K}Ear:_Gpar ‘ — -1 i+1 - 37
G| ,2:1( )= @D

previously obtained in Ref. [50] (not including the full prob-
ability distribution). All other relevant expressions, the total
number of distribution steps including memory cutoff as well
as the finally distributed quantum state including memory
imperfections, both for the model with and without memory
cutoff, depend on the particular swapping strategy chosen
(e.g., unnecessarily postponing some or even all entanglement
swapping steps until the very end maximizes the amount
of parallel storage and hence the total dephasing in the fi-
nal state). For this, there is a growing number of choices
for larger repeaters, and in the following we shall derive
an optimal swapping scheme that results in a minimal to-
tal dephasing time (while sharing the high raw rates, i.e.,
the minimal total waiting times, with all parallel distribution
schemes).

1. Optimal swapping scheme

Because all schemes (without a cutoff) considered in this
section have equal raw rates, the best secret key rate is de-
termined by the optimal scheme with regards to the secret
key fraction. In this section, we shall present this scheme.
In contrast to the schemes presented in Figs. 2 and 3, which
are fixed, the optimal swapping scheme is dynamic. In a fixed
scheme the order of swappings is fixed at the beginning and
does not depend on the order in which the segments become
ready. For example, for the “doubling” scheme as shown in
Fig. 2 for n = 4, we never swap segments 2 and 3, even if
they are ready and segments 1 and 4 are not. We always wait
for segments 1 and 2 or segments 3 and 4 to become ready,
swap these pairs, and then swap the larger segments to finish
the entanglement distribution over the whole repeater. In a
dynamical scheme, we do not follow a prescribed order and
can swap the segments based on their state. Of course, we
can freely mix and match fixed and dynamic behaviors. For
example, for n = 8, we can first swap four pairs of segments
in a fixed way and then swap the four new, larger segments
dynamically. We now show that the fully dynamic scheme,
where we always swap the segments that are ready, is the
optimal one.

To prove this we give two characterizations of this fully
dynamic scheme. One is the straightforward translation of the
description to the definition, but this definition is not explicitly
optimal. The other one is optimal by construction, but is not
fully dynamic explicitly. We then show that the two construc-
tions coincide demonstrating the validity of our statement.
Swapping an earliest pair of segments means that we choose
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an index i for which max(N;, N;y) is minimal (there can be
several such indices), swap the pair of segments i and i + 1,
and recursively apply this procedure to the other segments (if

there are several such pairs, choose one of them arbitrarily).
If we denote the dephasing random variable of this scheme as

D, its formal definition reads as

|
. N)) = |N;y = Niys1| + Dy (M1

D,(Ny, .. ., Njy—1, max (Njy, Nig1), Nig42, - - - Ny), (38)

where i) = argmin; max(N;, Ni+1). This definition is a greedy, locally optimal scheme, which optimizes only one step. As it is
known from algorithm theory, greedy algorithms do not always produce globally optimal results. By doing only locally optimal
steps, we may miss an opportunity for a much better reward in the future if we make a nonoptimal step now. Fortunately, in this
case the greedy, locally optimal scheme expressed by Eq. (38) does give the globally optimal result, as we show below.

In any scheme, the first step will be to swap a pair of neighboring segments, let us say segments i and i + 1. We do this at the
time moment max(®;, N;1), and the contribution of these segments to the total dephasing is |N; — N;1|. After this swapping, we
are left with n — 1 new segments, one of which is the combination of two original ones. Any initial segment j, where j #i,i+ 1,
generates an entangled state after V; time units, and the combined segment “generates” entanglement after max(V;, Ny ) time
units. If we swap these n — 1 segments in any way in D,_; time units, then the total swapping takes D, = [N; — Nit1| + Dp—1
time units. To find the minimal dephasing we simply take the minimum over i = 1, ..., n — 1 of this expression, and recursively
apply it for the new segments. If we denote the dephasing random variable corresponding to this scheme as D};, this description

translates into the following definition:

Dy(Vi,...Ny) = _min_ [Ny = Nigt| + D (N, .

The base case of this recursive definition is D5(Ny, N;) =
Dy(N1, N>) = [Ny — N,|. This definition by construction gives
the globally minimal number of dephasing time units required
to distribute long-distance entanglement if it takes N; time
units for segment i to generate entanglement.

We now have two quantities, the locally optimal one, given
by Eq. (38), and the globally optimal one, given by Eq. (39).
The former has semantics of swapping the earliest, but may
not be globally optimal. The latter is optimal by construction,
but does not necessarily correspond to the swapping earliest
strategy. It turns out that the two quantities coincide, at least
for all n =2, ..., 8. A straightforward way to check this is
to consider all possible inequality relations between »;. There
are n! such relations, which correspond to the permutations of
N; in the following inequality:

Ny <o <N (40)

For any given inequality relation between N;, we can compute
both quantities explicitly in terms of N;. For example, for the
relation in Eq. (40), both quantities reduce to the same expres-
sion, D,, = D} = N, — N;. For all other possible relations, we
have

Dy(Ny, ..., Np) = Dy(Ny, ..., Ny, (41)

foralln =2, ..., 8. This can be easily verified with the help
of a computer algebra system. Our conjecture is that the
statement is valid for all n» > 2, but in this work, we consider
repeaters with up to eight segments only, and for such n we
have verified this statement directly.

In contrast to the sequential scheme introduced earlier,
there is no compact expression for the PGF of the optimal
scheme here. Each case will be considered separately in the
next sections. Where possible, we present explicit expressions
of the PGFs of the quantities in question. The main difficulty
is encountered for those schemes with memory cutoff, and
hence when including a cutoff, even for smaller repeaters
(but n > 2), we only consider the fully sequential scheme,

.+ Ni—1, max(N;, Nit1), Ny, ..., V)] (39)

(

for which we have got the exact expressions. In the following
sections, we discuss quantum repeaters for n = 2, 3, 4, and
8 segments. Although the case n = 2 is rather well known
and there is no set of different swapping strategies to choose
from in this case, it will be briefly reproduced based on the
formalism introduced in this work. The case n = 3 is interest-
ing, as it represents the simplest, nontrivial case beyond one
middle station, already requiring a choice regarding distribu-
tion and swapping strategies (here, in the main text, the focus
remains on schemes with an optimal dephasing for parallel
distribution; in Appendix E, we discuss the full secret key rate
for n = 3 including all possible distribution schemes). Finally,
the cases n =4 and n = 8§ are chosen, as they allow for a
comparison with “doubling” (see Fig. 2). Larger quantum
repeaters with n > 8 become increasingly difficult to treat (in
terms of the optimized total dephasing). We will later also see
that for n = 8, without additional methods of quantum error
detection or correction, the necessary experimental parameter
values in our model become already highly demanding.

2. Two-segment repeater

This is the simplest kind of a quantum repeater. The PGF
G,(t) of K, = max(N;, N,) is given by Eq. (36) with n =2
and in this case reads as

Pl +qr)

G =
0= T na -

(42)

As we noted before, there is only one choice for the de-
phasing variable, D, = [N} — N,| (parallel distribution). In
Appendix D, we derive the following expression for the PGF
of this variable:

PP l4qt

Go(t) = .
2(t) —fl—q

(43)
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There we also show that the PGFs of the variables with cutoffs
are

pPr(l + gt —2(g)™")

Gy(t) = :
g (1 = gn)(1 — g%t = 2p(qr)™*")
. 1 4 gt —2(gt)"*!
Gy = P____T9°°97 @
1+q— 29" 1—gqgt

It is obvious that we have the same consistency relations as
for the sequential distribution scheme:

G0 = G(). G =Gor).  (45)

3. Three-segment repeater

For three segments, there are various ways how to
distribute entanglement. One could use a fully sequential
scheme, start at one end and distribute entanglement in con-
current segments. Alternatively, one could consider schemes
where pairs of segments generate entanglement in parallel and
the remaining segment goes last or, the other way around, it
goes first. There are also combined distribution schemes with
“overlapping” parallel and sequential distributions. Finally,
there are those schemes which attempt to generate entan-
glement in all segments at once and thereby use different
swapping schemes. Among the latter here only the potentially
optimal scheme is of interest, as it minimizes the accumulated
dephasing, while having the same total waiting time as any
other parallel distribution scheme.

However, it could still be the case that a scheme from the
other, slower class of schemes performs better in terms of the
full secret key rate. This is possible, because there is typically
a trade-off between the raw rate and the dephasing or, more
generally, the QBER. In particular, the fully sequential distri-
bution scheme is interesting, since its total dephasing becomes
minimal, as there is basically always only one segment wait-
ing at every time step. On the other hand, for the fully parallel
schemes the raw rate is optimal.

In Appendix E, we present all possible schemes for n = 3
and calculate the PGFs of their total waiting and dephasing
times. Then we use these results to obtain the secret key
rate for each scheme and to compare the different schemes.
We also show in the Appendix that the PGF of the optimal
dephasing random variable, equivalently defined by Eqgs. (38)
and (39), reads as

PP+ (g+2¢5t — Qe + ) — gt
-4 (1 —g)(1 — g’t)(1 — gt?)

Gy(t) = .

(46)

It turns out that with regards to the full secret key rate
the parallel-distribution optimal-dephasing scheme is indeed
optimal in all relevant regimes and especially in the limit of
improving hardware parameters, which can be seen in Figs. 22
and 23 for two different memory coherence times. In the same
section one can also find a more detailed discussion of the
figures. In addition, aiming at the most general treatment of
the n = 3 case, we also consider the scenario where Alice and
Bob measure their qubits immediately, thus suppressing their
memory dephasing, and we apply this to all possible schemes.
The comparison of these “immediate-measurement” schemes
is shown in Figs. 20 and 21, again for two different coherence
times. The conclusion remains the same: overall “optimal” is

optimal. However, note that the option with immediate mea-
surements for Alice and Bob only exists when they operate the
quantum repeater for the purpose of long-range QKD.?> More
advanced quantum repeater applications may require quantum
storage for the qubits at each end (user) node. In any case, the
memory qubits at each intermediate repeater node are (jointly)
measured as soon as possible when the two adjacent segments
are filled with an entangled pair (or even later, depending on
the particular swapping strategy, but in Appendix E, we only
consider swap-as-soon-as-possible schemes that minimize the
dephasing).

The above discussion leads us to the conclusion that there
are three basic properties that a quantum repeater protocol
(unassisted by additional quantum error detection or correc-
tion) should exhibit: distribute the entangled states in each
segment in parallel, swap the initially distributed states as
soon as possible, and avoid parallel storage of already dis-
tributed pairs as much as possible. It is obvious that all these
three “rules” cannot be fully obeyed at the same time. How-
ever, our optimal scheme has the optimal balance with regards
to these rules for three segments. We conjecture that this also
holds true for larger n > 3-segment repeaters.

4. Four-segment repeater

Of particular interest to us is the case of a four-segment
repeater which is commonly operated via “doubling.” Here
we are now able to discuss more general schemes, especially
those that would always swap as soon as possible, unlike
doubling where the second and third segments may not be
immediately connected even when they are both ready. Over-
all there are many more schemes than in the previous n = 3
case, and here for n = 4 we focus on the parallel-distribution
schemes. All these schemes (without cutoff) have identical
K4 = max(N;, N>, N3, Ny), whose PGF is given by Eq. (36)
for n = 4. The dephasing variable D4 and its PGF become
different for different schemes. One such scheme, the com-
mon “doubling,” is illustrated in Fig. 2, where we first swap
the pairs of segments 1, 2 and 3, 4 independently and then
swap the two larger segments. Note that the swappings will
typically take place at different moments in time - one pair of
segments will usually swap earlier than the other. The state
of the faster pair that goes into the final swapping operation
is the state of these segments after their connection and at
the moment when the final swapping is done, and so the state
has been subject to a corresponding memory dephasing. For
example, if the swapping of segments 1 and 2 is done first, the
state of the distributed state over segments 1 and 2 just after
the swapping is 014 = S(012 ® 034). If k time units later seg-
ments 3 and 4 swap, producing the state 9sg = S(0s¢ ® 073),
the former state becomes 'y, (014), and the state distributed
over the whole repeater is

018 = S(Mka(S(012 ® 034)) ® S(0s56 @ 078)), 47

3For QKD applications, there is another variation that would indeed
allow to achieve higher secret key rates, namely, when Alice and Bob
send their signals at a high clock rate and the memory stations can
locally decide how to process the arriving qubits [29].
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instead of just Q13 = S(S(012 ® 034) ® S(056 ® 078))-
Again, as before, we omitted any extra factors that depend
on the number of spins subject to dephasing in a single
repeater segment. So, Fig. 2 shows just a workflow of
swapping operations, while the exact expressions should be
adjusted according to the respective time differences. The
dephasing variable D4 in this doubling scheme is defined as
follows:

D' =Ny — Na| + N5 — Ny
+ | max(Ny, N») — max(Ns, Ni)|. (48)

The first two terms are due to the possible time difference
for generating entangled states within each pair of segments.
The last term is due to the time difference between the pairs
[e.g., the difference of the two maxima is k time steps in
Eq. (47)]. Note that this particular form of D! is consis-
tent with the commonly used “doubling” where the initial
distributions happen in parallel, but the swapping strategy is
fixed and sometimes disallows to swap as soon as possible.
In Appendix D, we derive the PGF of this random dephasing
variable,

pt PP 1)

Gdbl ey — RENA AP
<0 1—q* 0®(q,1)

(49)

where the numerator and denominator are given by

PP (q, 1) =1+ (¢* +3¢°)t + 3q + 34> — ¢°)*
_ (qs _ qs)ts + (qs _ 3q6 _ 3q7)t4
_ (3q5 +q6)t5 _ q8t6,

0 (g.t)=(1 =1 — g1 — gt*)(1 — ¢*t).

The dephasing variable corresponding to the iterated
scheme as shown in Fig. 3 differs from that of the doubling
scheme. In the iterative scheme, we first distribute entangle-
ment over segments 1 and 2, then extend it over segment 3,
and finally over segment 4. Note that the figure can be un-
derstood to illustrate both sequential distribution and iterated
swapping. In the sequential distribution scheme, we would
start to generate entanglement in each segment only when all
previous segments (e.g., from left to right) have successfully
generated entanglement. In the iterated swapping scheme, all
segments may start simultaneously (parallel distribution), thus
increasing the chances to swap sooner, but also the number of
qubits potentially stored in parallel. The variable D" for this
scheme is

DI'(Ny, N2, N3, Ny) = [N; — No| + | max(Ny, N2) — N3]
+ [ max(Ny, N2, N3) — Nyl.

The PGF of this random variable is rather large and reads as

4 Pitr .t
P 4(‘1 ) (50)

Gitrt — ,
+O=1"4 0l (q,1)

where the numerator and denominator are given by

P{"(g,1) =1+ 3¢t + (46> — ¢* = 2¢°)*
+(q—q" -3¢ —6q" +2¢° +¢*)¢*
+(=2¢" —5¢° +¢* +2¢° — ¢° = 3¢")*
+ (=247 + 4q" — 4¢° + 24"
+G¢’ + 4" —2¢° —4° +5¢" +2¢°°
+(=4¢" = 2¢° + 64" +3q" +¢° = )’
+(2¢° +q° — 4¢°)® —3q"1° — ¢"t"°,
01 (g.1) = (1 - gn)(1 — 1)1 — ¢*1)(1 — g1*)
x (1= g**)(1 — gr).

We present an example for another, mixed swapping strategy
in Appendix G.

For the dephasing random variable D}, corresponding to
the optimal swapping scheme given by Eq. (39) for n = 4, we
derive the following PGF:

Pt Pi(g.1)
1—q¢* Qi(q. 1)

Git) = 51)

where the numerator and denominator read as

Pi(q,t) =1+ (q+2¢" +3¢) + (¢ +2¢* + ¢")t*
— (3q2 + 4q3 + 4q4)t3 — (46]5 + 4q° + 3q7 )
+(@ +29" + P +Bq° + 29" + ¢+ ¢t
0i(q.1) =(1 —g)(1 — 1)1 — Ft)(1 — gt)(1 — g°*).

5. Eight-segment repeater

As before, again all parallel-distribution schemes (with-
out cutoff) have identical total waiting times, Kg =
max(Ny, ..., Ng), whose PGF is given by Eq. (36) for n =
8. For the dephasing variable, there are many more possi-
bilities now. We shall consider and compare five different
schemes—the doubling and the optimal schemes, and three
less important schemes, which nevertheless exhibit an in-
teresting behavior. The somewhat less important ones are
described and discussed in Appendix G.

The optimal dephasing Dy is defined equivalently by
Egs. (38) and (39) for n = 8 and the doubling dephasing ngl
is defined recursively as

D®UN,, ..., Ng) = DN, ..., Ny) + DPNs, .., Ne)
+ | max(Ny, ..., Ny)
— max(Ns, ..., Ng)|, (52)

with D! defined as in Eq. (48). The comparison of the five
different schemes can be found in Appendix G. In this Ap-
pendix, Appendix G, we present some figures showing the
ratios between the average dephasing of the four sub-optimal
schemes and the optimal scheme, with and without exponenti-
ation. We can then compare the relative positions of the curves
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in Fig. 26 with those of the curves of the ratios
E[D;"] _ G&(D)
E[D"] Gy’

(53)

which are shown in Fig. 27. Looking at the two figures, we
see that

E[D®] > E[D{], E[eP] <E[e ). (54)

This behavior is in full agreement with the properties of the
exponential function: if x >y > 0 and « > 0, then e™** <
e~*’. However, for the other pair of schemes, we have

E[D2?] > E[D??], E[e*P"] > E[e D], (55)

Nonetheless there is no contradiction here. This is a known
property of nonlinear functions of random variables. This
property can be observed even in the simplest case of ran-
dom variables X and Y each taking two values only. One
can easily construct an example such that E[X] > E[Y] and
E[e=*¥] > E[e~*Y]. However, the inequalities (55) show that
it is not necessary to consider artificial constructions. This
property can be observed for simple and natural schemes.

The important conclusion is that the optimal scheme by
construction minimizes E[D], but to have the highest fidelity
of the distributed state we need to maximize E[e~*"]. For an
ordinary nonnegative function f(x) and a positive parameter
o > 0 the minimum of f(x) is the maximum of ¢~*/® and
vice versa, but for random variables, this is not necessarily
true. Strictly speaking, in general, we know only the scheme
that minimizes E[D], but not the scheme that maximizes
E[e~%P]. The two schemes seem to be identical, but there is
no strict proof of this statement. We have to rely on evidence
based on computing the properties of some schemes explicitly
and comparing them. For the examples for n = 8 given in
this section and in the Appendix, we see that dividing the
exponentiated dephasing of all other schemes by that of the
optimal scheme gives a number smaller than one, whereas
the same ratios without exponentiation give a number greater
than one. Thus minimal dephasing corresponds to minimal
dephasing errors, and the optimal dephasing scheme exhibits
the smallest fraction of dephasing errors.

To summarize, our optimization of the secret key rates
obtainable with different distribution and swapping strategies
is based on three steps. First, we can rely upon the proof
of the minimal dephasing variable for up to n = 8 segments
given in Sec. IV D 1 assuming parallel initial distributions (it
is already nontrivial to extend this proof to larger n > 8).
Second, in order to compare the average dephasing errors in
the final density operators, we need to consider the average
dephasing exponentials for the different schemes. Finally, in
order to assess the optimality of the secret key rate over all
possible schemes, we have to take into account also those
schemes where the initial distributions no longer occur in
parallel which generally leads to smaller raw rates, but at
the same time can result in a smaller dephasing by (partially)
avoiding parallel storage. For the first nontrivial case beyond
a single middle station, we have explicitly gone through all
these three steps, namely, for the case of a three-segment re-
peater with two intermediate stations (Appendix E), and found
that “optimal” is optimal. For larger repeaters beyond eight

segments, n > 8, we conjecture that our “optimal” scheme
also gives the best secret key rate. This includes conjecturing
that our minimized dephasing is minimal also for n > 8, that
it minimizes the dephasing errors in the final density operator,
and that overall the dephasing-optimized parallel-distribution
approach is superior to any partially or fully sequential dis-
tribution scheme. Especially the last point cannot be taken
for granted. In Appendix F, we present some rate calcula-
tions for n = 8 where, beyond a certain distance, “optimal”
can be beaten by a sequential scheme. However, there we
allow for immediate measurements at an end node only for
the sequential scheme (for which this is easy to include),
but not for “optimal”’; a comparison which is slightly unfair
and also only relevant for QKD applications. In the case
of nonimmediate-measurement schemes including potential
beyond-QKD applications, “optimal” remains optimal.

V. SECRET KEY RATE ANALYSIS

A useful and practically relevant figure of merit for quan-
tifying a quantum repeater’s performance is its secret key rate
in long-range QKD, which determines the amount of secret
key generated in bits per channel use or second. As briefly
reviewed in Sec. III B, the secret key rate consists of two
parts: the raw rate or yield and the secret key fraction. The
former quantifies how long it takes to send a raw quantum
bit or to (effectively) generate entanglement, independent of
the quality of the final state; the latter then determines the
average amount of secret key that can be extracted from a
single raw bit, depending on the particular QKD protocol
chosen and including the corresponding procedures for the
classical postprocessing.

Here we will focus on the asymptotic BB84 secret key
rate S = Rr = r/T with one-way postprocessing. In the most
general scenario of long-range memory-assisted QKD, i.e.,
including a finite swapping probability @ and a memory cutoff
parameter m, it is given by

1 — h(ex(p. a, m)) — h(ez(p, a, m))

S(p,a,m) = T a.m) . (56)

where £ is the binary entropy function, 7' the average number
of steps needed to successfully distribute long-distance entan-
glement, and e,, e, are the QBERSs of Eq. (24). The probability
of successful entanglement generation in a single attempt in
a single elementary segment is p, as introduced in Sec. IT A.
The denominator of S, T = E[K], is basically the total raw
waiting time of the repeater which generally depends on p and
a where a is a finite success probability of the entanglement
swapping using the same notation as in Refs. [35,36] (where it
was shown how to compute [35] and optimize [36] T = E[K]
for arbitrary a). The dependency on the cutoff parameter m
means: the smaller m becomes, the longer it takes to dis-
tribute an entangled state. The numerator of S, r, generally
also depends on p, a, and m through the QBERs. Recall that
we have to take the averages here, e; = ¢, and e, obtainable
via E[e™*P]. A smaller m can lead to a higher state quality
with a smaller total dephasing and thus to a larger secret key
fraction r. It is generally hard to optimize S over general p,
a, and m. Our approach here is based on the simplifying (and
experimentally still relevant) assumption a = 1 (deterministic
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entanglement swapping) and the idea that the highest secret
key rates will be obtainable with the fastest schemes (parallel
distributions minimizing the total waiting time) and, among
these, with those that swap entanglement as soon as possible
(minimizing the total dephasing time, see Sec. IV D 1). While
for a two-segment repeater the cases of deterministic and non-
deterministic swapping can be treated similarly, for repeater
chains beyond a single middle station (n > 2) our results
for optimizing distribution and swapping strategies only hold
for the deterministic swapping case. Using the results of all
previous sections, the secret key rate can then be calculated.
Thus, in what follows, we always have a = 1.

The above secret key rate S is expressed in terms of bits
per channel use. For a rate per second, the average total
number of distribution attempts 7 must by multiplied with the
duration of a single attempt in seconds, i.e., the elementary
time unit T = Lo/cy. Note that a single attempt or channel
use is uniquely defined only for direct channel transmission
in a point-to-point link, whereas the channel in a quantum
repeater is used directly only between neighboring memory
stations. Since our model always assumes that the interfaces
at each station connect a single channel (to the left or to the
right) with a single memory qubit (unit memory “buffer”),
those channel segments that belong to already successfully
distributed pairs remain unused until new attempts in these
segments will be started (e.g., when the memory cutoff has
been exceeded or when a long-distance pair has been finally
created). Nonetheless, at every attempt, we shall always count
a full channel use over the entire distance despite the growing
number of unused channel segments during memory-assisted
long-distance entanglement distribution. Thus, strictly speak-
ing, we underestimate the secret key rate per channel use and
one could continue distributing pairs in all channel segments
provided sufficient memory qubits are available.

The parameter values as given in Table I have been used
to obtain the quantitative results discussed in this section.
Most parameters there have been introduced in the previous
sections in the context of our physical model. The resulting
probability to distribute entanglement over one link in terms
of the parameters of Table I now includes a zero-distance
link-coupling efficiency

P(Lo) = Piink ¢ T, (57)

with p(0) = piink and where piinc = 1c g 1, incorporates var-
ious efficiencies of the experimental hardware independent of
the channel transmission itself, especially wavelength conver-
sion, fiber coupling, preparation, and detector efficiencies.

In the context of our statistical and physical model, the
memory coherence time 7., in Table I, an experimentally
determined parameter that describes the average speed of the
memory dephasing, can be converted into a (dimensionless)
effective coherence time in units of the repeater’s elementary
time unit, T..n/7. Equivalently, we can say that the (num-
ber of) dephasing time (steps) D, is to be multiplied with
an elementary time t before it can be divided by 7., in
E[e Prt/%h], In any case, we absorb both T and 7., in our
dimensionless « dephasing parameter,

T L()
a(Ly) = = (58)

Tcoh CfTeoh

TABLE I. Experimental parameter values used to calculate se-
cret key rates. The star symbols * allow for various choices. The
exact choices vary for each experimental platform. Some of the “im-
proved values” are the ideal values which allow to consider idealized,
fundamental scenarios such as “channel-loss-only” or “channel-loss-
and-memory-dephasing-only” (for which we may also set pjix = 1).

Current  Improved
Constant Meaning value value
a Swapping probability 1 1
Teoh Coherence time 0.1s 10s
I Gate depolarization (Bell ~ 0.97 1
measurement)
o Initial state depolarization  0.97 1
F Initial state fidelity 1 1
(dephasing)
Loy Attenuation length 22 km 22 km
n, Index of refraction 1.44 1.44
p Preparation efficiency * *
Ne photon-fibre coupling * *
efficiency x
wavelength conversion
N4 Detector efficiency * *
Plink = Total efficiency 0.05 0.7
Ne " Nd - Mp

Thus o can be referred to as an inverse effective coherence
time. Note that in order to count the dephasing times appropri-
ately in a specific protocol, we may have to add an extra factor
of 2 (depending on the number of spins dephasing at each
time step in a certain elementary or extended segment) and a
constant dephasing term ~2n that takes into account memory
dephasing that occurs even when the first distribution attempt
in a segment succeeds. Any missing factors in the dephasing
can be reinterpreted in terms of & or .o, €.2., a missing factor
of 2 corresponds to a coherence time twice as big.

In Table I, two sets of current and improved parameter
values are listed, which specifically refer to 7., and pyinx for
which we choose 0.1 s or 10 s and 0.05 or 0.7, respectively.
The other state and gate fidelity parameters will be either set to
unity or close to but below one (in some of the following plots
we will also treat them as a free parameter). We will see that
in memory-assisted QKD without additional quantum error
detection or correction, the fidelity parameters must always
be above a certain threshold value which (obviously) grows
with the number of stations (and which generally depends on
the particular QKD protocol and the classical postprocessing
method).

To compare the performance of each repeater protocol with
a direct point-to-point link over the total distance L, we will
use the PLOB bound [46], which is given by

SPLOB (1) — —log,(1 — ¢ ), (59)

It represents an upper bound on the number of secret bits that

can be shared per channel use. For example, for e =1 /2
corresponding to L = 15 km, we have SPM°B = 1, and so at
most one secret bit can be distributed per channel use (per
mode) independent of the optical encoding. It will also be
useful to consider an upper bound on the number of secret
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FIG. 4. Contour plots illustrating the minimal fidelity requirements to overcome the PLOB bound by a two-segment repeater with different
parameters: (a) Teon = 0.1, piink = 0.05, m = 10; (b) teon = 0.1, prink = 0.7, m = 50; (¢) Teon = 105, prink = 0.05, m = 3000; and (d) Teon =
108, piink = 0.7, m = 5000. In all contour plots, u = o and Fy = 1 has been used.

bits that can be shared with the help of a quantum repeater
(511,

SPLOB.QR () — _Jog,(1 — eVLTUu), (60)

corresponding to the PLOB bound for one segment (in the
case of equal segment lengths Lj). For a point-to-point
link, n = 1 with L = Ly, we thus use the notation SP-OB =
SPLOB.QR ‘The rates we will focus on first in the following are
to be understood as secret key rates per channel use. Later we
shall also discuss secret key rates per second.

A. Two-segment repeater

Let us start with the rates for the simplest case: a two-
segment quantum repeater with one middle station. We shall
only consider one scheme, the “optimal” scheme, with and
without a memory cutoff. First, we address the question
whether and when it is possible to overcome the PLOB bound
with a two-segment repeater given the (current and improved)
parameter values from Table I. We stick to Fy = 1 and, for
illustrative clarity, we set © = o (while, first, u is not fixed).

Physically, this means that the repeater states when initially
distributed in each segment and then manipulated at the mid-
dle station for the Bell measurement are subject to the same
depolarizing error channels (and there is no extra initial de-
phasing). The cutoff parameter m is chosen most appropriately
such that the final secret key rate is close to optimal over the
entire range.

In Fig. 4, one can see various contour plots of the secret
key rate. For convenience, we translated the error parameter p
into a fidelity, F = (3u + 1)/4. The plots clearly indicate the
minimal fidelity values below which the rates drop below the
PLOB bound or even to zero rates, for different total repeater
distances L. The resulting contours are color-coded such that
a particular color represents the secret key rate to be, e.g.,
twice the rate of the PLOB bound. Thus one can see that in
certain parameter regimes it becomes impossible to beat the
PLOB bound with a two-segment repeater. However, if both
the memory coherence time .o, and the link efficiency pyink
take on their improved values, it is possible to reach secret
key rates as high as 500 times the rate of the PLOB bound,
and beyond, in a certain distance regime.
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FIG. 5. Rates (secret key or raw) for a two-segment repeater over distance L for different experimental parameters: (a) Teop = 0.1's, plink =

0.05, 1
n = o
097, and (h) Tecoh = 10 S, Plink = 07, n = WUy = 1.

In Fig. 5, we show the resulting secret key rates for the
experimental parameters from Table I, for both the scheme
with and without a memory cutoff. This time the error param-
eter u = o is fixed, and it either takes on its “current” or
its “improved” (ideal) value. For comparison, as a reference,
we also included the raw rates in each case. The loss scaling

of the rates in all schemes is, as expected, proportional to
__L _ L . .
Plink € -t = ppipkVe L (corresponding to a linear decrease

with distance due to the log scale representation). The effect of
the different experimental parameter values is clearly visible.
The choice of pjipx = 0.05 or pynx = 0.7 determines the offset
along the y axis (rate axis) at zero distance. A higher pjinx
allows to cross the PLOB bound at a smaller distance. Note
that the PLOB bound itself can arbitrarily exceed the value
of one secret bit towards zero distance; in our schemes we

= o = 0.97; (b) Teon = 0.1, prink = 0.05, & = o =1; (€) Teon = 0.1, plink = 0.7, & = o = 0.97; (d) teoh = 0.1s, prink = 0.7,
=15 (&) Teon = 105, piink = 0.05, u = po = 0.97; (f) Tcon = 105, piink = 0.05, u = po = 1; (g) Tcon = 108, piink = 0.7, = po =

always distribute qubits and so one secret bit per channel use
is the maximum (and depending on the number of modes to
encode the photonic qubits there could be extra factors, “per
mode”). The choice of 7.on = 0.1 or 7oy = 10 s determines
when (at which distance) the (negative) slope of the secret

key rate increases such that the repeater switches from a
L . . .
e toae Im (PLOB-like) scaling, or even worse. This

effect is an effect of the memory dephasing that occurs even
when pu = o = 1. If, in addition, u = up = 0.97 < 1, the
secret key rates can drop abruptly down to zero, since then
the QBERs have nonzero contributions both in e, and e,, see
Eq. (24). Note that this effect happens also when either of the
two parameters, i or (o, drop below one, i.e., when either
the gates or the initial states become imperfect. Also note that
nonunit (4 or (g in addition lead to an increased y-axis offset
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FIG. 6. Contour plots illustrating the minimal fidelity requirements to overcome the PLOB bound by a four-segment repeater for different
parameters: (a) Teon = 0.1, prnk = 0.05; (b) teon = 0.1, prink = 0.7; () Teon = 108, prnk = 0.05; and (d) teon = 108, prge = 0.7. In all

contour plots, u = o and Fy = 1 has been used.

which will become more apparent for larger repeaters with
larger n.

However, a memory cutoff can significantly change the
picture, and it can increase the achievable distance compared
to the scheme without a cutoff (compare the solid yellow with
the solid green curves in Fig. 5). More specifically, beyond
distances when the rates of the no cutoff scheme drop dramat-
ically, the cutoff scheme still scales proportional to the PLOB
bound. Note that for the scheme with a cutoff, even the raw
rates (dashed green curves) can switch from an L/2 to an L
scaling (like PLOB), because a finite cutoff value “simulates”
an imperfect memory in the raw rate (whose loss scaling
resembles the scaling without a quantum memory, i.e., that of
the PLOB bound, in the limit of m = 1) [41]. Again, one can
also see that with “current” parameter values, see Fig. 5(a),
it is impossible to beat the PLOB bound [here even when
w = o = 1, see Fig. 5(b)], but with improving values for the
coherence time and the link efficiency, it becomes possible.
This holds even when only one of the two parameters, pjink
or T, 1S improved, as long as we can cross PLOB at a

sufficiently small distance or maintain the repeater’s slope
for sufficiently long, respectively. In the next section we will
turn to a four-segment repeater (a three-segment repeater is
discussed in great detail in Appendix E).

B. Four-segment repeater

As we have seen in Sec. IV D 4, there are various swapping
strategies possible for a four-segment repeater in contrast to
a simple two-segment repeater. Our conjecture is (see also
Appendix E for the case n = 3) that the “optimal” scheme is
optimal in the regimes of increasingly good hardware param-
eters. Thus let us first again focus on the minimal fidelities
to overcome the PLOB bound for this scheme, similar to our
analysis for two segments, but now without cutoff only. The
results are shown in Fig. 6. It becomes apparent that now a
much higher fidelity or equivalently w is needed, but in turn
also much higher secret key rates, 10*-times the PLOB rate
and beyond, are possible. Since we have n = 4 now, nonunit ©
values have a stronger impact on the QBERSs, see Eq. (24). At
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FIG. 7. Rates (secret key or raw) for a four-segment repeater over distance L for different experimental parameters: (a) teon = 0.1'8, prink =

0.05, u =
= o
0.97; and (h) teoh = 10, prink = 0.7, & = o = 1.

the same time, however, the loss scaling becomes proportional
__L 4 L .
tO Plink € “ = pynk Ve L . Furthermore, note that a different

scaling of the contours is observable, due to the lack of a
memory cutoff.

Next, we consider the secret key rates for a particular
choice of the experimental parameters including u = p ac-
cording to Table I. Besides the “optimal” scheme, now we also
include the sequential and the doubling schemes in the rate
analysis (sequential/iterative swapping together with sequen-
tial distributions and doubling with parallel distributions). In
Fig. 7, one can see the PLOB bound and the secret key rates
for the sequential scheme with and without a cutoff, for the
doubling scheme and for the optimal scheme (both without a

o = 0.97; (b) teop = 0.1s, piink = 0.05, &t = o = 1; (¢) Teon = 0.1, prik = 0.7, u = o = 0.97; (d) Teon = 0.1, plipx = 0.7,
I; (€) Teoh = 108, piink = 0.05, u = o = 0.97; (f) tcon = 108, prink = 0.05, u = po = 1; (g) Teoh = 105, prisk = 0.7, = po =

cutoff). In addition, again the raw rates are shown as a refer-
ence, and the corresponding three dashed curves are the raw
rates for (equivalently) doubling and “optimal,” and for the
sequential scheme with and without cutoff. Compared to the
previous two-segment repeater, it is now easier to overcome
the PLOB bound, but the crossing happens at longer distances,
since the four-segment repeater starts with a lower rate at
L =0km.

C. Eight-segment repeater

In comparison with the usual treatment of quantum re-
peaters via doubling the links at each repeater level, the next
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FIG. 8. Contour plots illustrating the minimal fidelity requirements to overcome the PLOB bound by an eight-segment repeater for different
parameters: () Teon = 0.1, piink = 0.05; (b) teon = 0.1, piink = 0.7; () Teon = 108, prnk = 0.05; and (d) teon = 108, piink = 0.7. In all

contour plots, u = o and Fy = 1 has been used.

logical step is to consider an eight-segment repeater. For eight
segments, there is an increasing number of possible distribu-
tion and swapping strategies, and for the swapping we have
discussed this in more detail in Sec. IVDS5. Here we will
only consider the sequential, the doubling, and the optimal
schemes (the former one with sequential distributions, the
latter two with parallel distributions). Again, in Fig. 8, we
present limitations on the error parameter p to overcome the
PLOB rate at different distances. The regions are color-coded
as before. Compared to the limits observed for a two-segment
repeater they exhibit a different behavior now, but this is again
due to the fact that we do not consider a cutoff scheme here.
The requirements for the fidelity or p are higher, but this
was expected, since the secret key fraction includes terms
o ! again setting 119 = . Nevertheless, for sufficiently
high fidelities, the attainable secret key rates are much higher

than for any of the previously considered repeater schemes,
becoming as high as 10% times the rate of the PLOB bound,
and beyond.

Finally, we have also evaluated the performance of an
eight-segment repeater for our experimental parameter set.
Now caution is required when these plots are compared di-
rectly with the previous ones, as we had to improve the
“current,” nonunit value of p to u = 0.99. Without this fi-
delity adjustment, it would be impossible to achieve a nonzero
secret key rate for an eight-segment repeater (see next sec-
tion). The w scaling with # in the QBERSs prohibits to scale
up a realistic quantum repeater to arbitrarily large distances
and n values, as long as no extra elements for quantum error
detection or correction are included. For example, in a second-
generation quantum repeater, the effective up and u values
could be kept close to one, at the expense of extra resources
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FIG. 9. Rates (secret key/raw) for an eight-segment repeater over distance L for different experimental parameters: (a) Teop = 0.1'8, prink =
0.05, i = o =0.99; (b) Teon = 0.1, prik = 0.05, u = po = 1; (¢) Teon = 0.1, prigk = 0.7, = o = 0.99; (d) Teon = 0.1s, plix = 0.7,
n=po = 1; (&) Teon = 108, primk = 0.05, u = o = 0.99; (f) Teon = 105, prink = 0.05, 0 = o = 15 () Teoh = 108, prink = 0.7, & = o =
0.99; and (h) teon = 10, piink = 0.7, 0 = o = 1.

for quantum error correction and a typically decreasing ini- D. Minimal u values
tial distribution efficiency p (e.g., due to an extra step of
entanglement distillation for the distributed, encoded memory
qubits). Our formalism could be also applied to such a more
sophisticated scenario by considering the effective changes
of w, o, and p (and possibly « too). Nevertheless, our
plots in Fig. 9 show that an eight-segment quantum repeater
in a memory-assisted QKD scheme is, in principle, already
able to cover large distances by reaching usable rates up to
1000 km or even 1200 km, provided that & = 0.99 or © — 1,
respectively. Besides this, the behavior of an eight-segment
repeater is very similar to that of the previous four-segment
repeater.

We have already seen that the secret key rate of memory-
assisted QKD is highly sensitive to the depolarizing errors
that we use to model the imperfect gates and the imperfect
initial states in the quantum repeater. Here let us explicitly
give some minimal values for the error parameter © which
at least have to be achieved in order to obtain a nonzero
secret key fraction for QKD protocols restricted to one-way
postprocessing (see Table II). More generally, in principle,
much higher error rates can be tolerated by allowing for
two-way postprocessing in the QKD protocols [52]. However,
in this work, we primarily utilize the secret key rate as a
practical and useful quantitative figure of merit to assess a
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TABLE II. Minimal values of u required for a nonzero secret key
rate in one-way postprocessing protocols.

o =1, Ho = [, mo =1, Mo = [,
n BB84 BB84 6-state 6-state
2 0.780 0.920 0.748 0.908
4 0.920 0.965 0.908 0.959
8 0.965 0.984 0.959 0.981

quantum repeater’s performance. Nonetheless, the quantum
repeater schemes that we consider may also be employed for
other, more general quantum information and communication
tasks. Thus we decided not to include schemes with two-way
postprocessing, as this would certainly lead to a narrower spe-
cialization towards QKD applications. Clearly, in the context
of long-range QKD, we believe that considering schemes with
two-way postprocessing will be very valuable, since potential,
future large-scale quantum repeaters will be rather noisy and
therefore protocols which still work for large error rates are
very useful. Such a further optimization of our schemes with
a special focus on long-range QKD is possible and we leave
this option for future work.

It is easy to check that the concatenation of two depolar-
izing channels with parameters p; and w, is equivalent to a
single depolarizing channel with parameter ;. Thus, for
an n-segment repeater, we would expect a total depolarizing
channel with parameter p, = ,ugu”“. We have carefully and
systematically checked and confirmed this in the first part of
the paper including other parameters too, such as constant ini-
tial and time-dependent memory dephasing. For the BB84 and
the six-state protocols, the amount of tolerable noise, such that
a secret key can still be obtained with one-way postprocessing,
has been extensively studied. For BB84 the error threshold lies
at Q = 11.0% and for the six-state protocol it is Q = 12.6%
[[4], Appendix A]. Since a maximally mixed state results in
an error rate of 50%, this gives us a constraint on the minimal
values of u, > 1 —20.

More specifically, the BB84 secret key fraction of Eq. (20)
on which we focus here vanishes when the two QBERSs both
exceed Q = 11%. This holds true for u,, < 1 — 2Q even when
all other elements are perfect, i.e., even when there is no mem-
ory dephasing at all (0« — 0). In this case, the two QBERs as
described by Eq. (24) coincide (assuming zero initial dephas-
ing Fp = 1) and neither includes a random variable. These
two constant QBERs then express the sole faultiness of the
repeater elements without any time-dependent quantum stor-
age (i.e., only the initial states and the gates) which can suffice
to prevent Alice and Bob from finally sharing a nonzero secret
key.

E. Comparisons
1. Sequential versus doubling versus optimal schemes

In the previous sections (together with the Appendix), we
have presented our results for the obtainable secret key rates
of two-, three-, four-, and eight-segment quantum repeaters
based on various entanglement distribution and swapping
strategies. While it is generally straightforward to include a

memory cutoff for the case of two segments, for more than
two segments, we have achieved this only for the fully sequen-
tial scheme. This was depicted in green in the (noncontour)
plots for four and eight segments. The memory cutoff allows
to maintain a scaling proportional to the PLOB bound even
beyond the distance where the scheme without cutoff drops
more quickly. As a consequence, the cutoff can significantly
increase the achievable distance. However, it is hard to obtain
an exact result for the secret key rate for the more complicated
swapping strategies. Nonetheless, for larger distances, one
could extrapolate the behavior of the doubling and optimal
schemes including a cutoff by simply continuing the curves
with lines parallel to the PLOB bound after the drops. Alter-
natively, inferring from our plots, at larger distances one can
rely on a continuation of the curves that behaves exactly like
the sequential scheme with a memory cutoff. Both approaches
give us a fairly good picture of the behavior of the doubling
and optimal schemes including the cutoff.

Nevertheless, the optimal scheme outperforms all other
schemes without a cutoff before each one drops completely.
The doubling scheme achieves almost similar rates, although
it starts earlier to decline. The secret key rates are similar
thanks to the equivalent, high raw rates of the doubling and
optimal schemes (both being based upon parallel entangle-
ment distributions), and due to our general assumption of
deterministic entanglement swapping with a = 1 [36].# Thus,
for the doubling scheme, one could additionally incorporate
nested entanglement distillations in the usual, well-known
way, which would allow to reduce the QBERSs at the expense
of the effective raw rates and with the need of extra physical
resources. The differences between the doubling and optimal
schemes may not be so large for the repeater sizes mainly
considered here (n < 8). However, note that for doubling we
kept a constant signaling time T = Ly/c; independent of the
nesting level. As a consequence, we certainly overestimate
doubling, since signaling beyond the elementary segments
can become necessary for a fixed doubling scheme (which
could be compensated via “blind swapping” at higher nest-
ing levels [16,53]). Our exact statistical treatment enabled
us to determine the optimal swapping scheme (optimizing
the dephasing) and thus allows for a quantitative comparison
with the nonoptimal doubling and possible other (including
“mixed”) schemes. The fully sequential scheme, based on
sequential entanglement distributions, leads to the lowest raw
rate. The longer total waiting times of this scheme also con-
tribute to an increased accumulated dephasing. On the other
hand, the dephasing of the fully sequential scheme remains
limited, as only one segment is waiting at any time step. Over-
all, although the sequential scheme is the easiest to analyze
theoretically, it would typically result in the lowest secret key
rate. Nonetheless, the fully sequential scheme is conceptually
special and serves as a useful reference for comparison with
the other schemes.

“For a < 1, regimes exist where for the raw rates “doubling” per-
forms strictly worse than “swap as soon as possible” [36], similar
to regimes here for the full secret key rates with a = 1 when the
dephasing becomes dominant.
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2. Two- versus four- versus eight-segment repeaters

In this section, let us finally address one of the main ques-
tions that motivates the exact secret key rate analysis that we
have presented: is there an actual benefit of additional (mem-
ory) stations and repeater segments compared with schemes
that work entirely without quantum memories (such as point-
to-point links or twin-field QKD) or compared to schemes
with a smaller number of memory stations? More specifically,
is it useful to replace a simple two-segment repeater by a
four- or eight-segment repeater in a realistic setting, i.e., even
when the extra quantum memories are subject to additional
preparation and operational errors and contribute to an in-
creased accumulated memory dephasing? In the preceding
section with Table II, we saw that the sole faultiness of the
memory qubit initial states and gates, even with no time- and
distance-dependent memory dephasing, can make the secret
key rate completely vanish, and this effect grows with the
segment number n. In the last section of the paper, we shall
also look at schemes that minimize the actual number of mem-
ory stations by combining the twin-field QKD and repeater
memory concepts, for instance, in a four-segment scheme with
only one of the three intermediate stations being equipped
with memory qubits.

Now here we only consider the “optimal” scheme (gener-
ally and rigorously only without memory cutoff, as discussed
before), since this ensures we always consider the highest
possible secret key rates. By adding extra repeater stations
the requirements on the initial state preparations and the Bell
measurements become much higher, where the corresponding
terms scale as /,L"_I,LLS in the QBERs. We stress again
that in order to achieve a nonzero secret key rate for the
eight-segment repeater, we had to alter the nonideal value
of u of Table I to a sufficiently large value, u = 0.99, see
also Table II. For a fair comparison, this value is then also
used here to obtain the curves of the two- and four-segment
repeaters.

The resulting secret key rates can be seen in Fig. 10. As one

would expect, for example, the scaling changes from o Ta

to Ve T when the transition from a two-segment to an eight-
segment repeater is considered. However, the rate at L = 0 km
decreases when increasing the number of segments. This ef-
fect occurs for the raw rates (and the secret key rates assuming
u = 1), but it becomes more apparent for pu = 0.99. Still,
at long distances, eight segments are superior to a smaller
number of segments. Therefore acknowledging that the neces-
sary u requirements are extremely demanding but not entirely
impossible to achieve in practice, we conclude that it is indeed
beneficial to add repeater stations. In particular, the effect of
the memory dephasing alone (besides channel loss), for possi-
ble coherence times like those in Table I and used throughout
the plots, will not prevent the benefit of adding more stations.
Even when both pj. and 7o, take on their lowest of the
two considered values as shown in Fig. 10(b), by placing
seven memory stations along the channel it is in principle still
possible to exceed the PLOB bound significantly. However,
realistically, when u < 1 like in Fig. 10(a), all secret key rates
stay below the PLOB bound. In this case, it becomes crucial
that either pyinx [Fig. 10(c)] or teon [Fig. 10(e)] is sufficiently
large such that the curves can cross PLOB at a sufficiently

small distance (thanks to the small y-axis offset) or they can
maintain their repeater loss scaling for sufficiently long dis-
tances, respectively. Recall that all rates shown and discussed
here are per channel use. Further it should be stressed here
that we did not explicitly include time-dependent memory loss
(assuming that the memory imperfections are dominated by
the time-dependent memory dephasing), which can addition-
ally jeopardize the benefits of adding more, in this case lossy
memory stations [54]. (If this loss is detectable it may lead to a
nondeterministic entanglement swapping like in the “DLCZ”
quantum repeater, which is harder to accurately analyze and
optimize even for a constant swapping probability [36]; if the
loss remains partially undetected at each station, it can lead to
a reduced final state fidelity and thus an increased QBER.)

Let us discuss the comparison of repeaters with different
segment numbers in a little more detail. It is indeed quite sub-
tle and for this we shall also take into account larger repeater
systems, far beyond the n = 8 case. For the general discus-
sion, it is helpful to first consider the fully sequential scheme,
as in this case we have access to all relevant (physical and
statistical) quantities even for large repeaters, see Table III. If
we only consider channel loss or, equivalently, if we only look
at the raw rates, there is an optimal number of segments for a
given total distance. In Table III, among the possibilities con-
sidered there, this is n = 80 for L = 800 km, and so we should
put stations every Ly = 10km. If we include the memory de-
phasing (“‘channel-loss-and-memory-dephasing-only case”),
we observe that not only the average (number of) waiting time
(steps) E[K,], but also the average (number of) dephasing time
(steps) E[D,] is minimized for n» = 80 when L = 800 km.
In fact, these two averages, n/p and (n — 1)/p, respectively,
become identical for larger n, and both grow in the two lim-
its of many and very few segments, Ly — 0 (n — 00) and
Ly — L/2 (n — 2), respectively. However, when changing
the segment length Ly, also the inverse effective coherence
time o = Lo/(cyteon) Will change, where now « is simply
maximal at Ly = L/2 and it steadily becomes smaller when
Ly — 0 at fixed t.,,. Note that below a certain Ly value the
repeater’s elementary time unit is no longer dominated by the
classical communication times and instead the maximal local
processing times must go into & which we refer to as o'*°.
This effect implies that in order to maximize the effective
coherence time 7.4, /7, one should simply use as many stations
as possible, eventually approaching the limitation given by the
local processing times at each station. For these, we may typ-
ically assume o = 7 /7o = MHz™'/0.1s = 0.00001 and
o = 7/Teon = MHz™!/10's = 0.0000001.

However, the first really relevant quantity to assess the
effect of the memory dephasing is the effective average
dephasing time o E[D,] that is related to the memory dephas-
ing channel evolution. Interestingly, for the fully sequential
scheme, this quantity, oE[D,] = (L/n)(n —1)/(c;Tconp),
converges for growing n (small Ly) to L/(cyteonp) with
p— 1. For example, in Table III, for L = 800km,
we have L/(cyteonp) =0.0374 for tTen =0.1s and
L/(cfteonp) = 0.0004 for teon = 10s. These limits are
attainable for about n = 8000 and for n = 800, respectively.
With .., = 10 s the limit is also almost attainable for n = 80,
so again Ly = 10km, and there is no further benefit by further
increasing n. However, we also have a{OCE[D,,] = 0.00001 x
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FIG. 10. Comparison of secret key rates of two-, four-, and eight-segment repeaters at total distances L for different experimental
parameters: (a) Teop = 0.18, prnk = 0.05, & = o = 0.99; (b) teon = 0.1, prink = 0.05, & = o = 1; (¢) Teoh = 0.18, prink = 0.7, w = po =
0.99; (d) teon = 0.1, prk = 0.7, = po =15 (e) Teon = 108, piik = 0.05, p = po =0.99; () Tcon = 105, pik = 0.05, p = po = 1;
(8) Teoh =10, prink = 0.7, = o = 0.99; and (h) Teon = 108, prink = 0.7, 4 = po = 1.

(n—1)/p=0.0804 for n=8000 and
0.0000001 x (n — 1)/p = 0.0001 for n = 800.
Next let us consider the relevant quantities for the optimal
scheme as presented in Table IV. In this case, we no longer
have access to all exact values for larger repeaters n > 8.
However, there is a distinction between the waiting times K,
and the dephasing times D,. For the total waiting times or
the raw rates R we can calculate the numbers for small and
also for larger n according to the exact analytical expression
in Eq. (37). There are also good approximations for both
small n (small p) and larger n (p closer to one) which may
be easier to calculate [35,43,55]. Importantly, unlike the case
of the fully sequential scheme, the raw rate R now grows
with all n (though slowly for larger n) thanks to the fast,

@ °E[D,] =

parallel distributions in all segments together with the loss
scaling that improves with n. This behavior even matches that
of the repeater-assisted capacity bounds for increasing n, as
given in the last row of Table IV. However, recall that for our
qubit-based quantum repeaters the raw rate can never exceed
one secret bit per channel use, whereas ST-OB-QR (1) can, for
decreasing L.

For the average total dephasing we can calculate the exact
values up to n = 8. Comparing these values in Tables III and
IV, we see that the optimal scheme accumulates less dephas-
ing than the fully sequential scheme when n = 4 and 8. The
two competing effects in the fully sequential scheme, long
total waiting time versus minimal number of simultaneously
stored memory qubits per elementary time unit, overall result
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TABLE III. Overview of the relevant quantities for the fully sequential scheme: segment number n, segment length L, (km), average
(number of) waiting time (steps) E[K,], raw rate R, average (number of) dephasing time (steps) E[D, ], inverse effective coherence time
a; = Ly/(cf0.1s), effective average dephasing time o E[D, ], inverse effective coherence time a, = Ly/(c105), effective average dephasing
time o, E[D,], average dephasing fractions Ele “?] and E[e~*2P"], secret key fractions and rates, r and S, for different u© = o (subscript
corresponds to the choice of «; or &y, u = 1 is the channel-loss-and-memory-dephasing-only case), and the (repeater-assisted) capacity bound
SPLOB.QR (1) We further assumed pji,x = Fy = 1 for the link coupling efficiency and the initial state dephasing.

n 1 2 4 8 80 800 8000
Ly (km) 800 400 200 100 10 1 0.1
E[K,] ~10'¢ ~108 35497 754 126 837 8036
R ~10716 ~1078 ~10-3 0.0013 0.0079 0.0012 0.0001
E[D,] - ~108 26623 659 124 836 8035
o) - 0.0192 0.0096 0.0048 0.0005 ~1073 ~1076
o E[D,] - ~10% 256 3.1674 0.0598 0.0402 0.0386
o - 0.0002 0.0001 ~1073 ~107¢ ~1077 ~1078
aE[D,] - 15131 2.5576 0.0317 0.0006 0.0004 0.0004
E[e—1Pn] - ~1076 ~1076 0.0729 0.9420 0.9606 0.9621
E[e~Pn] - 0.0001 0.1573 0.9689 0.9994 0.9996 0.9996
ri(up=1) - ~1071 ~10712 0.0038 0.8106 0.8603 0.8646
r(pn=1) — ~107° 0.0179 0.8843 0.9961 0.9972 0.9973
ri(p = 0.99) - 0 0 0 0 0 0
r(n = 0.99) - 0 0 0.2203 0 0 0
Si(u=1) - ~1072 ~10717 ~1073 0.0064 0.0010 0.0001
So(n=1) - ~107"7 ~107° 0.0012 0.0079 0.0012 0.0001
Si(n =0.99) - 0 0 0 0 0 0
S>(n =0.99) - 0 0 0.0003 0 0 0
SPLOB.QR(7,) ~10716 ~1078 0.0002 0.0154 1.4530 4.4921 7.7846

TABLE IV. Overview of the relevant quantities for the optimal scheme: segment number n, segment length L, (km), average (number of)
waiting time (steps) E[K,], raw rate R, average (number of) dephasing time (steps) E[D, ], inverse effective coherence time oy = Lo/(c;0.15),
effective average dephasing time o E[D,], inverse effective coherence time o, = Lo/(cs105s), effective average dephasing time o E[D, ],
average dephasing fractions E[e~*P"] and E[e~*2P"], secret key fractions and rates, r and S, for different ;1 = ¢ (subscript corresponds to
the choice of a; or &, 4 = 1 is the channel-loss-and-memory-dephasing-only case), and the (repeater-assisted) capacity bound SPFOB-QR (L),
For the cases n > 8, not all exact values are available and hence we inserted approximate values or (lower or upper) bounds. We assumed
Pink = Fo = 1 for the link coupling efficiency and the initial state dephasing.

n 1 2 4 8 80 800 8000
Lo (km) 800 400 200 100 10 1 0.1
E[K,] ~10'0 ~108 18487 255 5.4 2.9 22

R ~1016 ~1078 0.0001 0.0039 0.1841 0.3490 0.4646
E[D,] - ~108 22923 488 <124 <836 <8035
o - 0.0192 0.0096 0.0048 0.0005 ~1075 ~1076
@ E[D,] - ~10° 220 2.3484 <0.0598 <0.0402 <0.0386
@ - 0.0002 0.0001 ~1073 ~10-6 ~1077 ~1078
wE[D,] - 15131 2.2022 0.0235 <0.0006 <0.0004 <0.0004
Ele~0n] - ~10-° ~1075 0.1552 >0.9420 >0.9606 >0.9621
E[e D] - 0.0001 0.2215 0.9769 >0.9994 >0.9996 >0.9996
e =1) - ~10713 ~10711 0.0174 >0.8106 >0.8603 >0.8646
P =1) - ~107° 0.0357 0.9090 >0.9961 >0.9972 >0.9973
(= 0.99) - 0 0 0 0 0 0
(i = 0.99) - 0 0 0.2323 0 0 0
Si(n=1) - ~1072 ~10715 0.0001 >0.1492 >0.3002 >0.3997
Sy(u=1) - ~107" ~107° 0.0036 >0.1834 >0.3480 >0.4633
Si(i = 0.99) - 0 0 0 0 0 0
S>(i = 0.99) - 0 0 0.0009 0 0 0
SPLOB.QR( 1y ~1016 ~1078 0.0002 0.0154 1.4530 4.4921 7.7846
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in a larger dephasing rate in comparison with our optimal
scheme for n < 8. We extrapolate this relative behavior to
larger n and therefore assume that the dephasing values of
the fully sequential scheme may serve as upper bounds on
those for the optimal scheme when n > 8 in Table IV. We
make the same assumption for the other dephasing-dependent
quantities, in particular, the secret key fractions, for which the
fully sequential values then serve as lower bounds. Looking
at the entries of Table IV for the optimal scheme, as a final
result, we conclude that while for © = 1 (“channel-loss-and-
memory-dephasing-only” case) it may be best to choose as
many segments as n = 80 (i.e., stations are placed at every
10 km), similar to what is best for the fully sequential scheme
(Table III), for © =0.99 < 1, we must not go to segment
numbers higher than n = 8. In fact, for © = 0.99, both for
the sequential and the optimal schemes, effectively the only
nonzero secret key rate is obtainable for n = § and the larger
of the two coherence times considered, with a factor-three
enhancement for the optimal scheme over the sequential one.
If n > 8, the faulty states and gates make S vanish, if n < 8
the small raw rates and the high effective average dephasing
times do not permit practically usable secret key rates. Note
that the entire discussion here in the context of Tables III and
IV is for a total distance of L = 800 km. We may infer that an
elementary segment length of Ly ~ 100 km is not only highly
compatible with existing classical repeater and fiber network
architectures, but also seems to offer a good balance between
an improved memory-assisted loss scaling and an only limited
addition of extra faulty elements. This conclusion here holds
for our repeater setting based upon heralded loss-tolerant
entanglement distribution, deterministic entanglement swap-
ping, and a memory dephasing model. Similar elementary
lengths have been used before for schemes with probabilis-
tic entanglement swapping and memory loss [17,18]. For
schemes with deterministic entanglement swapping, but a
less loss-tolerant entanglement distribution mechanism, [21]
smaller segment lengths may be preferable. We will include
such schemes, exhibiting an intrinsic channel-loss-dependent
dephasing, into the discussion in a later section. Let us now
consider a simple form of multiplexing in order to improve
the repeater performance, provided sufficient extra resources
are available.

F. Multiplexing

Operating M repeater chains in parallel automatically leads
to an enhancement of the overall rates by a factor of M. How-
ever, since in this case the corresponding number of channels
grows as well by a factor of M, the rates per channel use
remain unchanged. The situation becomes different though
when the chains can “interact” with each other. In particular,
the loss scaling of heralded entanglement distributions can be
improved, at least for small systems in an MDI QKD setting
(even without the use of quantum memories but with the need
for a nondestructive heralding) [56]. For memory-based quan-
tum repeaters, memory imperfections may be compensated
via multiplexing techniques [41,53,57,58]. Experimentally,
multiplexing can be realized through various degrees of free-
dom. Apart from spatial multiplexing with additional memory
qubits at each station that can be coupled to additional fiber

1 Repeater station 4
LO,p LOap
1.1 4.1
LOvp LOvp
1.M 4.M

FIG. 11. Multiplexing in a two-segment repeater.

channels, this can be forms of temporal or spectral multi-
plexing where a single fiber may be employed sequentially
at a high clock rate [59] or at the same time with multiple
wavelengths, respectively. In this section, we shall incorpo-
rate a simple form of multiplexing into our formalism and
our repeater models and systems. We have seen that either
high total efficiencies or sufficiently long coherence times are
needed to achieve usable secret key rates at long distances.
We will now see that multiplexing can be understood as a
means to effectively enhance the memory coherence time. In
the following, we will describe in more detail which kind
of multiplexing we consider and why it indeed effectively
increases the coherence time.

The simplest way to include multiplexing in our repeater
models is by using M memories simultaneously to generate
entanglement. These memories can either be connected to the
same fiber by a switch or they may each be coupled to their
own fiber channel. For simplicity, we consider the switch to
be perfect such that both approaches become equivalent (and
where the additional channel uses take place either in time or
in space). A lossy switch could be easily incorporated into our
model by using an additional parameter which is included in
piink (note that the loss from the switch is time-independent
and so always the same). A possible setup for a two-segment
repeater with multiplexing is shown in Fig. 11. Here all entan-
glement distribution attempts happen simultaneously. Since
we have M replica of all memories and channels, this setup
acts as if pr> 1 — (1 — p)™, provided that memory qubits
from different chains can talk to each other in the middle
station so that we may again swap as soon as possible.

For an M multiplexing, let us thus define the effective dis-
tribution probability pe = 1 — (1 — p)M. For small p, only
keeping linear terms, we have p. ~ Mp. As the expected
waiting time in a single segment is then given by MLP, we
can already gain insight on the possibility that multiplexing
increases the effective coherence time by a factor of M. More
specifically, for example, for the fully sequential scheme the
expectation value of D, is (n — 1)/p, thus the transition p
Pett = M p reduces the number of dephasing steps, on average,
by a factor of 1/M. This is equivalent to an increase of the
coherence time by a factor M. In the following, let us be more
precise and show what “small” p really means in terms of
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FIG. 12. (a) pegr for M = 10 (b) rule of thumb: the orange points
show the numerical minimization for different M and the blue line
shows the fitted function. It was obtained by fitting the numerical
function for all values in the interval (3,1000) (for M = 2 our algo-
rithm has convergence problems.) However, it also works well for
larger M like, e.g., 10* up to some small deviations at high M prob-
ably due to the numerical precision. For the meaning of the fitting
parameters, see main text. As always, we assumed L, = 22 km.

the corresponding segment length Ly. In fact, including mul-
tiplexing, the secret key rates in dependence of the repeater
distance behave in a more complicated way and one can see
that for small distances the rate is nearly constant and only for
larger distances the rates behave as we would expect from the
nonmultiplexed schemes.

In the general, exact model using pegr = 1 — (1 — p)M, it
becomes clear that the above-mentioned behavior originates
from this general expression for pes. In Fig. 12(a), one can see
that pes can be divided in three regimes. In the first regime of
small Ly, pegr is a constant. In the second regime of large Ly,
Defr 15 a simple exponential decay, while in between it has a
more complicated form interpolating both regimes. In the first
regime, the effective probability is nearly constant, because
in our simple multiplexing protocol we only make use of a
single “entanglement excitation” in each segment of the par-
allelized repeater chains, but for small Ly we would typically
have multiple excitations in each segment. Thus increasing L
decreases the number of excitations, but as we anyway only
make use of a single one, this barely matters (making use

of more excitations and keeping the “residual entanglement”
could potentially further enhance the rates [60]; however, here
our focus is on a simple and clear interpretation of the impact
of the multiplexing on the coherence time and the memory
dephasing in our statistical model). In the second regime of
rather large Ly, the contributions of multiple excitations can
be neglected and therefore the rates behave exactly like in the
M =1 case. Hence, this regime two is exactly that where we
can increase the effective coherence time by a factor of M
with the help of multiplexing. We can give a rough rule of
thumb for the minimal length of Ly when one may use the
simple approximation of increasing the coherence time by a
factor of M. For this we assume p = exp(—%)5 and take the
minimizing argument of % for a given M in order to
estimate the midpoint of the in%erpolating regime. For general
M, this expression can be nicely fitted to an expression of
the form c; In(c;M + ¢3) + ¢4, as one can see in Fig. 12(b).
One should then consider Ly to be slightly larger for the
approximation to hold.

Let us give another, more rigorous derivation of the ef-
fective coherence time in the presence of multiplexing. The
coherence time primarily characterizes the increasing decline
of the secret key rate with distance. However, a massive
drop actually happens when the secret key fraction r reaches
zero, which is possible when e, > 0, i.e., when u < 1 or
o < 1. Thus let us determine the probability at which r = 0
holds with multiplexing and from that deduce an equivalent
coherence time without multiplexing. Since the QBER e, is
constant (e, = e;), we have to solve for the expectation value
of e, such that

1 — h(e:) = h(zy). 61)

In order to find the probability p or equivalently the distance
at which the drop happens, let us use the Taylor series of the
binary entropy function at x = %,

1 & (1= 2x)>
- Z ., Y0o<x<1. (62)
21n(2) n2n —1)

hix)=1

n=1

Then one finds for e, up to first order:

oo L [In@hte) 63)
2 2

where only the negative root is possible, as 0 < e, < % In-
serting e; and solving for E[e~*Pr] gives
v2In2)h(e,
E[¢e—P] = n(2)he:) (64)

TR — D"
If ©w=po =1, including especially the channel-loss-and-
memory-dephasing-only case (for which also Fy = 1), we
have h(e;) = 0 and so the requirement becomes E[e ¢Pr] =
0, which is impossible. However, as soonas e, > 0,i.e.,u < 1
or ;o < 1, a sufficiently small nonzero (average) dephasing
fraction E[e~%P"] leads to a zero secret key fraction. As we
can always calculate this expectation value by our previously

SWhen considering pji;c < 1 one can incorporate this as an addi-
tional length of — In(pjink )Lay regarding L.
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FIG. 13. Rates (secret key/raw) of [(a) and (b)] two- and [(c) and (d)] four-segment repeaters using multiplexing M = 10 at distances
L for different experimental parameters: [(a) and (c)] Tecon = 0.1, piink = 0.7, u = o = 0.97 and [(b) and (d)] Tcon = 105, prink = 0.05,
= o = 0.97. The rate of a repeater without multiplexing, but with the same coherence time is shown in orange, whereas the rate of a
repeater using multiplexing is shown in red. Additionally, a repeater without multiplexing, but with an equivalent effective coherence time is
presented in dashed black. All rates are expressed per channel use and hence include a division by M.

derived PGFs, we now have an accurate and systematic way
to derive the probability p (or the total distance L = nLy) at
which the drop takes place for given values of n, Teon, U,
1o, and Fy. Recall that the inverse effective coherence time
a = Ly/(cyteon) typically also depends on Ly. On the other
hand, we may use the above relation to determine an (inverse)
effective coherence time by calculating the drop for a repeater
with multiplexing and then the equivalent v, which would be
needed to achieve the same distance without any multiplexing.
From this «, one can recover the coherence time 7., and finds
the approximate relation

(65)

Tcoh > M- Tcoh

when a multiplexing of M is used and the remaining setup
is kept the same. Thus one can achieve an M-times longer
effective coherence time with the help of multiplexing.

In Fig. 13, we show the rates of two- and four-segment
repeaters using a multiplexing of M = 10 in red. Note that be-
cause we use the SKR per channel use, the rates are obtained
including a division by M. The rates of the same repeaters
without multiplexing are presented in orange. Furthermore, a
repeater without multiplexing, but with the equivalent ‘effec-
tive’ coherence time of T.;r = M 1.0 1S Shown in dashed black.
One can see that for small distances, i.e large probabilities, the
multiplexed repeater does not quite behave like its nonmul-
tiplexed counterpart with an effectively increased coherence
time. A clear splitting between the red and black curves is vis-
ible. However, for larger distances, especially after crossing
the PLOB bound, the multiplexed repeater behaves exactly
the same as if simply memories with an effectively longer
coherence time were used. For smaller link efficiencies, the
splitting becomes much less pronounced, as can be seen in
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the plots on the right of Fig. 13. All this holds for both two
and four segments, according to Fig. 13. In particular, for
small link efficiencies, the secret key rate of an equivalent
repeater with Ter = Mt o is almost indistinguishable from
a repeater with multiplexing. This is in agreement with the
above discussion on the occurrence of single versus multiple
‘entanglement excitations’ in each segment where the latter
are then highly suppressed even at short distances due to
the small value of pj,x. Thus, for practical purposes, in all
our discussions, we may treat several cases equivalently, for
instance, a repeater with 7., = 10s and M = 1 would be
equivalent to a repeater with t,onp = 1 s and M = 10.

G. Secret key rate per second

In a real-world application, the important figure of merit
is not the rate per channel use, it will be the rate per
second. In particular, a memory-asissted QKD system or gen-
erally a memory-based quantum repeater, as typically based
upon light-matter interactions and classical communication
at least between neighboring stations, has a limited “clock
rate.” Classical communication is needed to declare successful
transmission of photons for the entanglement distribution. In
general, also extra communication would be needed to signal
any successful entanglement swapping, but as we assumed
deterministic swapping no such communication is needed in
our repeater models.

As we already discussed frequently throughout the paper,
a repeater’s performance generally depends on an elementary
time unit 7, which is contained in the inverse effective co-
herence time o = 7 /7con, where generally T = 7eock + Lo/cy
including the experimental local processing time Tgock. We
have mostly argued that in the relevant distance regimes, this
quantity is dominated by the (quantum and classical) commu-
nication times between neighboring stations, thus T = Ly/cy
and o = Lo/(cyTeon). Already with segment lengths above
10km, one can neglect the local clock rates, since these are
much higher than the rates given by the transmission times.
An extra factor of two could be included in 7 for some
protocols due to the Ly transmission of a photon entangled
with a memory qubit and the classical answer (sent back
over Lj) heralding its successful transmission. However, this
would depend on the specific protocol and so we have cho-
sen the simplest, minimal form t = Ly/cy. Only for very
short segment lengths do we have o ~ ! = 70k /Teoh =
MHz ! /7., with experimental clock rates TcTolck typically of
the order of MHz.

However, there are repeater schemes that are independent
of additional classical communication and the decision to
keep or reinitialize a memory state can be made at the memory
station. These schemes may be referred to as “node receives
photons” (NRP) unlike the class of schemes “node sends
photons” (NSP) [29]. An NRP protocol and application that
circumvents the need of extra signal waiting times can be
realized with two “segments” and a middle station in memory-
assisted MDI QKD [29].

Such a scheme, when treating it as an elementary quan-
tum repeater unit or module many of which a large-scale
repeater can be made of, may be referred to as a “quantum
repeater cell,” actually composed of two half-segments [[29],

Fig. 6(b)]. In this case, even for large (half-)segment length L,
we have o = ! = 740 /Teoh- For completeness, we show
the rates of such an NRP-based two-segment scheme in the
form of contour plots in Appendix H. By circumventing the
need for extra classical communication and thus significantly
reducing the effective memory dephasing, the minimal state
and gate fidelity values can even be kept constant over large
distance regimes. However, as soon as the NRP concept is
applied to larger repeaters effectively connecting several com-
plete repeater segments [[29], Fig. 6(a)], the need for extra
classical communication to initiate an entanglement swapping
operation can no longer be entirely avoided (though there are
ideas to still partially benefit from the NRP concept [59]). A
quantum repeater cell can also be considered employing the
NSP protocol [30] and one such cell (two half-segments) or
the corresponding complete segment can then be used as an
elementary quantum repeater unit [[29], Fig. 4]. For the NSP
concept, the extra signal waiting time is generally required
at every distribution attempt. In any case or protocol, the
repeater’s elementary time unit t determines the effective
coherence time t.,,/T and as such, even when the rates per
channel use are considered, it determines how many distribu-
tion attempts are possible within a given .o, and hence how
big the effective dephasing time oD, becomes.

Compared with memory-assisted quantum communication
schemes, a big asset of an all-optical point-to-point quantum
communication link is that it can operate at a high clock
rate, typically of the order of GHz, only limited by the speed
of Alice’s laser (quantum state) source and Bob’s (quantum
state) detector. For such a direct state transmission, no extra
classical communication is required as for heralding the suc-
cessful transfer of entangled photons between repeater links.
Thus the rate per second is simply given by the two local clock
rates, especially the time it takes to generate the photonic qubit
states or any other quantum states in QKD based on different
types of encoding (however, due to the known linear bounds
on the key distribution via a long and lossy point-to-point
quantum communication channel [46,61], it is clear that the
rate scaling of qubit-based QKD cannot be beaten by any form
of nonqubit encoding).

Other all-optical schemes such as MDI QKD or twin-field
QKD, which are no longer point-to-point and do include a
middle station between Alice and Bob, also benefit from such
high clock rates. The remarkable feature of twin-field QKD
is that it shares both advantages: the high clock rate with
point-to-point quantum communication and the L — L/2 loss
scaling gain with memory-based two-segment quantum re-
peaters. In order to assess whether there is a real benefit of
employing a two-segment quantum repeater or even adding
extra repeater stations, we must eventually consider the rates
per second and take into account the corresponding clock rates
in all schemes. As a consequence, comparing clock rates of
MHz with those of GHz (of memory-based versus all-optical
quantum communication), there is a penalty of a factor of
about 1000 from the start for the memory-based approach.
In the regime where o ~ Ly/(csTeon), this penalty even gets
worse. In this case, when T ~ Ly/cy, there are at least two
disadvantages of t growing with Ly: a reduced effective co-
herence time 7.,,/7 and a reduced raw rate per second R/t.
Beating the PLOB bound for the rates per channel use is only
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TABLE V. Overview of the relevant quantities for the fully sequential scheme of Table III calculated per second (shown are only those
entries that change, but again with segment number n, segment length Ly (km)): raw rate R/ 7, secret key rate S/t for different © = ¢ (again
subscript corresponds to the choice of o) or ap, ; =1 is the channel-loss-and-memory-dephasing-only case), and the (repeater-assisted)
capacity bound per elementary time unit SP-OB-QR(L,)/7 where we choose T = GHz ™! for the cases n = 1, 2, i.e., the bounds, expressed per
second, on all-optical point-to-point and twin-field QKD. Note that for realistic but still GHz-clock-rate twin-field QKD, we rather have S/t ~
1 Hz. In any of the other, memory-based scenarios, we choose 7 = Tgock + Lo/cp With Tejoek = MHz™'. We again assumed py = Fyp = 1 for

the link coupling efficiency and the initial state dephasing.

n 1 2 4 8 80 800 8000
Ly (km) 800 400 200 100 10 1 0.1
R/t ~10""“Hz ~10"%Hz 0.0293 Hz 2.8Hz 165.2 Hz 248.7Hz 259.1Hz
Si(u=1)/t — ~10"18 Hz ~10"“Hz 0.0106 Hz 133.9Hz 213.9Hz 224.0Hz
S(u=1)/t — ~10"1*Hz 0.0005 Hz 2.4Hz 164.5Hz 248.0Hz 258.4Hz
Si(n=0.99)/t — 0OHz 0OHz OHz 0OHz OHz 0OHz
S (n=0.99)/t — OHz OHz 0.6086 Hz OHz 0OHz OHz
SPLOB.QR(1 ) /7 ~1077Hz 18.3Hz 0.2MHz 15.5MHz 1.5GHz 4.5GHz 7.8 GHz

anecessary criterion that a quantum repeater can be beneficial.
In order to confirm a real benefit, we have to consider the
secret key rates per second S/t = rR/t. Thus even with per-
fect memories ., — 00, the different T values matter. The
situation is similar to throwing two or more dices at once at
a fast rate. To get all dices showing six eyes, this may still be
faster than throwing them very slowly while being allowed to
only continue with the unsuccessful dices in each round. The
final raw and secret key rates per second obtainable with our
two most prominent and mostly discussed repeater schemes,
the fully sequential and the optimal schemes, are given in
Tables V and VI, respectively.

H. Application and comparison of protocols

Let us now consider various quantum repeater protocols
based on different types of the optical encoding and calcu-
late their corresponding secret key rates per second using the
methods developed in the preceding sections. We shall look
at (i) a kind of standard scheme employing two-mode (dual-
rail, DR) photonic qubits distributed through the optical-fiber
channels (either emitted from a central source of entangled
photon pairs and written into the spin memory qubits or
emitted from the repeater nodes employing spin-photon en-

tangled states and utilizing two-photon interference in the
middle of each segment) [29], (ii) a scheme based upon
spin-photon (spin-light-mode) entanglement and one-photon
interference with an encoding similar to that introduced by
Cabrillo et al. [62] effectively using one-mode (single-rail,
SR) photonic qubits, and (iii) a scheme that extends the con-
cepts of twin-field QKD with coherent states to a specific
variant of memory-assisted QKD, i.e., a kind of twin-field
quantum repeater [45]. We refer to scheme (ii) as the Cabrillo
scheme and discuss it in more detail in Appendix I. For
all three schemes we consider a quantum repeater with
n=1,2,3,4,8 segments matching the size of the repeater
systems that we have formally/theoretically treated in great
detail in the first parts of this paper. We always use the
previously derived “optimal” quantum repeater protocol that
belongs to the fastest schemes and gives the smallest dephas-
ing among all fast schemes.

The two schemes (ii) and (iii) share the potential benefit
that for quantum repeaters with n segments and n — 1 in-
termediate memory stations (not counting the memories at
Alice and Bob or assuming immediate measurements there)
they lead to an improved loss scaling with a 2n times bigger
effective attenuation distance compared with a point-to-point
link (unlike the standard scheme (i) that only achieves an

TABLE VI. Overview of the relevant quantities for the optimal scheme of Table IV calculated per second [shown are only those entries that
change, but again with segment number n, segment length L, (km)]: raw rate R/7, secret key rate S/t for different 1 = 11 (again subscript
corresponds to the choice of «; or &,, u = 1 is the channel-loss-and-memory-dephasing-only case), and the (repeater-assisted) capacity bound
per elementary time unit SPXOB-QR(L) /T where we choose t = GHz™! for the cases n = 1, 2, i.e., the bounds, expressed per second, on
all-optical point-to-point and twin-field QKD. Note that for realistic but still GHz-clock-rate twin-field QKD we rather have S/t ~ 1 Hz. In
any of the other, memory-based scenarios, we choose T = Tjoek + Lo/cy With Tejoek = MHz™!. We again assumed pj,x = Fy = 1 for the link
coupling efficiency and the initial state dephasing.

n 1 2 4 8 80 800 8000

Ly (km) 800 400 200 100 10 1 0.1
R/t ~10""“Hz ~10"°Hz 0.0563 Hz 8.2Hz 3.8kHz 72.7kHz 967.2kHz
Siiu=1)/t — ~10"'8Hz ~10~"2Hz 0.1423 Hz >3.1kHz >62.5kHz >832.1kHz
S,(n=1)/t - ~10""“Hz 0.0020Hz 7.4Hz >3.8kHz >72.4kHz >964.5kHz
S (= 0.99)/7 - 0Hz 0Hz 0Hz 0Hz 0Hz 0Hz

S (n=0.99)/t — OHz OHz 1.9Hz 0OHz OHz OHz
SPLOB.QR(1y /7 ~10"7Hz 18.3Hz 0.2 MHz 15.5 MHz 1.5GHz 4.5GHz 7.8 GHz
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n-times bigger effective attenuation distance), but a final state
fidelity parameter still decreasing as the power of 2n — 1
(assuming equal gate and initial state error rates) like the
standard scheme (i). However, scheme (ii) has an intrinsic
error during the distribution step due to the initial two-photon
terms in combination with channel loss. Similarly, scheme
(iii) is more sensitive to channel loss exhibiting an intrin-
sic loss-dependent dehasing error, because the optical state
is a phase-sensitive continuous-variable state [21]. The two
models of channel-loss-induced errors for schemes (ii) and
(iii) thus slightly differ, while the transmission loss scaling
is identical. As a consequence, for both (ii) and (iii), we have
the constraint that the excitation amplitudes (the weights of
the nonvacuum terms) must not become too large. Despite the
above-mentioned benefits compared with scheme (i) it will
turn out that the intrinsic errors of schemes (ii) and (iii) rep-
resent an essential complication that prevents to fully exploit
the improved scaling of the basic parameters in comparison
with the standard repeater protocols.

For a fair comparison, assuming similar types of initial
state imperfections in all three schemes, we set (o = 1 with
Fy =0.99, 0.98 and so replace the initial depolarizing error
for scheme (i) by an initial dephasing error. Thus, in the
expressions of the QBERs as given by Eq. (24), the contri-
bution of ug to the initial error scaling from the analysis of
the preceding sections (where Fy = 1) is now replaced by
a corresponding scaling with Fy < 1. The gate error scaling
with 1"~! remains unchanged in all schemes. Of course, our
formalism also allows to focus on specific schemes includ-
ing initial state errors with o < 1. In this case, the specific
contributions of the different elements in each elementary re-
peater unit (segments, half-segments, “cells”) [29] to the link
coupling efficiency pjink and the initial state error parameters
o or Fy depend on the protocol [29].

For example, zooming in on an NSP segment [29], we
have a squared contribution from the two spin-photon entan-
gled states on the left and on the right, I’Lgp,ph’ and another
possible gate error factor, wopm, coming from the optical
Bell measurement in the middle of the segment. In this sce-
nario, already in a single segment, we effectively have one
imperfect entanglement swapping operation (acting on the
two photons in the middle of the segment) connecting two
initially distributed, depolarized entangled states (the two
spin-photon states), to which our physical model directly ap-
plies replacing our initial py for one segment according to
Ho — sz,phuow. This overall initial distribution error will
most likely be dominated by the imperfect spin-photon states,
assuming near-error-free (though probabilistic) photonic Bell
measurements, thus o ~ /’Lgp.ph'

In a full NRP segment, the memory write-in may be re-
alized via quantum teleportation using a locally prepared
spin-photon state and an optical Bell measurement on the
photon that arrives from the fiber channel and the local pho-
ton. In this scenario, already in a single complete segment,
we may effectively have three initial entangled states (two
local spin-photon states on the left and on the right together
with one distributed entangled photon pair emitted from a
source in the middle of the segment) and two optical Bell
measurements, [[29], Fig. 6(a)] with our model resulting in

a ko ~ [ph,ph ufpyph wépy scaling of the initial error parameter
for one segment (i.e., similar to the effective final scaling of
a three-segment repeater in our more abstract model, with
o —> Mepph and pu — popm, and setting for this simplify-
ing analogy, quite unrealistically, fLsp ph = Uph,ph). Assuming
near-error-free Bell measurements, and near-perfect (though
possibly only probabilistically created) photon pairs, we
would again arrive at an overall scaling of po ~ ,ugp!ph for
the initial error parameter. In case of an entangled photon
pair source that deterministically produces imperfect photon-
photon states (such as a quantum dot source), we would have
o ~ Mph,phﬂgp,ph instead. There is also the option of a her-
alded memory write-in that no longer relies on the generation
of local spin-photon states and optical Bell measurements
[28]. In this case, our physical model has to be slightly adapted
to such a scenario and a decomposition of the different error
channels, including an imperfect memory write-in operation,
into one effective initial error channel should be considered.

Thus zooming in on our general initial-state error parame-
ters 1o or Fy for a specific implementation is straightforwardly
possible, but it will eventually lead to even stronger fidelity
requirements for the individual experimental components that
contribute to puy or Fy. The different contributions to the
link coupling efficiencies pjinx can be similarly decomposed
into the different experimental elements, also including some
differences for the different types of quantum repeater units
and protocols [29]. However, note that for our comparison in
this section, especially assuming that two photonic states are
combined in the middle of each segment (i.e., in a kind of NSP
scenario), the two-photon interference of scheme (i) results in
a quadratic disadvantage not only for the channel transmission
but also in terms of the link coupling efficiency pjinx in com-
parison with the protocols based on one-photon interference
[schemes (ii) and (iii)], Piink.() = Pk i) = Phink. ity FOT this,
let us write in short pjisk pr = plzink 1> given the similarity of
schemes (ii) and (iii). ’

In Fig. 14, we compare the secret key rates for the dual-rail
scheme (i) (DR), the Cabrillo scheme (ii), and the twin-field
repeater (iii) (TF). The two twin-field-type schemes include a
free parameter describing the number of excitations. More ex-
citations lead to a higher transmission rate at the expense of a
lower state quality. In the plots, we optimize this parameter for
each data point to obtain the maximal secret key rate. Recall,
for the DR scheme, we introduce a small dephasing via the
parameter Fy < 1 in order to avoid comparing perfect initial
entangled states with noisy ones. When comparing schemes
(ii) and (iii) one can see that for u =~ 1 (iii) performs better
while for lower u (ii) is the better performing scheme. This is
because the probability of an error is smaller for the Cabrillo
scheme, but the error would affect both QBERs of the BB84
protocol, significantly reducing the secret key rate. For the TF
scheme (iii), we have an effect on only one of the two error
rates. When p gets smaller, all schemes have a nonvanishing
error rate in both bases and therefore the lower error rate of
the Cabrillo scheme is helpful.

Figure 14 shows that, although the DR scheme has a scal-
ing disadvantage in comparison to both other schemes, it is
often highly competitive, since both twin-field-type schemes
suffer from their low initial probabilities of success when
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FIG. 14. Secret key rates per second. We always assume a coherence time 7o, = 10s, pjinktr = 0.9, and M = 1.

only weak excitations can be used to avoid introducing too
much noise from the loss channel. Considering a memory
coherence time of 10 seconds, a gate error parameter y >
0.97, and coupling efficiencies as pjink, ¢ = 0.9, one can al-
ready overcome the PLOB bound with only three memory
stations using either the DR scheme (i) or the TF protocol
(iii). For this comparison, in terms of secret bits per second,
we assume a source repetition rate of 1 GHz for an ideal
point-to-point link as associated with the PLOB bound per
channel use. Note that we do not include an extra factor of
1/2 for the final rates which would strictly be needed in the
DR-based scheme in comparison with the PLOB bound for
a single-mode loss channel. Here the parallel transmission
of the two modes for a DR qubit does not change the rates
per second and this optical encoding does not cause an extra
experimental resource overhead (in fact, it even simplifies the
optical transmission circumventing the need for long-distance
phase stabilization as for the TF-type schemes). Moreover, an
optical point-to-point direct transmission would most likely be
based on DR qubit transmission as well. The other, previously
mentioned factor 2 that occurs in front of the effective inverse
coherence time o when the two spins of a two-qubit spin
pair simultaneously dephase while waiting in one segment
has now been included here for each segment (i.e., a small
improvement would be possible when Alice and Bob measure
their spins immediately).

In Fig. 14, we always assume a coherence time .o, = 105,
piink,7F = 0.9, and M = 1. Recall from our discussions of
the possibility of multiplexing that we may equivalently con-
sider schemes for which, for instance, .o, = 1s and M = 10
according to Eq. (65). The plots lead to the following observa-
tions. The two TF-type schemes (ii) and (iii) more heavily rely
upon sufficiently good error parameters than the DR scheme

(). In Figs. 14(a) and 14(b), for two different initial dephasing
fidelities (which is only relevant for DR), we see that only the
TF scheme (iii) performs as good as DR with a gate error as
low as = 0.999. In this case, for the given parameters, TF
even allows to reach slightly larger distances compared with
DR, both going well above L = 1200 km giving more than a
hundredth of a secret bit per second at such distances. Note
that in order to achieve this, the TF scheme requires a loss
scaling with a 16 times bigger effective attenuation distance
compared with a point-to-point link, whereas the DR scheme
only has to exhibit an 8 times bigger effective attenuation
distance (“n = 8 TF” versus “n = 8 DR”). The number of
memory stations is the same for both, namely, seven (not
counting those at Alice and Bob).

With increasing gate errors p < 0.99, as shown in
Figs. 14(c)-14(g), only the DR scheme allows to reach dis-
tances above or near L = 1000 km. If both error parameters,
that for the gates, u, and that for the initial states, Fy, are no
longer sufficiently good (both or in combination), also the DR
scheme ceases to reach large distances and barely beats the
PLOB bound [see Figs. 14(f) and 14(g)]. For the two TF-type
schemes (ii) and (iii), we generally checked both types of
detectors, on-off as well as photon-number-resolving (Fig. 14
shows the results for on-off detections), and we did not see a
significant difference in the logarithmic plots of the secret key
rates for both schemes. The reason is that for larger distances
the two-photon events at either of the two detectors (detectable
via PNRDs) get increasingly unlikely compared with one-
photon detection events coming from the two-photon terms in
combination with the loss of one photon during transmission
(causing errors which remain undetectable via PNRDs).

The practically most relevant situation is shown in
Figs. 14(c)-14(e). In particular, for the numbers chosen there,
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i.e., state and gate errors of the order of 1%—2%, the DR
scheme reaches a distance of L = 800km with about one
secret bit per second, and even beyond with a lower rate.
The link coupling efficiency for this scenario, like in all oth-
ers, iS Plink DR = plzmquF = 0.81; the coherence time iS Tcon =
10s. The number of segments is n = 8 (“n = 8 DR”, dotted
yellow curve) corresponding to a memory station placed at
every Ly = 100km. The result for this scheme is consistent
with the results obtained for S;(u = 0.99) and especially
S>(u = 0.99)/7 in Tables IV and VI, respectively, for n = 8.
However, note that for the values in Tables IV and VI we
chose piink = Fop = 1 and u = po, slightly different from the
parameter choice for Fig. 14(c) where ;o = 1 and Fp = 0.99
playing the role of an imperfect state parameter instead of g
(in addition, we have pji,x = 0.81 for DR, and also two spins
dephasing at any time step included). Reiterating the previous
discussions in Secs. V E 2, the choice of Ly ~ 100 km seems
not only highly compatible with existing classical repeater and
fiber network architectures, but also offers a good balance be-
tween an improved memory-assisted loss scaling and an only
limited addition of extra faulty elements. Here now we found,
in particular, that the standard DR scheme (i) provides another
good choice in order to really benefit from these well balanced
parameters. Finally, we also considered the six-state QKD
protocol [48] instead of BB84, but this only improved the
final rates marginally. In the case of u = 0.98 and p = 1, the
rate could be, in principle, improved significantly for n = 8,
but for these parameters, in practice, it is easier to use BB84
and n = 4 instead. When considering sufficiently good error
parameter values like u = 0.99, such that n = 8 outperforms
n =4, then again there is only a minimal improvement by
employing the six-state QKD protocol.

VI. CONCLUSION

We presented a statistical model based on two random
variables and their probability-generating functions (PGFs) in
order to describe, in principle, the full statistics of the rates
obtainable in a memory-based quantum repeater chain. The
physical repeater model assumes a heralded initial entangle-
ment distribution with a certain elementary probability for
each repeater segment (including fiber channel transmission
and all link coupling efficiencies), deterministic entanglement
swapping to connect the segments, and single-spin quan-
tum memories at each repeater station that are subject to
time-dependent memory dephasing. No active quantum error
correction is performed on any of the repeater “levels,” while
our model does not even rely upon the basic assumption of
any nested repeater level structure. The two basic statistical
variables associated with this physical repeater model are the
total repeater waiting time and the total, accumulated dephas-
ing time.

In the context of an application in long-range quantum
cryptography, our model corresponds to a form of memory-
assisted quantum key distribution, for which we calculated
the (asymptotic, primarily BB84-type) secret key rates as a
figure of merit to assess the repeater performance against
known benchmarks and all-optical quantum communication
schemes. Apart from the theoretical complexity that grows
with the size of the repeater (i.e., the number of repeater

segments), it was clear from the start that experimentally the
memory-assisted schemes of our model cannot go arbitrarily
far while still producing a nonzero secret key rate. One mo-
tivation and goal of our work was to quantify this intuition
and to provide an answer to the question whether it is actually
beneficial, in a real setting, to add faulty memory stations
to a quantum communication line. Existing works had their
focus on the smallest repeaters with only two segments and
one middle station. So, the aim was to further explore these
smallest repeaters and then extend them to repeaters of a larger
scale, answering the above question.

Within this framework, we determined an optimal repeater
scheme that belongs to the class of the fastest schemes (min-
imizing the average total waiting time and hence maximizing
the long-distance entanglement distribution “raw rate”) and,
in addition, minimizes the average accumulated memory de-
phasing within the class of the fastest schemes. We have
achieved this optimization for medium-size quantum repeaters
with up to eight segments. In particular, for the minimal de-
phasing, this led us to a scheme to “swap as soon as possible.”
The technically most challenging element of our treatment is
to determine an explicit analytical expression for the random
dephasing variable of the fast schemes and its PGF. In order to
confirm the correspondence of the minimum of the dephasing
variable with the minimal QKD quantum bit error rate (for
the variable related to memory dephasing), we calculated the
relevant expectation values and compared the optimal scheme
with schemes based on other, different swapping strategies.
More generally, our formalism enables one to also consider
mixed strategies in which different types of entanglement
distribution and swapping can be combined, including the tra-
ditionally used doubling strategy that allows to systematically
incorporate methods for quantum error detection (entangle-
ment distillation).

Our new results especially apply to quantum repeaters
beyond one middle station for which an optimization of the
distribution and swapping strategies is no longer obvious. For
the special case of three repeater segments, assuming only
channel loss and memory dephasing, and with equal distribu-
tion time units in every segment given by the signaling time,
we showed that our optimal scheme gives the highest secret
key rate among not only all the fastest schemes but among
all schemes including overall slower schemes that may still
potentially lead to a smaller accumulated dephasing. We con-
jecture that our optimal scheme also gives the highest secret
key rate for more than three segments under the same physical
assumptions. A rigorous proof of this is nontrivial, because
the number of distinct swapping and distribution strategies
grows fast with the number of repeater segments. Moreover,
in a long-range QKD application, some of the spin qubits may
be measured immediately which is generally hard to include
in the statistical analysis and the optimization for all possi-
ble schemes; for three segments though we did include this
additional complexity of the protocols. Towards applications
beyond QKD, this extra variation may no longer be relevant.

We identified three criteria that should be satisfied by an
optimal repeater scheme: distribute entanglement in parallel
as fast as possible, store entanglement in parallel as little as
possible, and swap entanglement as soon as possible. It is
not always possible to satisfy these conditions at the same
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time, and we discussed specific schemes that are particularly
good or bad with regards to some of the criteria. For exam-
ple, a fully sequential repeater scheme is particularly slow,
but avoids parallel storage of many spin qubits. Nonetheless,
since it is overall slow, the fully sequential scheme can still
accumulate more dephasing. We presented a detailed analysis
comparing such different repeater protocols and approaches.

With regards to a more realistic quantum repeater mod-
eling, we considered additional tools and parameters such
as memory cutoffs, multiplexing, initial state and swap-
ping gate fidelities in order to identify potential regimes
in memory-assisted quantum key distribution beyond one
middle station where, exploiting our optimized swapping
strategy, it becomes useful to add further memory stations
along the communication line and connect them via two-
qubit swapping operations. Importantly, we found that the
initial state and gate fidelities must exceed certain minimal
values (generally depending on the specific QKD protocol
including postprocessing), as otherwise the sole faultiness
of the spin-qubit preparations and operations prevents to
obtain a nonzero secret key rate even when no imperfect
quantum storage (no memory dephasing) at all takes place
and independent of the finite channel transmission. This ef-
fect becomes stronger with an increasing number of repeater
nodes, scaling with the power of 2n — 1 for the error param-
eters in the QKD secret key rate. Once this minimal state
and gate fidelity criterion is fulfilled and when the other
experimental imperfections are included too, especially the
time-dependent memory dephasing, it is essential to consider
the exact secret key rates obtainable in optimized repeater
protocols in order to conclude whether a genuine quantum
repeater advantage over direct transmission schemes is pos-
sible or not. This is what our work aimed at and achieved
based on the standard notion of asymptotic QKD figures of
merit.

By quantifying the influence of (within our physical
model) basically all relevant experimental parameters on the
final long-range QKD rate, we were able to determine the
scaling and trade-offs of these parameters and analytically
calculate exact, optimal rates. A quantum repeater of n =
L/Ly segments is thereby characterized by the parameter set
(p, a, @) where p is the entanglement distribution probability
per segment (including the n-dependent channel transmission
and zero-distance link coupling efficiency per segment), a
is the entanglement swapping success probability, and « is
the inverse effective memory coherence time which, in most
protocols, depends on n via the quantum and classical com-
munication times per distribution attempt (we also considered
small-scale two-segment protocols without this dependence
and ideas exist to minimize the impact of the inevitable signal
waiting times for the elementary units of larger repeaters in
combination with high experimental source and processing
clock rates [59]). In addition, we have introduced a set of
initial state and gate parameters (uo/Fp, i) where po and Fy
can be adapted to the specific protocols. Additional memory
parameters can be collected as (m, M, B) where m is the mem-
ory cutoff (maximal time at which any spin qubit is stored), M
is the number of simultaneously employed memory qubits in
a simple multiplexing scenario with M repeater chains used in
parallel, and B is the (spatial) “memory buffer” (the number of

memory qubits per half station in a single repeater chain). In
our work, we focused on schemes with @ = 1 and B = 1. The
use of B > 1 memories at each station would allow to continue
the optical quantum state transfer even in segments that al-
ready possess successfully distributed states and to potentially
replace the earlier distributed lower-quality pairs (subject to
memory dephasing) by the later distributed pairs. We also did
not put the main emphasis on the use and optimization of m,
though we did include this option in some schemes. We found
that M > 1 leads to an effective improvement of the memory
coherence time by a factor of M.

In this setting, the three essential experimental parame-
ters that have to be sufficiently good are the link coupling
efficiency (via p), the memory coherence time (via «), and
the state/gate error parameter po/w. While the latter must
not go below the above-mentioned limits, generally two of
these three parameters should be sufficiently good as a rule of
thumb in order to exceed the repeaterless bound and obtain
practically meaningful rates. If this is the case, or even better,
if all three are of high quality, memory-assisted quantum key
distribution based on heralded entanglement distribution and
swapping without additional quantum error correction or de-
tection is possible to allow Alice and Bob to share a secret key
at a rate orders of magnitude faster than in all-optical quantum
state transmission schemes. For instance, for a total distance
of 800 km and experimental parameter values that are highly
demanding but not impossible (up to 10 s coherence time,
about 80% link coupling, and state or gate infidelities in the
regime of 1%—-2%), one secret bit can be shared per second
with repeater stations placed at every 100 km, providing the
best balance between a minimal number of extra faulty re-
peater elements and a sufficient number of repeater stations
for an improved loss scaling.
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APPENDIX A: DERIVATION OF EQ. (36)

In this section, we derive the PGF G, (t) of the random
variable K, defined via

K, = max(Ny, ..., N,), (A1)

where N; are the geometrically distributed random variables
with parameter p. We have

+o00
Gn(t) — Z qu],] » .qunfltmax(k],m,kn)

Kiyeekn=1
= p'tFy(q,1), (A2)
where the function F;,(x, t) is defined as
+00
Fn ()C, t) — Z xk1+...+kntmax(k1 ..... ky) (A3)
Kieer k=0
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The series on the right-hand side of this definition converges
for all |x| < 1 and |#] < 1, since we have

+oo

Z |x|k1+...+k,, — 1 .
(1 = fx[)"

ki,....k,=0

|F (x, )] < (A4)

The function F;(x, ¢) can be written in a compact form, having
only a finite number of terms. We have

F(x t)

Z Z xk'+'“+k"l‘k
-t
ky,y....k,=0 k=max(ky,...,k,)
+00
— Z tk Z xk1+ Ak

(A5)

Expanding the nth power on the right-hand side and apply-
ing simple algebraic transformations, we obtain the following
compact expression:

1—1¢ 1
(1 )MZ]—>() —xit’

From Eq. (A2), we derive the following expression for the
PGF of K,,:

- : 1
Gm)za—n§}—wC3l_.

1
‘=0 1 q't

Fi(x,t) = (A6)

‘ (n 1
=1+a—n§?—w<Jl_¢f (A7)
which is exactly the expression of the main text.
APPENDIX B: TRACE IDENTITIES
We have
23 (W1, 23(01234) W )3
= - 23 (W 1012341 W )23 + - MTY23(@1234)- (B1)

Here we show how to compute the quantities on the right-hand
side of this equality. A simple way is to work with density
matrices. We use the order of basis elements induced by the
tensor product. From the one-qubit basis (|0}, |1))” we obtain
the two-qubit basis

)

0\ _ 100 _ [ 101
(m)®<m>_ 110)
)

Taking the tensor product once again, we obtain the ordering
of four-qubit basis vectors |0000), |0001), [0010), |0011),
|0100), |0101), |0110), |0111), [1000), [1001), [1010), |1011),
[1100), |1101), [1110), |1111). If a four-qubit state is de-
scribed by a density operator Qi34 which has a 16 x 16
density matrix ¢ in the standard basis ordered as described

(B2)

above, then two-qubit partial diagonal states have the follow-
ing matrices in the basis (B2):

(00[01234100)23 = p[1, 2,9, 10],
23(01101234|01)23 = p[3, 4, 11, 12],
23(10]01234/10)23 = p[5, 6, 13, 14],

(11101234[11)23 = p[7, 8, 15, 16],

where o[/], I being a set of 1-based indices, is the submatrix
of o with row and column indices in /. For the off-diagonal
states, we have

23(01101234110)23 = p[3, 4, 11, 12]5, 6, 13, 14],
23(10101234101)23 = p[5, 6, 13, 14]3, 4, 11, 12],

23

23 (B3)

(B4)

where po[/]J] is the submatrix of o with row indices in I and
column indices in J.
The state of the form given by Eq. (10)

0 =T FIWH) (W + (1 — )W N v (BS)
has the following density matrix in the basis (B2):
1—pu 0 0 0
1 0 14+ u 2u2F — 1) 0
=4l o 2ueF-1)  14u 0
0 0 0 1—u
(B6)

Taking the Kronecker product of two states of this form,
Eq. (B1) together with the relations Eqs. (B3) and (B4) lead
to the final form of the distributed state in Eq. (11).

APPENDIX C: COMPUTING PGFs OF
THE SEQUENTIAL SCHEME

In the sequential scheme, the number of steps K,, and the
dephasing D, are given by

Kn:N1++1vm Dn:N2++Nn (Cl)

Their PGFs are thus the nth and (n — 1)th power of the single-

segment PGF:
pt n—1
G,(t) = ( > . (C2)
1 —gt

_ pl‘ n
GA»-(I_W),

In the case of a cutoff, the process of entanglement dis-
tribution is visualized in Fig. 15. There are zero or more
failure parts, with number of steps generating function B (z),
and one and only one success part, with generating function
Al"l(¢). The total PGF G!"(¢) of the number of steps K" is
thus given by

Alml(r)
1—B"@)

‘We start with the derivation of the failure part’s PGF. The PGF
of the top line is clearly

GM(1) = (C3)

pt
1 —qt
Among the rest n — 1 lines there are i lines that succeed,
where 0 < i < n— 2, so we have to put i p’s into m places

Go(t) = (o2))
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FIG. 15. A visualization of the entanglement distribution process with the sequential scheme for n = 4. (a) The general structure of failure
periods (if any) and the success period. (b) A detailed view of the failure part generating function B(?). (c) A detailed view of the success part

generating function A(t).

and the rest m — i places will be taken by ¢’s. We thus have

n—2
m [ —izm
B"(t) = Go(t) Y ( .)p’q’” ", (C5)
im0 !
For the success part’s PGF, we have
ml(py — (T e
A1) = Got) )y (n_z)p g’ (C6)

j=n—1

since the length of the success part can vary from n — 1 to
m (we need to put at least n — 1 p’s there). The position of
the last p is fixed, so we need to place n — 2 p’s into j — 1
places and the rest j —n + 1 will be taken by ¢’s. Making
substitution j — j —n + 1, we arrive to the expression (27)
of the main text.

The random variable for the waiting time of the scheme
involving multiple cutoffs is given by

T
K;eq,m = N0 _ Mp—1 + Z(Kn—l,j + my,_1).
Jj=1

€N

Exploiting that sums of independent random variables corre-
spond to products of their PGFs and using [[63], Satz 3.8] for
the sum one immediately obtains the result in the main text.

APPENDIX D: COMPUTING DEPHASING
PGFs FOR PARALLEL SCHEMES

In this section, we derive explicit expressions for the PGFs
of the dephasing random variables D, for different schemes
considered in the main text. All these schemes have the same
property—if the order of N;’s is known then one can obtain an
analytical expression for the corresponding random variable
D,, explicitly. Having an explicit expression for D,, we can
compute a part of its PGF corresponding to a given order of
arguments. Combining these parts for all possible ordering of
arguments, we get the expression for PGF of D,,.

More formally, the space €2 = N" of elementary events
consists of all n vectors N = (N, ..., N,) of positive integers.
The components N; are independent identically distributed
(i.i.d.) random variables with geometric distribution with suc-
cess probability p, so N; is the number of attempts (including
the last successful one) of the ith segment to distribute en-
tanglement. The failure probability we denote ¢ = 1 — p. To
every point N = (Vy, ..., N,) € ©, we assign the probability

.qu,,fl — pnq.N1+...+Nn7n‘

The sum of these probabilities is obviously 1, so we have a
valid probability space (€2, P).

The PGF of every component N; is given by the following
simple expression:

P(N) = pg"—'.. (D1)

pt
1—qt

an,(t) = (D2)

To find PGFs of more complicated random variables involving
several components, we appropriately partition €2, compute
the partial PGF on each part and then combine these partial
results into the full expression. For every permutation 7 € S,,,
we define a subset of € which is determined by the corre-
sponding relations between n arguments. For n = 2, we have
two permutations (12) and (21) with corresponding relations
Ny < N, and N, < N;. For n = 3, we have six permutations
and six corresponding relations

Ny < N; < N3,
N, < N3 < Ny,

Ni < N3 <Ny,
N3 < N1 < N,

N, < Ny < N;,

N3 < N2 < Nl. (D3)
To make all these subsets nonoverlapping, we use strict in-
equality between an inversion and nonstrict inequality in other
positions between numbers in permutations. We thus have the
following decomposition:

Q=|_|sz,,,

TeS,

(D4)
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TABLE VII. Explicit expressions for the optimal and doubling
dephasing for all possible relations between arguments in the case of
n=4.

Permutation D;(N) DPYN)

N <N <N <Ny Ny — N, 2Ny — Ny — N;
Ny <N <Ny < N; 2N; — Ny — N, 2N; — Ny — N,
Ny <N <N, <N, N, + Ny —N; — N3 2Ny —N; — N3
NSN3 <Ny < N, 2N, — N — N 2N, — N — N;
NI <Ny, <N, <N; 2N; — N — Ny 2N; — N — Ny
N <N, <N; <N, 2N, — N — Ny 2N, — N — Ny
Ny <Ny <N; <N Ny — N, 2Ny — N, — N3
N, <Ny <Ny <N 2N; — N, — Ny 2N; — N, — Ny
N <N; <N SNy Ny — N, 2N, — N, — N;
N, < N3 <Ny < N Ny — N, 2N, — N, — N3
N, <Ny <N £N; 2N; — N, — N, 2N; — N, — N,
N, <Ny <N3; <N Ny +N;—N, — Ny 2Ny — N, — Ny
Ny <N <M <N, N, + Ny — Ny — N3 2Ny, — N — N3
N; <Ny <Ny <N, 2N, — N — N; 2N, — N — N3
N3 <N, <N, <N, Ny — N3 2Ny — N, — N
Ny <N, <N, <N, N, — Ny N, — N, — N
N <N, <N, <Ny Ny — Ny — N 2Ny — Ny — N
Ny <N, <Ny < N, N, —N; N, — Ny — N
Ny <N <N, <N; 2N; — Ny — N, 2N; — Ny — N,
Ny <N <N; <N, 2N, — N — Ny 2N, — N| — Ny
Ny <N, <Ny <N; 2N; — N, — Ny 2N; — N, — Ny
Ny <N, <N; <N, Ni+N;—N, — Ny 2Ny — N, — Ny
Ny <N; <N <N, 2N, — N; — Ny 2N, — Ny — Ny
Ny <N; <N, <N, N —N, N, =N, — N,

where 2, is the subset determined by the relations corre-
sponding to m. For any point N € 2, we can obtain an
explicit expression for D, for any scheme. In Table VII, we
show all possible relations between four arguments and the ex-
pression corresponding to the optimal and doubling schemes
in the case of n = 4. Expressions corresponding to different &
might be the same, as can be seen for the doubling scheme.
The PGF of D, is defined as

+o0
Gu(t) =) P(D, =d)’ =) PMN>™. (D5)
d=0 NeQ

Using the decomposition in Eq. (D4), we introduce the partial

PGFs via

(Do)
NeQ,

where D, (N, ..., N,) is given explicitly as an appropriate

linear combination of N;’s. The total PGF G,(¢) is then just
the sum of all of these partial PGFs:

Gut) = ) Gl ).

TeS,

D7)

We demonstrate computing these sums by an example for n =
4. We have the correspondence

T =(2134) > N, <N, < N3 <Ny (D8)

and the explicit expressions
D3(Ni, N2, N3, Ny) = Ny — Ny,
D (N1, N2, N3, Ni) = 2Ns — N, — Ns. (DY)
For the partial PGFs, we have

+o00 ~+o00 +o00 400
GZ(T[ 1) = E E § § p4qN1+Nz+N3+N4*4tN4*Nz
Nr=1 Ny=N,+1 N3=N| Ny=N3

p' q't

1—g¢*(1—g)(1 —¢*)(1 —g’t)’

+oo  +00 ~+00
Gln=2. 2. 2

No=1 N;=N,+1 N3=N,

+00
x § : p4qN1+N2+N3+N4—4t2N4—N2—N3
Ny=N;

p' q't

T A—n( — g0 — )
Summing up the expression for all 7 € S4, we obtain the
expressions for G;(t) and G$*'(¢) presented in the main text.
For completeness, we also give the optimal PGFs for n = 2
and n = 3:

(D10)

2

. p- l+4gqt
Gt)=—— ,

2(0) 1—q*1—gqt
P 1+q+2¢ - 24 + ¢ — gt
- (I =g = g*)(1 — qt*)
The size of the expressions grows rather quickly with n, so we
do not present them explicitly for n > 4. We see that obtaining
G, (t) reduces to computing sums of many geometrical series,
which is a rather trivial task. The only nontrivial part of
this algorithm is its superexponential n!-complexity. So, this
algorithm is applicable only for small n; we used it up to a
practically relevant n = 8.

Gy(1) = I

APPENDIX E: OPTIMALITY FOR THREE SEGMENTS

Here we will compare the secret key rates of all possible
schemes for a three-segment repeater, when swapping is ap-
plied as soon as possible. We will not consider any scheme
that delays swapping and swaps at the end, further increasing
the dephasing. For each scheme we calculate the random
variables for the waiting time and the dephasing. In case of the
dephasing the probability generating function is most useful,
whereas for the waiting time we only have to consider the
expectation value. Moreover, we will examine two different
types of schemes. The first type, indicated by “imm,” de-
scribes schemes where Alice and Bob measure their qubits
immediately. This scenario is useful for QKD applications.
The second type of schemes is indicated by a subscript “non.”
Here, Alice and Bob no longer measure immediately and this
type of schemes is important in applications beyond QKD. A
possible application is transferring quantum information be-
tween quantum computers by exchanging entangled photons.
In this case, Alice and Bob will not measure their qubits until
they share an entangled state.
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(a) Sequential a

I 1 I 2 1 3 I

(b) Sequential b
I 1 {f 3 If 2 I

(¢) Sequential ¢
| 2 I 1 If 3 |

FIG. 16. Sequential arrangements of entanglement generation in
a three-segment repeater. The number in each segment corresponds
to the order when it starts.

Note that for schemes adapted to QKD, there is another
variation that would indeed allow to achieve higher secret
key rates than our optimal scheme, namely when Alice and
Bob send their signals at a high clock rate and the memory
stations can locally decide how to process the arriving qubits,
i.e., in a “node receives photon” (NRP) setting [29]. In our
model and optimization here, we assume throughout that the
distribution attempts in every segment are treated equally and
hence are limited by the same elementary time unit T = Lo/cy
incorporating all necessary signaling times. This also means
that we may overestimate the fixed swapping schemes, since
these can require signaling beyond neighboring stations.

1. Sequential schemes

Let us start with sequential schemes, where entanglement
generation only takes places in one segment after another.
There are three possibilities. First, one starts generating en-
tanglement in Alice’s or Bob’s segment and always connects
adjacent segments after the previous one has finished success-
fully. Note that here entanglement swapping is performed as
soon as possible. We will call this scheme “sequential a,” see
Fig. 16(a). The second possibility is given by starting with the
left or right segment, followed by the segment on the opposite
side. Thus no entanglement swapping is possible. Finally, the
middle segment is connected. Let us call this scheme “sequen-
tial b,” see Fig. 16(b). The third possible arrangement is given
by starting in the middle, continuing with the left or right
segment and finishing with the remaining segment on the op-
posite side, see Fig. 16(c). All other sequential arrangements
for three segments are equivalent to those three schemes.

These three sequential schemes share the same waiting
time, which is

K™ =Ny + Ny + N3, (E1)
and has the expectation value
3
E[K*] = =. (E2)
p

Obviously, the dephasing of the schemes differs, and we
also have to distinguish between schemes measuring immedi-
ately and nonimmediately. At first, let us consider immediate
schemes, as it will turn out the random variables of the nonim-
mediate schemes are just scaled by a factor of two, although
it might not be the random variable of the same scheme. We

find
DYI =Ny +Ns, DYE> =2N, +Nj,
Dy = 2N + Ns. (E3)

Since N, and N3 are i.i.d., the probability generating func-
tion (PGF) of D% is given by

3,imm
rt \
Gt =m0 = (2) @
Due to the general relation
g (t) = B[] = E[(*)"] = gx (1?) (ES)

valid for any discrete random variable X, we have

seq b p2t3

)= t 1 —_— E6
G = () v = TS ()
The same holds true for the PGF of the immediate measure-
ment scheme “sequential ¢,” because N; and N, are i.i.d.. Thus
its PGF is also given by

seqc p2t3
31mm(t) = 25
(I —g0)(1 —q1%)

which shows, that this scheme is actually equivalent to “se-
quential b” and will not be considered separately in the later
comparison.

On the other hand, for nonimmediate measurements, we
find the random variables to be

(E7)

DY _opseda _ = 2Ny + N3),

3,non 3,imm

D4 —_opsat oo, 4+ N),

3,non 3,imm
D3in = 2D5 i = 2(N1 + Ns). (E8)

By using the same argument as before, we find the corre-
sponding PGFs

seqa(t) seqa (l‘z), Gseqb(t) seqb (tz),

3,non 3 imm 3,non 3 imm
se c se a .2
’% gon (t) - 3 ?mm (t ) (E9)

Again, the scheme ‘“sequential ¢” is equivalent to another
scheme, but now it is “sequential a.” Therefore the nonimme-
diate version of “sequential ¢” will not be treated separately
from “sequential a.”

2. Two segments simultaneously at the start

When we generate entanglement in two segments simulta-
neously, we can do that by starting with these two segments
or by finishing with these two. Here we will consider the case
where one starts with them and we only have two different
arrangements. However, we still have to distinguish between
measuring immediately or not.

For the first scheme in consideration, the middle and the
left (or equivalently right) segment start generating entangle-
ment at once. They swap as soon as both are done and then the
last segment starts generating entanglement, see Fig. 17(a).
Let us call this scheme “start a.” The dephasing random vari-
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(a) Two segments simultaneously at the start a

I 1 I 1 1 2 I

(b) Two segments simultaneously at the start b

I 1 I 2 1 1 I

FIG. 17. Possible arrangements of entanglement generation in a
three-segment repeater, when two segments start simultaneously. The
number in each segment corresponds to the order when it starts.

ables in this case are

piarta _ N, — N1 + N3 N <N,
Simm 2Ny —N2)+N3s N, <Ny’
Dt = 2Ny — No| + 2Ns. (E10)
The PGF of D5." obviously reads as
~ 4 - 3t2(1 + 12)
Gion (1) = Ga(?) - gn, (%) = L 4 (E11)

(1 =g)(1 —qr?)*
For immediate measurements, we use the methods pre-

sented in the previous section and derive the PGF of D2,

Pl —g¢r)

(I —g»)(1 —gt)*(1 — gqt?)

The second scheme is realized when we start with both the
left and the right segment at once. As in the second sequential
scheme there is no swapping possible, when both segments
finished and one has to wait for the middle segment. We will
call this scheme “start b.” Schematically, it can be seen in
Fig. 17(b). Here we have for the dephasing random variables

D3im = INi = N3] +2Ns,

3,imm

Gstart,a (f) —

3,imm

(E12)

Dstart,b =2|N; — Ns3| + 4N, = 2Dslarl,b

3,non 3,imm*

(E13)

We can simplify the calculation, by considering the immediate

scheme first and using gox (f) = gx (2). The PGF is given by
P’ +qt)

(1 =g»)(1 —g)(1 —qr?)’

Hence, the PGF of the nonimmediate version is simply

Gsla.rt,b(t) — Gsla.rl,b (tz).

3,non 3,imm

G (1) = Go(t) - gon, (1) =

(E14)

The waiting time is the same for both schemes in this
section and amounts to

K5™I = max(Ny, N2) + N3, (E15)
with an expectation value of
’ 5-3
017 Gy — (E16)
) 2—-pp

3. Two segments simultaneously at the end

Finally, the last possible arrangement of two simultaneous
segments is to start them in the last step. The waiting time
stays the same as in the previous case, but again, there are
two possibilities for the dephasing and two to perform mea-
surements,i.e., immediate or nonimmediate. The first scheme

(a) Two segments simultaneously at the end a

I 2 1 1 I 2 I

(b) Two segments simultaneously at the end b

I 1 1 2 I 2 I

FIG. 18. Possible arrangements of entanglement generation in a
three-segment repeater, when only one segment starts and the rest
finishes simultaneously. The number in each segment corresponds to
the order when it starts.

is realized, when we start with the segment in the middle and
when it finishes, the left and right segment start generating
entanglement simultaneously. We will call this scheme “end
a” and it is shown schematically in Fig. 18(a). In this case, the
dephasing random variables are given by

D;?Sﬁ; =N, + Ns, Dgf‘r‘lj(;i = 2max(Ny, N3), (E17)
with the PGFs
pt ?
~ d, ~~seq,a
§‘fim;(t) = GB,?mm(t) = <1 — qt) ’
) o 212(1 + gt?
a5 = Gty = 0TI E18)

(1 —gr®)(1 = g*?)

The second possibility is to start with the left or right
segment and after it finished generate entanglement simulta-
neously in the remaining segments. The schemes and random
variables are equivalent independent whether one starts with
the left or right segment. We will call this scheme “end b”
and its schematic representation, when starting with the left
segment, is shown in Fig. 18(b). Similarly to the scheme “start
a,” the dephasing random variables depended on the order of
successful entanglement generation.

Let us consider the scheme where we do not measure
immediately as an example. First, assume that we started with
the left segment and it finished successfully after N; attempts.
Then both the middle and the right segment start generating
entanglement simultaneously. If the middle segments suc-
ceeds first after N, attempts, we can swap immediately and
again have only one segment waiting. Eventually, the right
segment will succeed after N3 attempts, and we can also swap
it. In total the dephasing will equal D"%® = 2N, because 2N,

3,non
cancels out. This is the optimal case of this scheme.

(a) Overlapping a
| 1 I} 1 1} 2% |

(b) Overlapping b
I 1 1 2* I 1 I

FIG. 19. Possible arrangements of entanglement generation in
a three-segment repeater, when two segments start simultaneously
and the remaining segment starts as soon as one is successful. The
number in each segment corresponds to the order when it starts and
the star indicates that this segment starts as soon as one of the others
finished.
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TABLE VIIL. The values of D}, and D3 ;. on the domains of
the partition.
Domain D3 1on D3 inm
N <M <N; 2(Ns — Ny) N; — N,
Nl gN'; <N2 2(2N2—N1 —N3) 2N2—N';—N1
Ny <N < N3 2(N; — N,) Ni + N; — 2N,
N, < N; < N 2(N; — N,) Ny + N3 — 2N,
N; <N <N, 2(2N, — Ny — N3) 2N, — N3 — N,
N3 <N2 <N1 2(N1—N3) Nl —N3

Alternatively, it could also happen that the right segment
finishes first, and we have two segments waiting for the middle
to succeed. In this case, we have Dg?fég = 4N, — 2Ns. Hence,
in total the dephasing is

Ny 2 N,
Ny <Ny’

end,b __
3,non

{2N3 (E19)

4N, — 2N;

A similar consideration yields the dephasing random variable
of the immediate measurement scheme to be

N3 =2 N,
N3 <N2'

end,b
3,imm

N;
= E2
{21v2 N (E20)

As mentioned a few times so far, we can exploit that gx (1) =
gx(t?), and thus we calculate the PGF of the immediate

scheme first, which reads as

Pl — g*r)

G (1) = . @D
mmEET (1 = gn(1 — 01 — gt?)
Therefore the PGF of Dgr"iﬁ is given by
GSmon (@) = G (1), (E22)

and we covered all possibles schemes of this section.

4. Overlapping schemes

Let us now turn our attention to mixed schemes, not only
combining sequential and parallel distributions as before, but
even “overlapping” them. Therefore, we will call the schemes
of this section overlapping schemes. The procedure is as
follows. We start generating entanglement in two segments
simultaneously and as soon as one of the two segments fin-
ishes, we start with the remaining one as well. Thus, the
two processes of entanglement generation are overlapping,
explaining the naming. In Fig. 19, a schematic version of the
overlapping schemes can be seen.

There are two different possible arrangements presented in
Figs. 19(a) and 19(b). In the former, the left (or equivalently
the right) and the middle segments start from the beginning.
This scheme will be called “overlapping, a.” The latter scheme
starts with both outer segments and will be called “overlap-
ping, b.”

(a) (b) (©)
10° 10° 10°
—— PLOB —— PLOB —— PLOB
SKR seq. a SKR seq. a SKR seq. a
—— SKR seq. b/c —— SKR seq. b/c —— SKR seq. b/c
102 —— SKRstart a 1072 —— SKRstarta 102 —— SKR start a
—— SKR start b —— SKR start b —— SKR start b
—— SKRenda —— SKRend a —— SKRend a
o SKR end b ) SKR end b o SKR end b
o 1074 —— SKR over a © 1074 —— SKR over a © 1074 —— SKR over a
« SKR over b < SKR over b = SKR over b
SKR optimal SKR optimal SKR optimal
10-° 10-° 1076
1078 1078 1078
0 100 200 300 400 500 600 700 0 100 200 300 400 500 600 700 0 100 200 300 400 500 600 700
Lin km Lin km Lin km
(d) (e)
10° 10°
— pLOB PLOB
—— SKRseq. a SKR seq. a
—— SKR seq. b/c SKR seq. b/c
102 —— SKR start a SKR start a
—— SKR start b SKR start b
—— SKRend a SKR end a
o SKR end b SKR end b
o 1074 —— SKR over a SKR over a
LS SKR over b SKR over b
SKR optimal SKR optimal
107°
-8
10 0 100 200 300 400 500 600 700 0 100 200 300 400 500 600 700
Lin km Lin km

FIG. 20. Comparison of secret key rates of three-segment repeaters performing immediate measurements for a total distance L and different
experimental parameters: (a) pi = 0.05, u = o = 0.97; (b) prink = 0.05, 4 = o = 1; () prnk = 0.7, 0 = o = 0.97; (d) pixk = 0.7, u =
1o = 1; and (e) pink = 1 = o = 1. For all figures, a coherence time of 7., = 0.1 s has been used.
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(a) (b) (c)
10° 10° 10°
—— PLOB PLOB —— PLOB
—— SKR seq. a SKR seq. a —— SKR seq. a
—— SKR seq. b/c SKR seq. b/c —— SKR seq. b/c
102 —— SKRstarta 1072 SKR start a —— SKRstart a
R —— SKRstartb SKR start b —— SKRstartb
—— SKRenda SKR end a —— SKRend a
o SKR end b o SKR end b SKR end b
o 1074 —— SKR over a o 1074 SKR over a —— SKR over a
o SKR over b o« SKR over b SKR over b
SKR optimal SKR optimal SKR optimal
107 107
1078 - - - - - - 1078 - - - - - 1078 - - - - - -
0 100 200 300 400 500 600 700 0 100 200 300 400 500 600 700 0 100 200 300 400 500 600 700
Lin km Lin km Lin km
(d) (e)
10° 10°
1072 1072
S
—— PLOB —— PLOB
—— SKRseq. a —— SKRseq. a
T 107%| — SKRseq. b/c © 1074{ — SKRseq. b/c
—— SKRstart a \ —— SKRstarta \
—— SKRstart b \ —— SKRstart b \
—— SKRend a —— SKRend a \
1076 SKR end b N\ 106 SKR end b \
—— SKRovera \ —— SKRover a
SKR over b SKR over b
SKR optimal SKR optimal
1078 1078
0 100 200 300 400 500 600 700 0 100 200 300 400 500 600 700
Lin km Lin km

FIG. 21. Comparison of secret key rates of three-segment repeaters performing immediate measurements for a total distance L and different
experimental parameters: (a) pinx = 0.05, u = o = 0.97; (b) prink = 0.05, 4 = o = 1; (€) piink = 0.7, w = po = 0.97; (d) pik = 0.7, u =
1o = 1; and (e) pink = 1 = o = 1. For all figures, a coherence time of 7.,, = 10s has been used.

For the scheme “overlapping, a” we find with immediate
measurements the dephasing random variable to be

N; Q2
DYt = 2N = Ni) = N3 (E23)
Ni—N,+N; 23

where we have chosen the partition Q2 = NP =Q U
given by the following inequalities:

Q=N < N2, N, — Ni < N;,
Qz :Nl <N2,N2—N1 >N3,

Q3 =N, < Nj. (E24)

The dephasing varies depending on the order in which the
segments finish, since one cannot swap or measure depending
on which segment is done first. Thus we have three different

cases. One can calculate the full PGF of the dephasing in a
similar way to the previous schemes and finds

pt(l+q —2¢°t — qt* + q*1*)
(1 =g —g0)>(1 — g*t)(1 — qr?)

Gover, a

3,imm (t) = (E25)

For the nonimmediate version of the scheme “overlapping,
a,” we do not have to take the measurements into account,
but this still does not result in more symmetries simplifying
the expression. Hence, one has to consider all possible orders

separately and we find the dephasing

2N3 Q)
Dy = (oMM
2(N1 — N2) Q
where the partition in this case is given by
Q=N <N, N, =Ny < N3,
Q=N <Ny, N; =Ny > N3,
Q3 =Ny <N, Nt — N2 < N3,
Q4 =N, <N|,N, — N, > Ns. (E27)

The resulting PGF reads as

Gover,a(t) — p3t2(1 +2q—9(1 +Q)f4 —613t6) )
.non (1 —=¢H —gtH)(1 = g*t*)(1 — gt*)

The other overlapping scheme possesses more symmetry,
thus we find more compact expressions for the random vari-
ables. It mainly depends on the relative difference of steps
between the outer segments. We find for the immediate and
nonimmediate schemes:

Dover,b _ {2N2 — [Ny — N3] Nt = N3| < N>
3,imm Ny — N3| NI — N3] > N>’
over.b AN, —2|IN;1 — N3] INI — N3] < N,
3,non . (EZS)
’ 2|Ny — N5 Ny —N3| = N,
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(a) (b) (c)
10° 10° 10°
—— PLOB —— PLOB —— PLOB
—— SKR seq. a/c —— SKR seq. a/c —— SKR seq. a/c
—— SKR seq. b —— SKRseq. b —— SKR seq. b
102 —— SKRstart a 10-2 5 —— SKRstarta 102 —— SKRstarta
\ —— SKR start b —— SKR start b —— SKR start b
—— SKRend a —— SKRend a —— SKRend a
° \ SKR end b ° SKR end b ° SKR end b
o 1074 —— SKR over a o 1074 —— SKRover a © 1074 —— SKR over a
o SKR over b o« SKR over b o« SKR over b
SKR optimal SKR optimal SKR optimal
107 107 107
1078 - - - - - - 1078 - - - - 1078 - - - - -
0 100 200 300 400 500 600 700 300 400 500 600 700 200 300 400 500 600 700
Lin km Lin km Lin km
(d) (e)
10° 10°
— pLOB —— PLOB
SKR seq. a/c SKR seq. a/c
—— SKR seq. b —— SKRseq. b
1072 —— SKR start a 102 —— SKRstarta
—— SKR start b —— SKRstart b
—— SKRend a —— SKRenda
SKR end b SKR end b
© 1074 —— SKR over a © 1074 —— SKR over a
SKR over b SKR over b
SKR optimal SKR optimal
10-° 10°°
1078 1078
0 100 200 300 400 500 600 700 0 100 200 300 400 500 600 700
Lin km Lin km

FIG. 22. Comparison of secret key rates of three-segment repeaters performing nonimmediate measurements for a total distance L and
different experimental parameters: (a) pjinx = 0.05, £ = o = 0.97; (b) prink = 0.05, . = o = 1; (¢) prink = 0.7, £ = o = 0.97; (d) prink =
0.7, . = po = 1; and (e) prnk = £ = o = 1. A coherence time of 7.,, = 0.1 s has been used throughout.

By case analyses, we derive the PGFs

Pt +qQ2—1*(1+q+ )

G (1) = ,
> (1 —g»)(1 —gt)(1 —g*)(1 — gqt?)
G (1) = God (1), (E29)

Finally, the only missing piece is the waiting time of the
overlapping schemes and its expectation value. The random
variable of the waiting time is

K" = min(Ny, N>) + max(IN; — N,|, N3). (E30)
Its expectation value is found to be
8 —-3p3—
E[KS] = Lf” (E31)
p2—p)

5. Parallel schemes

Here we only consider the potentially optimal scheme,
since all parallel schemes posses the same raw rate, but differ
in dephasing. In the optimal scheme, the dephasing is mini-
mized, such that it has the best secret key rate of all schemes
of this class.

The waiting time is K} = max(N;, N2, N3) and following
(37) or Appendix A its expectation value is

_ IT+4g9(@ 4390 +49)
C ltg-¢-q

E[K]"] (E32)

The dephasing PGF can be computed with our partitioning
approach. The six domains and the values of the dephasing

variables in these domains are given in Table VIII. The final
result reads as

PP L4+q( 42912 — 22+ )b — g*8
—-¢* (=g —g**)(1 —qr*)

p3 1 + q2[ _ 2q3[2 _ 2q2t3 + q3l4 + q5t5
1—¢3 (1 —qt)*(1 — g*t)(1 — gt?) '

~§,non(t) = 1

)

G;,imm (t) =

6. Comparisons

Finally, as we have calculated all necessary statistical
quantities we are able to compare the previously discussed
schemes. Again as a remark, we only considered schemes
here, which swap as soon as possible, as delaying the en-
tanglement swapping increases the dephasing, which in turn
decreases the SKR.

First, we consider the immediate measurement schemes.
In Fig. 20 (teop = 0.1s) and Fig. 21 (tcon = 105), one can
see a comparison of all immediate measurement schemes
for a three-segment repeater using the previously discussed
schemes. In both figures, the SKR of the “optimal” scheme
is represented in orange. As mentioned earlier, the scheme
“seq, ¢’ is equivalent to “seq, b” in this setting and thus not
considered separately. For both coherence times, the optimal
schemes outperforms all other schemes. Especially for shorter
distances, the optimal scheme performs clearly better than
others. Only for longer distances, where the rate of any three-
segment repeater drops, the schemes “over, b,” “over, a,” and
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(a) (b) (©)
10° 10° 10°
—— PLOB —— PLOB —— PLOB
—— SKR seq. a/c —— SKR seq. a/c —— SKR seq. a/c
—— SKR seq. b —— SKRseq. b —— SKR seq. b
102 —— SKRstart a —— SKRstarta 10724 —— SKRstarta
) —— SKRstartb —— SKRstart b —— SKRstartb
—— SKRend a —— SKRend a —— SKRend a
o SKR end b SKR end b o SKR end b
o 1074 —— SKR over a SKR over a © 10741 —— SKR over a
o SKR over b SKR over b o« SKR over b
SKR optimal SKR optimal SKR optimal
107 1074
1078 - - s - - - 1078 - - - - s - 10781 - - - - - -
0 100 200 300 400 500 600 700 0 100 200 300 400 500 600 700 0 100 200 300 400 500 600 700
Lin km Lin km Lin km
(d) (e)
10° 10°
1072 1072
\\ \\
—— PLOB —— PLOB
—— SKR seq. a/c —— SKR seq. a/c
© 107%| — SKRseq.b A\ © 1074{ — SKRseq.b
—— SKRstart a \ —— SKR start a
—— SKRstartb \ —— SKRstartb
—— SKRenda —— SKRenda
10-° SKR end b \ 107 SKR end b
—— SKR over a —— SKR over a
SKR over b SKR over b
SKR optimal SKR optimal
1078 1078
0 100 200 300 400 500 600 700 0 100 200 300 400 500 600 700
Lin km Lin km

FIG. 23. Comparison of secret key rates of three-segment repeaters performing nonimmediate measurements for a total distance L and
different experimental parameters: (a) pjinx = 0.05, £ = o = 0.97; (b) prink = 0.05, . = o = 1; (¢) prink = 0.7, £ = o = 0.97; (d) prink =
0.7, = po = 1; and (e) prnk = £ = o = 1. A coherence time of 7., = 10 s has been used throughout.

“end, b” catch up, but do not surpass it. Typically, one would
not use this regime of a repeater, as the rates are too low.
Additionally, in the limit of increasing hardware parameters,
i.e., pink = 1, w —> 1, uo — 1, the optimal scheme keeps
performing the best. Thus we conclude that the immediate
measurement version of the optimal scheme is truly optimal
forn < 3.

Next, in Fig. 22 (tcon = 0.18) and Fig. 23 (tcon = 109),
one can see the same comparison of different swapping
schemes using nonimmediate measurements. Again, the “op-
timal” scheme is presented in orange. This time the sequential
schemes “seq, a” and “seq, ¢’ are equivalent and thus are not
considered separately. As one can see, the optimal scheme
outperforms all other schemes in the ideal case when u =
o = 1 for all choices of 7., and pjpc. Furthermore, it also
provides the highest secret key rate in the nonideal case until
close to the drop-off. The scheme “end a” surpasses it only at
those distances either close to where or after both start declin-
ing dramatically, thus increasing the achievable distance. As
discussed before, one would typically not operate the repeater
in this regime. However, if the main goal is to obtain the
longest achievable distance possible, then the scheme “end a”
performs the best. Overall, again our optimal scheme provides
the best secret key rate for the most realistic use scenarios.
Moreover, it is truly optimal in the limit of increasing hard-
ware parameters, i.e., pink — 1, ©# — 1, and ug — 1. Thus
it will be beneficial to use the “optimal” scheme as technology
progresses and hardware improves. Hence, our conclusion for
nonimmediate schemes is again that the “optimal” scheme

is optimal with increasing hardware parameters for n < 3.
On the whole, we conjecture that the same is true for both
immediate and nonimmediate measurement schemes for all
n > 3-segment repeaters. This should be further investigated
in future research.

APPENDIX F: COMPARISON OF “OPTIMAL”
WITH FULLY SEQUENTIAL AND ALICE
IMMEDIATELY MEASURING (1 = 8)

The fully sequential scheme, in which repeater segments
are sequentially filled with entangled pairs from, for example,
left to right is the overall slowest scheme leading to the small-
est raw rates. However, a potential benefit is that parallel qubit
storage can be almost entirely avoided. More specifically,
when the first segment on the left is filled and waiting for the
second segment to be filled too, the first segment waits for
a random number of N, steps, whereas the second segment
always only waits for one constant dephasing unit (for each
distribution attempt in the second segment). Thus omitting the
constant dephasing in each segment, the accumulated time-
dependent random dephasing of the fully sequential scheme
has only contributions from a single memory pair subject to
memory dephasing at any elementary time step. On average,
this gives a total dephasing of (n — 1)/p, which is the sum
of the average waiting time in one segment for segments 2
through n, as discussed in detail in the main text.

In a QKD application, Alice’s qubit can be measured im-
mediately (and so can Bob’s qubit at the very end when the
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() (b) (c)
10° 10° 10°
PLOB PLOB
Raw rate optimal/doubling - Raw rate optimal/doubling
—— SKR optimal . SKR optimal .
10-2{ Raw rate seq. w/o cut-off 10-21% Raw rate seq. w/o cut-off 10-2
~ \ SKR seq. w/o cut-off - SKR seq. w/o cut-off
---- Raw rate seq. with cut-off m=290.0 - Raw rate seq. with cut-off m=900.0 b
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© 1074 RNy © 1074 s 1074
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e PLOB
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SKR seg. w/o cut-off
- Raw rate seq. with cut-off m=400.0
—— SKR seq. with cut-off m=400.0

107 10-°

1078 1078

200 400 600 800 1000 1200 1400 0 200 400 600

Lin km

()

10°

800 1000 1200 1400 0 200 400 600 800 1000 1200 1400

Lin km Lin km

(h)

10°

1072

PLOB
---- Raw rate optimal/doubling
—— SKR optimal .

10°° Raw rate seq. w/o cut-off
SKR seq. w/o cut-off
---- Raw rate seq. with cut-off m=3000.0
—— SKR seq. with cut-off m=3000.0 \
1078
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FIG. 24. Comparison of eight-segment repeaters for a total distance L and different experimental parameters: (a) teon = 0.1s, pinxk = 0.05,
= po =0.99; (b) Tecoh = 0.1s, prik = 0.05, & = po = 1; (¢) Teoh = 0.1s, priax = 0.7, p = po = 0.99; (d) Teoh = 0.1s, prix = 0.7, p =
o = 1; (&) Teoh = 108, piink = 0.05, = po = 0.99; (f) Tcon = 108, prink = 0.05, u = po = 1; (2) Teon = 105, prink = 0.7, & = po = 0.99;
and (h) teon = 108, pink = 0.7, & = o = 1. The “optimal” scheme (red) performing BB84 measurements at the end is compared with the
fully sequential scheme (orange without the memory cutoff, green with the cutoff) performing immediate measurements on Alice’s/Bob’s

sides.

entangled pair of the most right segment is being distributed).
This way there is another factor of 1/2 improvement possible
for the effective dephasing, since at any elementary time step
there is always only a single memory qubit dephasing instead
of a qubit pair. In Fig. 24, for eight repeater segments, we
compare this fully sequential scheme and immediate measure-
ments by Alice and Bob with the “optimal” scheme (parallel
distribution and swap as soon as possible) where Alice and
Bob store their qubits during the whole long-distance distri-
bution procedure to do the BB84 measurements only at the
very end. We see that a QKD protocol in which Alice and
Bob measure their qubits immediately can be useful in order

to go a bit farther. However, note that in the “optimal” scheme
Alice and Bob may also measure their qubits immediately,
resulting in higher rates but also requiring a more complicated
rate analysis.

APPENDIX G: MIXED STRATEGIES FOR
DISTRIBUTION AND SWAPPING

In this Appendix, we shall illustrate that our formalism
based on the calculation of PGFs for the two basic random
variables is so versatile that we can also obtain the rates for
all kinds of mixed strategies. This applies to both the initial
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entanglement distributions and the entanglement swappings.
In fact, for the case of three repeater segments (n = 3), we
have already explicitly calculated the secret key rates for all
possible schemes with swapping as soon as possible, but with
variations in the initial distribution strategies, see Appendix E.
This enabled us to consider schemes that are overall slower
(exhibiting smaller raw rates), but can have a smaller accu-
mulated dephasing. While swapping as soon as possible is
optimal with regards to a minimal dephasing time, it may
sometimes also be useful to consider a different swapping
strategy. The most commonly considered swapping strategy
is doubling which implies that it can sometimes happen that
neighboring, ready segments will not be connected, as this
would be inconsistent with a doubling of the covered repeater
distances at each step. A conceptual argument for doubling
could be that for a scalable (nested) repeater system one can
incorporate entanglement distillation steps in a systematic
way. A theoretical motivation to focus on doubling has been
that rates are more easy to calculate—a motivation that is ren-
dered obsolete through the present work, at least for repeaters
of size up to n = 8. Nonetheless we shall give a few examples
for mixed strategies for n = 4 and n = 8 segments.

For n = 4 segments, in addition to those schemes discussed
in the main text, let us consider another possibility where
we distribute entanglement over the first three segments in
the optimal way and then extend it over the last segment.
Note that this scheme is a variation of the swapping strat-
egy, while the initial distributions still occur in parallel. As
a consequence, it can happen that either segment 4 waits
for the first three segments to accomplish their distributions
and connections or the first three segments have to wait for
segment 4. The scheme serves as an illustration of the rich
choice of possibilities for the swapping strategies even when
only n = 4. We have D' (N1, N2, N3, Ny) = D5(Ny, N, N3) +
| max(Ny, N2, N3) — N4| and the PGF of this random variable

- 4 P3lg.n)
reads as G3!(t) = 1fq4Q§TZ,r)’

with the following numerator
and denominator,

P g ) =1+(+3¢ )+ (q+34 —q* — ")
+ (24" —4¢° —4q" + ¢’ + ¢°)°
+(=q" =3¢’ — q* —3¢° = 3¢")*
+(=2¢" — ¢’ +2¢* —2¢° + ¢ +24°)F°
+ B¢ +3¢" + ¢+ 3¢ + ¢*)®
+(—¢* — ¢ +44° + 49" + 24"’
+ (q5—|—q6— 3q8_ q9)t8_ (3q7+q8)t9 _ quth’
3 (g 1) = (1= g1 = g1 = g’1)(1 — g1*)
x (1 —g*H (1 — qt?).

If we take the derivatives [see Eq. (16)], we can obtain the

following relation:
E[D{"] = E[D}']. (G1)

This means that the two random variables have the same
expectation values, even though their distributions are differ-

1.15

E[e—otD,?1 ]/E[e—ang‘]

1.05

1.00

a

FIG. 25. The ratio given by Eq. (G2) as a function of « for p =
0.01 (corresponding to a segment length of 100 km for ideal link
coupling).

ent. For the secret key fraction, we need the averages of the
exponential of these variables, which essentially leads to the
values of the corresponding PGFs [see Eq. (17)]. These do
differ, as Fig. 25 illustrates. It shows the ratio

E[e“"Dzl ]
E[e ]

_ Gl'e™
T Gl (eay’ G2)

as a function of «. The two random variables have the
same average, but the average E[e’“Di]] is larger than the
other, so in the scheme corresponding to the random variable
D3 (N1, Na, N3, Ny) the distributed state has a higher fidelity
than the final state in the doubling scheme.

For the case n = 8, among a large number of other possi-
bilities to swap the segments, we consider the following three
(in addition, the doubling and optimal schemes are discussed
in the main text). The first scheme is to swap the two halves
of the repeater in the optimal way (for four segments) and
then swap the two larger segments. We loosely denote the
dephasing variable of these scheme as Dg*, whose definition
reads as

Dg*(Ny, ..., Ng) = D}y(Ny, ..., Ny) + D}(Ns, ..., Ng)
+ | max(Ny, ..., Ny)
— max(Ns, ..., Ng)|. (G3)

Another possibility is to divide the repeater in four pairs, swap
them and then swap the four larger segments optimally. The
expression for this dephasing variable D3*** is a straightfor-
ward translation of this description:

DF*(Ni, ..., Ng) = [Ny — Ny| + ...+ |[N; — N|

+ Dj(max(Ny, Na), ..., max(Ny, Ng)).
(G4)

Finally, we can divide the segments into three groups, consist-
ing of two, four, and two segments. The middle group we swap
optimally (for four segments), and then we swap the three
larger segments in the optimal way (for three segments). The
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1.0

sch=dbl
sch=2222
sch=242
—— sch=44

0 1 2 3 4 5 6 7

FIG. 26. The ratio in Eq. (G7) for sch = dbl (blue), 2222 (or-
ange), 242 (green), and 44 (red), as a function of « and for p = 0.01
(100 km segment length).

definition of the corresponding random variable D3*? reads as

DR (N, ..., Ng) = [Ny = Na| + N7 — Ng|
+ DZ(N3a LR N6) + D;(maX(va N2)7
x max(NVs, ..., Ng), max(N7, Ng)).
(G5)
The PGFs of all these variables have all the same form,
P Pg.1)
. , (G6)
1 —¢°0(g,1)

with appropriate polynomials P(q,?) and Q(q,t). The nu-
merator polynomials P(q,t) are quite large and contain

|
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FIG. 27. The ratio in Eq. (53) for sch = dbl (blue), 2222 (or-
ange), 242 (green), and 44 (red), as a function of p.

around one thousand terms, so we do not present them
here.

We can compare the performances of different schemes by
plotting the ratios

B[] _ G

E[e"]  GPMe )’

similar to Eq. (G2), for sch = dbl, 2222, 242, 44. We see that
among the five schemes the doubling scheme is the worst with
regards to dephasing, and the scheme 44 is the closest to the
optimal scheme, see Figs. 26 and 27. This means that the
commonly used parallel-distribution doubling scheme, though
fast in terms of Kj, is inefficient in terms of dephasing Dg by

disallowing to swap when neighboring segments are ready on
all “nesting” levels [36].

(G7)

APPENDIX H: TWO-SEGMENT “NODE-RECEIVES-PHOTON” REPEATERS

Figure 28 shows the BB84 rates in a two-segment quantum repeater based on the NRP concept with one middle station
receiving optical quantum signals sent from two outer stations at Alice and Bob. By circumventing the need for extra classical
communication and thus significantly reducing the effective memory dephasing, the minimal state and gate fidelity values can
even be kept constant over large distance regimes. For the experimental clock rate, we have chosen 7 jocx = 10 MHz, limited by
the local interaction and processing times of the light-matter interface at the middle station.

APPENDIX I: CALCULATION FOR CABRILLO’S SCHEME

First, we consider two entangled states of a single-rail qubit with a quantum memory (y € R)
1
TVZ[IT, £,0,00+yI11, 4,0, 1) +yI4, 1 L0y + 2L 4, 1L D] an

After applying a lossy channel with transmission parameter 1 = pjink exp(—%’n) to both optical modes, we obtain the following
state after introducing two additional environmental modes

T VQ[VZIL 1@ (1, 1,0,0) + /0l = n)(|1,0,0, 1) + 10, I, 1,0)) + (I = )[0,0, 1, 1))

+ 711, 1) ® (/110,1,0,0) + /1 =10,0,0, 1)) + y[{, 1) ® (/n]1,0,0,0) + /1 = (0.0, 1,0)) + |1, 1,0,0,0,0)].
12)
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FIG. 28. Contour plots illustrating the minimal fidelity requirements to overcome the PLOB bound by a two-segment NRP repeater for
different experimental parameters: (a) Teop = 0.1, prpx = 0.05, m = 1500; (b) Teon = 0.1, prink = 0.7, m = 1500; (¢) Teon = 108, prink =
0.05, m = 1.5 x 10%; and (d) teon = 108, pik = 0.7, m = 1.5 x 10°. In all contour plots, it = [y, Teock = 10 MHz, and Fy = 1 has been
used.

We apply a 50:50 beam splitter to the (nonenvironmental) optical mode and obtain the state

1 2 n(l —n)
Y ® ———(1,0,0,1) +10, 1,0, 1) + 1,0, 1,0) — |0, I, 1, 0))
1+ y2 2

+7 1) ® guz, 0,0,0) —10,2,0,0)) + ¥?|}, ) ® (1 —n)|0,0, 1, 1)

+yIt, 1) ® (\/g(ll, 0,0,0) —10,1,0,0)) + 1 —1]0,0,0, 1))

+y. 1 ® (\/g(u, 0,0,0) +10,1,0,0)) + /1 —n|0,0, 1, 0)) +114,1,0,0,0, 0>]. (I13)

(

We can obtain entangled memory states by postselecting sin- at the first detector and no photon at the other, we obtain
gle photon events at the detectors. If we detect a single photon the following (unnormalized) two-memory reduced density
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operator (see Ref. [[45], Appendix E])

y2n

Ty I 2 A=l D

When using simple on/off detectors instead of photon number
resolving detectors (PNRD) two-photon events will also lead
to a detection event. The two-memory state after a two-photon
event is given by

yin?

muy s I5)

Thus the probability of a successful entanglement genera-
tion is given by ppnrp = %(1 + y2(1 — 1)), when using

PNRD, and ponjoft = %(1 + y2(1 — 31)), when using
on/off detectors. The factor 2 comes from the possibility to
detect the photon at the other detector instead, although in this
case the memory state differs by a single-qubit Z-operation.
After a suitable twirling, we can find a one-qubit Pauli channel
which maps the state |[¥+) (W] to the actual memory state,
i.e., we can claim that the loss channel acting on the optical
modes induces a Pauli channel on the memories. We can

parametrize this Pauli channel by the tuple of error probabil-
ities (py, px, py, pz) and for the case with PNRDs this tuple
is given by

1
1+ y2(1—n)

and for on/off detectors it is given by

1 2 3 2 3
5 (=5 5 (-5)0)
1+y2(1-3n) 2 4 2 4

a7

V2 7/2

When we consider an n-segment repeater, we have to consider
a concatenation of n such Pauli channels and we finally obtain
the error rates

1 . (2Fy — 1)"E[e~*P]
= = 1 — n—1,n , 18
¢ 2( N SRS ) 5)

1 _ 1—y2(1— n))"
e. = —|1=u" 1, n <— , 19
Z 2( T ™)
in the case of PNRDs. When we consider on/off detectors, we
can simply replace 1 by %n in the error rates.
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The Gottesman-Kitaev-Preskill (GKP) code offers the possibility to encode
higher-dimensional qudits into individual bosonic modes with, for instance,
photonic excitations. Since photons enable the reliable transmission of quan-
tum information over long distances and since GKP states subject to photon
loss can be recovered to some extent, the GKP code has found recent applica-
tions in theoretical investigations of quantum communication protocols. While
previous studies have primarily focused on GKP qubits, the possible practi-
cal benefits of higher-dimensional GKP qudits are hitherto widely unexplored.
In this paper, we carry out performance analyses for three quantum repeater
protocols based on GKP qudits including concatenations with a multi-qudit
quantum polynomial code. We find that the potential data transmission gains
for qudits are often hampered by their decreased GKP error-correcting capa-
bilities. However, we also identify parameter regimes in which having access to
an increased number of quantum levels per mode can enhance the theoretically
achievable secret-key rate of the quantum repeater. Some of our protocols share
the attractive feature that local processing and complete error syndrome iden-
tification are realizable without online squeezing. Provided a supply of suitable
multi-mode GKP states is available, this can be realized with a minimal set of
passive linear optical operations, even when the logical qudits are composed of
many physical qudits.
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1 Introduction

Quantum technologies rely on the availability of precisely controllable quantum systems,
e.g., qubits, which can be realized with various physical implementations. In 2000, Gottes-
man, Kitaev, and Preskill (GKP) proposed a method to encode finite-dimensional quantum
systems (qudits) into quantum-mechanical harmonic oscillators [1]. More recent theoreti-
cal developments include further proposals and assessments of GKP state preparation with
superconducting devices [2,3]|. After years of experimental progress, GKP qubits finally
have been demonstrated in superconducting microwave cavities [4-6] and in the harmonic
motion of ions [7,8].

In the optical domain, on the other hand, preparing GKP states is notoriously dif-
ficult. The main problem is that reliable and strong nonlinearities are required but not
readily available. In one approach, Gaussian Boson Sampling |9, 10|, one exploits that
measurements can induce nonlinear effects. Here, Gaussian resource states are combined
via passive linear optics and partially read out via photon-number resolving measurements.
In this way, high-quality optical GKP states can be obtained, albeit only probabilistically.
Gaussian Boson Sampling requires detectors with a sufficiently high level of photon-number
resolution as well as increasingly complex linear circuits [9,10]. To shift the experimental
burden associated with this, alternative approaches have been proposed [11,12]. If non-
Gaussian resource states or non-Gaussian optical elements are available, a recursive appli-
cation of short linear circuits and homodyne measurements is sufficient for the preparation
of GKP states [13-15]. There also exist alternatives which do not rely on measurements
at all [15,16]. A final option is to combine photon-subtraction- and homodyne-based ele-
ments to convert many-mode Gaussian cluster states into non-Gaussian few-mode states,
which can be further processed into GKP states [17]. Such an approach is compatible with
measurement-based, continuous-variable quantum computation [15, 18].

While the best method for creating optical GKP states has not yet been identified,
it is safe to assume that their physical realization will require extremely sophisticated
experimental procedures. Once such technology is available, however, it will be compara-
tively straightforward to extend it to higher-dimensional GKP qudits and to concatenated
multi-qubit or -qudit GKP codes. For example, multiple GKP qubits can be entangled
via Gaussian operations [1]. Furthermore, ordinary beam splitters enable the generation of
certain collective GKP ancilla states such as Bell states with GKP qubits [19] or qudits [20],
as well as the collective detection of their error syndromes [20]. To guide such future ex-
periments, we find it meaningful to investigate the performance of advanced multi-qudit
GKP protocols in the realm of quantum communication.

The GKP encoding enables the correction of small displacement errors of the oscilla-
tor’s quadratures, in particular, those that originate from typical Gaussian error channels
such as amplitude damping or photon loss. However, large displacement errors cannot be
avoided completely, especially for realistic, finitely-squeezed GKP states. This can cause
misidentification of error syndromes, which leads to discrete logical errors on the affected
GKP qudits.

In order to correct such errors, a higher-level quantum error-correcting code (QECC)
can be employed to encode a few logical qudits into a larger number of physical GKP
qudits [3,21-26]. Hereby, the error correction capability of the higher-level QECC can
benefit from analog information in the single-qudit GKP syndrome measurements [21-24].
In order to satisfy the quantum singleton bound n — k > 2(d — 1), every QECC with code
parameters [n, k, d] must trade off the number of correctable (arbitrary) single-qudit errors
against the number of physical qudits per logical qudit, which are given by |(d — 1)/2]




and n/k, respectively [27-29]. An optimal trade-off is obtained by those QECCs that meet
the quantum singleton bound with equality and are called maximum distance separable
(MDS) codes. While, for qubits, the only [30] nontrivial (i.e., d > 3 and k > 1) MDS code
encodes one logical qubit into five physical qubits [31], there is a plethora of MDS codes for
higher-dimensional qudits. Such QECCs are explicitly available in the form of quantum
polynomial codes, which exist for every qudit dimension being a prime power [32-35].

Currently, experimental realizations of long-distance quantum communication protocols
are limited by the rapid decay of photonic signals that are sent through optical fibers. This
process is formally described by a pure-loss bosonic channel £(7), which arises from mixing
the bosonic signal mode with an environmental mode in the vacuum state using a beam
splitter with transmittance 7. In the long-distance limit of 7 — 0, the secret-key capacity
of the single-mode pure-loss channel scales linearly with 7 [36], more precisely, it is given by
—logy(1 —n) ~ 1.44n [37]. In consequence, the secret-key rate of point-to-point quantum
key distribution (QKD) is exponentially suppressed in the length L of an optical fiber,
which typically has a transmittance of 7 = exp(—L/22km).

To overcome this problem, quantum repeaters have been proposed [38|. By introducing
repeater stations, a long channel is split into multiple shorter ones. To cope with the loss,
different strategies have been conceptualized and, subsequently, been classified into three
so-called generations of quantum repeaters [39]. These generations fundamentally differ
in their speed of operation and in the level of technological maturity required for their
realization.

First-generation quantum repeaters are based on heralded, probabilistic entanglement
distribution [38]. Once a Bell pair is successfully distributed between two neighboring re-
peater stations, it is stored in local quantum memories, where it resides until a second Bell
pair, which connects the two repeater stations to a third one, is created. Whenever two
parts of different Bell pairs are present in a single repeater station, entanglement swapping
can be executed, which results in a single Bell pair ranging over a larger distance. This
process is repeated until a long-distance Bell pair is shared between Alice and Bob. In ad-
dition to channel loss, unavoidable operational gate and storage errors pose a challenge for
quantum repeaters. To cope with such errors, first-generation quantum repeaters employ
nested entanglement purification [40], a probabilistic protocol for the distillation of multi-
ple low-fidelity Bell pairs into a smaller number of states with higher fidelities, involving
two-way classical communication. In the worst case, entanglement purification has to be
performed across the total distance L of the entire quantum repeater chain, which slows
down the achievable repetition rate to ¢/L or less, where ¢ = 2.14 x 10% = is the speed of
photons in fiber (for both classical and quantum signaling).

To avoid this slow-down, second-generation quantum repeaters [41] replace entangle-
ment purification by QECCs for the local memories. With this modification in place, the
rate bottleneck is now posed by classical communication between neighboring repeater
stations, which are separated by a distance of Lg. Only after a failed entanglement dis-
tribution attempt has been heralded, the quantum memories can be freed up for the next
attempt. Therefore, the improved upper bound on the repetition rate is now given by
¢/ Ly, which is typically on the order of 1kHz for Ly ~ 100 km to 1 MHz for Ly ~ 100 m.
The only possibility to speed up the classical two-way communication is to reduce Ly,
i.e., to invest in a larger number of, realistically imperfect, faulty repeater stations whose
quantum information must be consistently protected by the QECC.

Finally, third-generation quantum repeaters enable ultrafast quantum communication
as they dispense with the temporary storage of quantum information and classical two-way
communication altogether [42-44|. Instead, these repeaters employ QECCs to correct both




channel losses and operational errors. The repetition rates in this case are only limited by
the speed of state preparations, local gate operations, and measurements in the individual
repeater stations. Whereas the preparation of QECC-encoded multi-photon states typically
relies on some form of light-matter interaction, all other components of a third-generation
quantum repeater can, in principle, be realized in an all-optical fashion [45-49].

In this paper, we theoretically analyze the performance of third-generation quantum
repeaters based on optical GKP qudits. Our investigation also includes cases where the
GKP code is concatenated with a higher-level QECC. Here, we focus on quantum poly-
nomial codes that previously have been considered in combination with multi-mode and
Fock-encoded qudits [50-53]. For GKP-encoded states, similar performance studies have
only been carried out in the special case of qubits [54-56]. Our work thus closes the gap
between these two approaches to a certain extent as it offers a treatment of the remaining
case of GKP qudits. The consideration of qudits, which can transmit more quantum infor-
mation per channel use than qubits, in the context of GKP and third-generation quantum
repeaters is particularly attractive due to the existence of hardware-efficient GKP-qudit
operations and syndrome extraction routines based on linear-optical elements alone. In
this way, the only fundamental experimental challenge that remains is to provide a supply
of suitable multi-mode GKP ancilla states, a problem that can be tackled independently.

This paper is structured as follows. In Sec. 2, we describe the details of our study:
we begin with introducing the repeater protocols under investigation in Secs. 2.1 and 2.2
and proceed with our noise model in Sec. 2.3. In Sec. 3, we present the secret-key rates
obtainable with the different GKP qudit repeater protocols and discuss the influence of
various experimental parameters. Finally, in Sec. 4, we summarize our results and conclude
with a recommendation of the most promising quantum repeater protocol based on GKP
qudits as identified in this work.

2 Setting

GKP codes encode a D-dimensional qudit within the Fock space F of a quantum mechan-
ical harmonic oscillator [1]. We denote the annihilation operator of the oscillator by a and
its quadrature operators by p = ﬁ(dT —a)and § = %(df + a). For simplicity, we focus
in this paper on the square GKP code, which is defined as the D-dimensional subspace of
F that is invariant under the action of Sx = exp(—iv27Dp) and Sz = exp(ivV2rDq). By
repeated non-destructive measurements of the stabilizer operators Sx and Sz, followed by
appropriate displacement operations (or, at least, through tracking of the corresponding
generalized Pauli frame), one can enforce the state of the oscillator to (effectively) remain
in the GKP code space. Since the logical Pauli operators of the square GKP code are
given by X = exp(—i %’rﬁ) and Z = exp(i %’@, it is thereby possible (in the idealizing
limit of perfect GKP states) to correct arbitrary displacement errors that are smaller than
/7/2D in magnitude. To implement two-qudit gates between GKP qudits, one can utilize
common two-mode Gaussian gates. For example, on the level of GKP qudits, the bosonic
CSuM-gate, exp (—ig1p2), acts as a two-qudit controlled-X gate, CX = ZkD;Ol k)Y (k|, @ X%,
A similarly defined C'Z-gate is implemented by means of a CPHASE-gate, exp (i§142).

2.1 Repeater protocols

Since GKP qudits can be encoded into photons, which are the ideal carriers of "flying"
quantum information propagating at maximal speed, they have been envisioned in the
context of quantum communication [55-57|. In this paper, we investigate certain quantum




communication protocols that only require qudit Clifford operations and generalized Pauli
measurements [58], which can be simply realized with GKP qudits by means of Gaussian
optics and homodyne detection, respectively. More precisely, we analyze and compare the
performance of three third-generation quantum repeater protocols introduced in the follow-
ing subsections. For each protocol, the term “qudit” may either refer to a bare (physical)
GKP qudit or to an ensemble of multiple GKP qudits encoding a single (logical) qudit
using a higher-level QECC, in particular, in combination with Knill’s error-correction-by-
teleportation procedure [20,59]. Even in the absence of a higher-level QECC, our protocols
represent instances of error-corrected (third-generation) quantum repeaters, as the avail-
ability of GKP syndrome information facilitates the correction of displacement errors to a
certain extent.

2.1.1 Two-way teleportation protocol with classical post-amplification

The first of the three quantum repeater chains under investigation is portrayed in Fig. 1 (a).
For this protocol, every repeater station prepares a pair of qudits in a (logical) Bell state.
One of the qudits is sent in the direction of the next repeater station, while the other one
is sent backward. In the middle between two neighboring repeater stations, the forward-
and backward-propagating qudits are joined in a (logical) Bell measurement, which is im-
plementable on the physical level with (transversal) beam splitters and two homodyne
detectors per physical Bell measurement [20]. During the transmission from the repeater
stations to the central Bell measurement apparatus, the states of the qudits are altered
due to the finite transmittance of the optical fiber channel. For the general case of many
physical qudits representing one logical qudit, the optical loss channels act individually
and independently (i.i.d.) upon the different modes of the physical multi-mode state that
propagates through each fiber segment. To facilitate a direct comparison with the other
protocols, we denote the channel transmittance by /7 = exp(—Lo/2Latt), as the relevant
length of the fiber is given by Lo/2 here. Throughout this paper, Ly denotes the dis-
tance between two adjacent repeater stations, and L,it = 22km is the attenuation length
of a typical fiber at the telecommunication wavelength of 1550 nm. In order to compen-
sate for the loss-induced state change (with damped quadrature amplitudes), the classical
measurement signal of the Bell measurements needs to be correspondingly amplified by a
factor of \/ﬁfl before decoding the GKP syndrome. Overall, this protocol produces an
imperfect Bell pair ranging from one end of the repeater chain to the other. Note that
classical communication is only needed for post-processing and, therefore, it does not slow
down the repetition rates of this protocol. Further note that for the case of a logical qudit
composed of many physical qudits, classical post-amplification is performed individually
for each physical Bell measurement to obtain the syndrome of the higher-level QECC [20].

2.1.2  One-way teleportation protocol with optical pre-amplification

As a modification of the protocol from Sec. 2.1.1, we also consider a quantum repeater
chain where the Bell measurements are executed within the repeater stations, see Fig. 1 (b).
Here, only one qudit per Bell pair is transmitted through the fiber channel. This time, the
transmittance is given by n = exp(—Lg/Latt) because the traveling distance of the photons
now covers a full repeater segment, i.e., twice the distance as in the previous scenario. To
cope with the fiber losses, an optical pre-amplification channel A (77_1) is i.i.d. applied
to each (physical) GKP mode before it is sent through the fiber; this step replaces the
classical post-amplification of the measurement signal from Sec. 2.1.1.
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Figure 1: Unit cells of the quantum repeater protocols considered in this work. The transmittance

n = exp(—Lg/La) of the bosonic pure-loss channel £(n) is exponentially suppressed in the distance

Ly between adjacent repeater stations (dashed blue boxes). Here, the qudits can be either individual

GKP qudits or logical qudits that are comprised of multiple GKP qudits by means of a higher-level

[n,1,d]p QECC. (@) In the two-way teleportation protocol, every repeater station prepares two
1

qudits in the maximally entangled state [®) = ——= ZkD;Ol |k, k). One of the two qudits is sent forward

and the other one backward. After propagating a distance of Lg/2, at which each physical mode has
been subject to a loss channel £(,/7), a Bell measurement (BM) is performed. (b) Also in the one-way
teleportation protocol, two qudits are prepared in state |®). In contrast to (a), only one of the qudits
is sent to an adjacent repeater station. To compensate for loss, a quantum-limited amplification channel
A(n~1) with gain n~! is applied to each of the physical GKP modes. After propagating a distance
of Ly, a BM combines the forward-moving qudit with the stationary qudit of the subsequent repeater
station. (c) The one-way half-teleportation protocol is a GKP-adaptation of a previously-studied
discrete-variable protocol [53]. Here, we add measurements to convert displacement errors into Pauli
errors. Overlined ancilla states represent codewords of the higher-level [n, 1,d]p QECC, while ancilla
states without overscore stand for GKP codewords. The C'X-gates correspond to transversal CSUM-
gates and the C'Z-gates corresponds to semi-transversal CPHASE-gates. Measurements of ¢ and p
denote the measurement of the position and momentum quadrature, respectively. Loss and amplifier
channels are again to be understood to act individually and independently on the physical GKP modes.




2.1.3 One-way half-teleportation protocol with optical pre-amplification

The utilization of a Bell measurement (protocols described in Sec. 2.1.1 and Sec. 2.1.2)
provides GKP syndrome information for both quadratures. This facilitates the correction
of displacement errors on the level of the (physical and logical) GKP qudits. For the final
repeater chain under consideration, on the other hand, every repeater station is respon-
sible for preparing and measuring only a single logical GKP qudit, see Fig. 1 (c¢). This
protocol has two core components. First, a lower-level GKP error correction converts nat-
urally occurring Gaussian displacement errors into Pauli errors on the physical qudits, see
Sec. 2.3.3. Second, a higher-level QECC is utilized to cope with the resulting Pauli errors.
At the start of the repeater chain, Alice prepares two higher-level logical qudits in the state
|7) = 31, |E)/v/D and entangles them with a logical C'Z-gate. Since we restrict ourselves
to quantum polynomial codes, the C'Z-gate admits a semi-transversal implementation with
favorable error-spreading properties [33]. Alice stores one of the logical qudits and to the
second one, she applies a quantum-limited amplifier with gain 7! to each of the physical
GKP modes before she sends them jointly through a lossy fiber of transmittance n to the
first repeater station, where the incoming logical qudit is entangled with a new logical
qudit in state [+). A subsequent destructive, (physical) quditwise p-measurement effec-
tively transfers the encoded quantum information onto the next qudit and simultaneously
delivers syndrome information involving X-stabilizers. These steps are then repeated at
every repeater station. Besides yielding higher-level X-syndromes, the p-measurements
are also responsible for providing lower-level GKP syndrome information p mod +/27/D.
The physical C'Z-gates propagate Gaussian p-errors on one mode into g-errors on the next
one. To prevent these g-errors from merging with g-errors that occur at the subsequent
transmission, we introduce an additional ancilla-based GKP syndrome measurement in
every repeater station. This can be done in multiple ways, as discussed in App. B.2. To
complete the protocol, all measurement results are communicated to Bob, who applies a
suitable correction operator depending on the measurement outcomes [52|. Assuming N
is even and in the absence of errors, this protocol is equivalent to N/2 teleportation sub-
routines spread over N + 1 different laboratories. For this reason, we refer to this protocol
as half-teleportation.

2.2 Some comments on potential realizations of qudit repeaters

To compensate for fiber loss, it is crucial to amplify the signal. For the two protocols in
Secs. 2.1.1 and 2.1.2, one may opt between optical pre-amplification and classical post-
amplification. For the half-teleportation protocol in Sec. 2.1.3, on the other hand, optical
pre-amplification is the only option. This is because the GKP qudits need to be correctly
scaled, i.e., they need to be in the GKP code space up to a displacement, before the
CZ-gate is applied. Since classical post-amplification can be carried out conveniently in
software, lacking this option may be considered as a disadvantage of the half-teleportation
protocol.

While we analyze their performance for GKP qudits, these protocols can be straight-
forwardly adapted to other qudit encodings, such as multi-mode (MM) qudits, which
have been experimentally demonstrated in the context of (repeaterless) higher-dimensional
quantum key distribution in the form of orbital angular momentum [60] and time-bin qu-
dits [61]. Two of the three repeater protocols under consideration rely on Bell measure-
ments. For GKP qudits, a deterministic Bell measurement can easily be implemented with
static linear optics by employing a balanced beam splitter and continuous-variable homo-
dyne measurements. Experimental implementations of Bell measurements for MM-encoded




qudits, on the other hand, are disproportionately more involved. Moreover, deterministic
C X -gates for MM qudits require strong nonlinearities that are typically mediated through
auxiliary matter qudits, which reduces the achievable repetition rates to the order of MHz.
This is in stark contrast to all-optical implementations that can reach GHz repetition rates.
An attempt to circumvent this shortcoming of MM qudits is based on probabilistic linear
optical Bell measurements, enabling an all-optical error correction step at every repeater
station [45-49]. Such probabilistic Bell measurements cannot exceed 50% for MM qubits
in the simplest setting without additional resources such as photonic ancilla states [62-64].
For a deterministic Bell measurement, nonlinear optics is required. Furthermore, prob-
abilistic unambiguous state discrimination measurement of the corresponding two-qudit
Bell states, making only use of linear optics and photon counting without ancilla photons,
is impossible for MM qudits with D > 2 [65,66|. Therefore, overall, the GKP concept and
the GKP-based QR protocols presented in this work represent a unique way to combine
an increased communication capacity based on photonic qudit encoding with an enhanced
loss (and error) robustness based on photonic qudit quantum error correction.

2.3 Noise model

GKP codes are designed to correct displacement errors. As we review next, this allows
us to model photon loss and imperfect GKP state preparation with incoherent Gaussian
displacement channels. For our error analyses, it will suffice to keep track of their variances.

2.3.1 Transmission loss and coupling inefficiencies

The bosonic pure-loss channel £(n) is commonly used to model fiber loss and coupling
inefficiencies in quantum communication protocols [67,68]. When L(n) is applied to a
GKP state, its quadratures are damped, which shrinks the GKP lattice. To rescale the
lattice, one has to amplify the signal. Depending on whether this amplification is carried
out optically before £(n), optically after £(n), or classically after the measurement of a
quadrature operator, the effective error channel on the GKP subspace is altered.

For the one-way protocols in Secs. 2.1.2 and 2.1.3, we consider the usage of an optical
amplification channel A(n~!). If A(n~!) is applied after L£(n), the result is a Gaussian
displacement channel with variance o2 = (1 — n)/n [54]. If A(n~!) is applied before
L(n), however, the variance is improved to 02 = 1 — 5, as this avoids amplifying noise
that occurs during transmission [57]. In our analyses of the one-way protocols, we will
therefore consider the latter strategy. Furthermore, we will assume a total transmittance
of Neot = Meexp (—Lo/Latt), where 7. denotes the efficiency for coupling into the fiber
(ne = 0.99 unless stated otherwise) and Laty = 22km is the attenuation length.

For the two-way teleportation-based protocol in Sec. 2.1.1, it is possible and beneficial
to replace A(\/ﬁfl) with a classical amplification of the measured signal. Effectively, this
turns the loss into a Gaussian error channel with variance o = 1/ V1ot — 1 [56], where
Niot = 773 exp (—Lo/Latt) takes into account that, in a two-way protocol, two signals are
coupled into the fiber.

2.3.2 Approximate GKP state generation

The second, important noise contribution arises during the preparation of GKP states. In
position basis, the state vector of an ideal square GKP qudit takes the form

1= Qg<j+m>>, (1)




where j € {0,..., D —1} labels a computational basis state. These ideal states are unphys-
ical as they are neither normalizable nor superpositions of finite-width peaks. To describe
normalizable, physical instances of GKP states and eventually also predict real-world ex-
perimental performances, we instead consider approximate GKP states for which multiple
realizations have been proposed that are essentially! equivalent [1,69,70]. Normalizability
can be restored using an overall slowly decaying Gaussian envelope and the delta peaks can
be approximated with (a still infinite number of) highly squeezed Gaussian peaks. This
results in approximate GKP states of the form

_ i o — /% | + DE))?
‘j>0<k%exp<—D(j+Dk)2>/_oodlep L \/;2(12 ) G=q), (2)

where A and & are squeezing parameters corresponding to the peaks’ width in position and
momentum representation, respectively. Alternatively, |j) can be interpreted as an ideal
GKP state |7) to which coherent Gaussian displacements have been applied, i.e.,

’3> x /]RQ dudv exp (—; (:2 + Zi) +1<_W\§[—qu>> 17)5 (3)

where the squeezing parameters v and ¢ are in one-to-one correspondence to A and k, see
Thrm. 1 in Ref. [70]. In this work, we only consider the symmetric case of v = §. As
a further simplification, we assume incoherent Gaussian displacements with variance O'SQq,
which can be understood as a twirling-approximation [22, App. A]. Numerical simulations
confirm that such an approximation does not overestimate the approximate GKP state’s

fidelity [71]. Following Refs. [22,69, 72|, we define the squeezing parameter (given in dB),

_ 0%
SQKP — —1010g10 O'T s (4)

vac

where o2,. = 1/2 denotes the quadrature variance of the vacuum state.

By means of a higher-level QECC, it is possible to concatenate multiple approximate
GKP qudits, each of which is modeled by an ideal GKP state followed by Gaussian squeez-
ing errors, into a single logical qudit. The corresponding unitary encoding circuit may
redistribute the error probabilities between the modes, which in principle leads to corre-
lated errors [52]. The resulting error probabilities have a complicated dependence on the
selected encoding circuit, thus, they cannot be easily captured in full generality in our
analytical model. Therefore, we leave such details for future work. For the purpose of the
present investigation, we are satisfied with a noise model, where unphysical, ideal GKP
states are first encoded using a higher-level QECC and, afterward, physicality is restored
by applying Gaussian squeezing channels i.i.d. to each qudit, as motivated above.

2.3.3 Converting Gaussian noise into Pauli errors

The purpose of the GKP error-correction step shown in Fig. 1 is to discretize the continuous
displacement errors that build up on the GKP qudits. In general, a single-qudit Pauli
error channel is completely described by its joint error probability distribution of X- and

!The state given in Eq. (2) is not symmetric under exchange of position and momentum. However, this
state can be squeezed by a factor of v/1 4+ k2AZ2 to obtain the parameterization given in Eq. (3).
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Z-errors [52]. We denote such a distribution by

P(X% 2% ... P(X°zPh
P(X,Z) = : - : : (5)
P(XP=1,7% ... P(XP-1 zP-1)

Let us calculate, for a square-lattice GKP qudit, the Pauli error channel that results from
a Gaussian noise channel with zero mean and a covariance matrix Ygq = oI (with respect
to ¢ and p). We find that X- and Z-errors are independent because the same is true for
the two Gaussian random variables describing ¢- and p-shifts. In other words, the matrix
Psq(X, Z) = Psq(X) @Psq(Z) factors into the outer product of the error probability vectors
that store the marginal distributions of X- and Z-errors. By symmetry of the square
lattice, we have Pyq(X) = Psq(Z). The probability to suffer k£ € {0, ..., D — 1} shifts can

be expressed as
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where erf(x) = % I exp(—q?)dq is the error function. For our purposes, it is sufficient to
keep only the three terms with |7] < 1.

3 Secret-key rates of quantum repeaters

The central figure of merit that we employ to compare the performance of different repeater
protocols is the secret-key rate (SKR) per channel use. More precisely, we use logy (D) —
H(P), which is a lower bound on the two-way capacity [37|, where H(P) denotes the
Shannon entropy of a Pauli error probability distribution P as in Eq. (5). Note that this
bound can be achieved by a qudit generalization (using D + 1 bases, assuming D to be
prime) of the six-state protocol [73] in the asymptotic limit, where almost every round the
same basis is used [74]. Moreover, if X- and Z-errors are independent, the same rate is
obtainable with a generalization of the BB84 protocol [75] (2 bases, arbitrary D).?

3.1 Repeater performance with GKP error correction only

For near-term applications, it is certainly more convenient to operate a quantum repeater
with bare GKP qudits and not with multiple GKP qudits in a QECC. To guide such
initial experiments, we begin our discussion with this important special case. For the two
protocols considered with bare GKP qudits, which are described in Secs. 2.1.1 and 2.1.2,
lower-level error correction is performed via a teleportation step on the logical level of
the GKP code, which leads to independent X- and Z-errors. As mentioned above, the
SKR per channel use is thus given by log,(D) — H(P) not only for the generalized six-
state protocol (D prime) but also for the generalized BB84 protocol (D arbitrary). The
precise value of H(P) has a complicated dependence on the repeater spacing Ly, on the
total repeater length L, on the squeezing parameter sgxp that characterizes approximate

2The secret-key fraction is given by I(A, B) — I(A, E) = log,(D) — H(go1) — I(A, E), where expressions
of the mutual information I(A, F) between Alice and Eve are provided in Egs. (5) and (7) of Ref. [74].
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Figure 2: Optimal dimension D of bare GKP qudits utilized in a quantum repeater line with coupling
efficiencies 1. = 99% and an intermediate repeater spacing of Ly = 500 m, where the (a) one-way or
(b) two-way teleportation protocol is used. For each choice of total repeater length L and squeezing
parameter sgkp, the qudit dimension is adjusted such that the SKR per channel use, log,(D) — H(P),
is optimized (inset lines). In the parameter regions of D = 1, it is not possible to generate secret keys.

GKP states, and on the qudit dimension D. However, we can numerically assess H(P),
see App. A. In Fig. 2, we show the optimal choice (color-coded) of qudit dimension D
for different values of L and sggp, where Ly = 500m is fixed. Using inset lines, we also
display the corresponding (maximal) value of the SKR per channel use. As expected, the
key rate vanishes if the GKP approximation is too bad (small sgkp) or too much loss
accumulates (large L). Since increasing the squeezing poses a core experimental challenge,
the smallest value of sqkp at which a nonzero SKR can be achieved is of particular interest.
Below sgxp = 10dB, neither protocol is suitable for generating secret keys. For both
protocols and for every fixed value of L, we observe that GKP qubits (D = 2) represent
the leading contender for near-term quantum repeaters based on the GKP code. To some
degree, this result is surprising because in the ideal case, the SKR per channel use is given
by log,(D), and increasing the qudit dimension would be beneficial. In the presence of
noise, however, higher-dimensional GKP qudits have the severe disadvantage of decreased
error correction capabilities: a D-dimensional GKP qudit can only correct displacement
errors that are smaller than /7/2D in magnitude. Only in the regime of very small
errors, i.e., where the qubit GKP protocol has almost reached its maximum performance
of logy(D) — H(P) = logy(2) — 0 = 1.0, it is beneficial to employ qutrits (D = 3) instead
of qubits. To see such benefits at all, we need at least sgxp 2 18dB. For repeater lines
of modest lengths of a few ten kilometers, however, larger squeezing levels of 20 dB-25dB
are required to compensate for additional loss. At some value of L, loss errors become so
severe that only an unrealistically disproportional improvement of sqxp could compensate
them. For the one-way protocol in Fig. 2 (a), qutrits cease to be the optimal option for
repeaters longer than a few hundred kilometers, whereas the two-way protocol in Fig. 2 (b)
can still benefit from qutrits even for repeaters exceeding L = 10,000 km. For the latter,
however, a squeezing level above 30 dB is required, which will only be available in the long
term (if at all). The reason for the better performance of the two-way protocol is the
lower required amplification factor \/ﬁ_l in the usage of the classical post-amplification,
as discussed in Sec. 2.3.1.

Finally note that, in our error analysis, we distinguish the cases of even and odd qudit
dimensions. Only if D is even, we can leverage a beneficial linear-optics protocol for
the generation of GKP Bell pairs, see App. A. For very short repeater chains, we indeed
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Figure 3: Lower bound on the SKR per logical channel use, log,(D) — H(P), as a function of the total
length L for a quantum repeater line with coupling efficiencies 1. = 99%, an intermediate repeater
spacing of Ly = 100 m, and squeezing levels of (a) sgkp = 20dB or (b) sgkp = 30dB. The highlighted
area shows the achievable SKR per physical channel use of a bare GKP repeater as in Fig. 2 (b).

observe that GKP qudits with D even outperform those with D odd. For larger values of
L, however, loss errors begin to dominate and parameter regions emerge where the optimal
SKR is obtained by odd-dimensional GKP qudits.

3.2 Repeater performance with both GKP and higher-level error correction

In comparison to the experimental challenge of creating high-quality GKP qudits in the
first place, concatenating multiple of them into a single logical qudit by means of a higher-
level QECC is relatively straightforward. In the following, we study the performance of
third-generation quantum repeaters that make use of [D, 1, %ﬂ p quantum polynomial
codes (D > 3 prime), as reviewed in a related context in App. A of Ref. [52]. The Pauli
weight of the stabilizer generators is immense for quantum polynomial codes, which renders
them unsuitable for applications in quantum computing. For quantum repeaters, on the
other hand, this is not an issue, as non-destructive measurements of stabilizer operators
are not required. Instead, destructively measuring all qudits individually is sufficient here.
This facilitates syndrome extraction and decoding in a purely classical manner. Since the

distance of a quantum polynomial code is given by d = %, any collection of errors that
affect no more than L%J = L%J qudits can be corrected. For error patterns that

affect more qudits than this, we assume (as a worst-case approximation) that a uniformly
random logical error occurs. This maximizes the Shannon entropy H(P) and lower bounds
the SKR, logy(D) — H(P), that would be achieved if a more sophisticated decoder for
correcting specific high-weight errors was used. Thus, it makes sense for us to limit the
discussion to prime qudit dimensions where D — 1 is a multiple of four. We defer our
derivation of H(P) for this suboptimal decoder to App. B.

In Fig. 3, we plot the (lower bound on the) SKR per logical channel use as a function of
L, where Ly = 100m is fixed. For each of the three repeater protocols introduced in Sec. 2.1,
we show the SKR for D =5 (green), D = 13 (red), D = 17 (black), and D = 29 (blue).
For any fixed value of D, we again (as in Fig. 2) observe that the two-way teleportation
protocol (dash-dotted curve) from Sec. 2.1.1 performs best. It is followed by the one-way
teleportation protocol (dashed curve) from Sec. 2.1.2. The least-efficient protocol is the
one-way half-teleportation protocol (solid curve) from Sec. 2.1.3. We attribute the poor
performance of the latter protocol to the fact that it employs only half as many (compared
to the other protocols) logical measurements, which facilitate the correction of errors.
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Recall from Sec. 3.1 that for bare GKP repeaters, the decreased error-correcting capa-
bilities render higher-dimensional qudits unfeasible for near-term applications. Since the
code distance d = % grows with D, one could expect that concatenating bare GKP
qudits with quantum polynomial codes would turn the tide. We see that this is not the
case: for an optimistic but conceivable value of sqgxp = 20dB, we see in Fig. 3 (a) that
only the smallest code with D = 5 achieves a nonzero SKR for repeater lengths L > 70 km.
To assess the performance of larger codes, we need to assume exorbitant squeezing levels,
e.g., sagkp = 30dB as in Fig. 3 (b). In this scenario, the [5,1,3]5-code operates near
its maximum performance of logy(5) ~ 2.3 for all considered values of L. Depending on
the distance L, the largest value of logy(D) — H(P) is obtained by a different code: until
L ~ 100km, the [29,1,15]29-code achieves a value beyond the optimal performance of
logy(17) ~ 4.1 of the [[17,1,9]17-code. The latter starts to lose performance after a few
thousand kilometers, where it falls behind the [13,1,7]13-code. For comparison, we also
show in Fig. 3 the performance of the two-way repeater protocol with bare GKP qudits
(shaded region), where we select the value of D that optimizes the SKR, as in Fig. 2 (b).
For sqkp = 20dB in Fig. 3 (a), bare GKP ququarts (D = 4) are optimal until L ~ 200 km.
For longer repeaters, too much loss accumulates, and lower-dimensional GKP codes with
higher error-correcting capabilities become beneficial: in a small range of L, bare qutrits
are the optimal choice, but already for L 2 300 km, qubits perform best. As before, this
advantage of even dimensions over odd ones is due to improved Bell state availability [20].
For sgkp = 30dB in Fig. 3 (b), losses are less of an issue and eight-dimensional GKP
qudits are optimal until L ~ 20km. For 30km < L < 200km, D = 6 is optimal. For
1000 km < L < 50,000km, a bare GKP repeater should operate with D = 4.

It is important to stress that, from a practical perspective and for the considered
parameters, it is not useful to employ higher-level QECCs if the application is quantum
key distribution (QKD). For example, if sgxp = 30dB and L = 1000km, the two-way
teleportation protocol with a logical [17,1,9]17-code achieves the largest rate of about
four secret bits per logical channel use. To accomplish this, however, seventeen GKP
qudits (entangled in a QECC), i.e., seventeen GKP-encoded and entangled optical modes,
need to be transmitted. With an even lower experimental effort, one could simply transmit
in parallel seventeen bare GKP ququarts, i.e., seventeen GKP-encoded but unentangled
optical modes, each of which establishes almost two secret bits. In other words, here the
best bare protocol is more efficient than the best higher-level encoded one by a factor of
about 8.5.

3.2.1 Optimal choice of the repeater spacing

In our discussion of Fig. 3, we have pointed out that no practical benefit is to be expected
when switching from bare GKP qudits to a higher-level QECC if the repeater spacing
is fixed to Ly = 100m. This raises the question of how the choice of Ly influences this
conclusion. Since implementation cost scales with the total number N = L /L of repeater
stations, here we focus on SKR/N as a figure of merit. In a commercial setting, SKR/N is
roughly proportional to the return on investment. In Fig. 4, we plot SKR/N as a function of
Ly for a quantum repeater line of fixed length L = 2000 km. The colors and line styles have
the same meaning as in Fig. 3. This time, we assume a more optimistic value of n. = 99.9%,
which benefits higher-level QECCs. Despite this optimistic assumption, we still find that
(for QKD) bare GKP qudits outperform those encoded into quantum polynomial codes.
For example, for sgxp = 20dB in Fig. 4 (a), the [5, 1, 3]5-code performs best among the
quantum polynomial codes and reaches the optimal value of SKR/N at a repeater spacing
of Ly =~ 0.55km. For this optimal repeater configuration, the [5, 1, 3]5-code can generate
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Figure 4: Lower bound on the SKR per logical channel use, log, (D) — H(P), normalized by the number
N of repeater segments (!N — 1 repeater stations) as a function of the repeater spacing L for a repeater
line of total length L = N Ly = 2000 km, coupling efficiencies 7. = 99.9%, and squeezing levels of (a)
SGKP = 20dB or (b) SGKP = 30dB.

approximately 1.8 secret bits by transmitting five GKP ququints (D = 5). In the same
setting, one can generate almost 5.0 secret bits by transmitting five bare GKP qubits
(not shown). The same behavior is observed for sgxp = 30dB in Fig. 4 (b), where the
[5,1,3]5-code now achieves approximately 2.0 secret bits per logical channel use at the
optimal operating point of Lg ~ 1.1km. In the same setting, transmitting five bare GKP
qutrits would generate more than 5.6 secret bits.

From Fig. 4, we can also infer the maximal repeater spacing at which the secret-key
rate drops to zero. For the considered parameters, the best higher-level encoded protocol,
i.e., the two-way protocol from Sec. 2.1.1 with the [5,1,3]5-code and sgxkp = 30dB,
is operational for all values of Ly < 1.5km, however, Ly =~ 1.1km is most effective.
For the one-way protocols from Secs. 2.1.2 and 2.1.3, the [5, 1, 3]|5-code already fails for
Lo ~ 0.7km. As expected, we find that better repeaters (larger sgkp, smaller D) allow
for a larger repeater spacing.

3.2.2 Identifying and overcoming noise bottlenecks

Before one takes a great effort of building a quantum repeater based on GKP qudits, it is
important to ensure that the experimental building blocks work sufficiently well. There are
multiple components for which improvements might be beneficial or even necessary. Thus,
it is important to identify and remove the noise bottleneck, which would otherwise diminish
the performance. We distinguish three error mechanisms: input noise, fiber channel losses,
and imperfect homodyne measurements. Since measurements work comparatively well and
we have already discussed the impact of fiber loss, here we focus on input noise that arises
from approximate GKP state preparation and coupling losses. As explained in Sec. 2.3,
both processes can be modeled by Gaussian noise. Errors propagate through the circuit
and eventually accumulate on individual measurement results in the repeater stations,
which for the two-way post-amplification protocol from Sec. 2.1.1 can be described by a
Gaussian channel with variance

— N

1 Lo )
ex . 7
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Indeed, there are three sources from which GKP state preparation errors can propagate to
the measurements, which leads to the first term in Eq. (7). The second term in Eq. (7) ac-
counts for coupling losses: since the variance (incorporating both coupling and fiber channel

2 _ 9. 2
Oy = 3asq +

15



N=]

-

=

S OO

Il
U= =N
w

4(
351 ¢ \\\\\S .
30— O \\0\(’ 3507
[eoy I} 0\\5&
= 63 =
25— (.00 2
9.‘ [9p]
<] 1.751
o)
0.1000
10 0.2000

L 00125
0, 4()(]() 0.00

2Lk ——")1

15— 0.0500

104 103 102 - 1073 102 10!
1—n o

(a) (b)

Figure 5: (a) Variance o2 of Gaussian noise effectively affecting a physical GKP qudit after it has been
coupled into fiber as a functlon of the squeezing level sgkp and coupling efﬁuency 7ne. (b) Lower bound
on the SKR per logical channel use, log,(D) — H(P), as a function of o2, for a quantum repeater line
with a total transmission distance of L = 5000 km and a repeater spacing of Ly = 500 m, where the
two-way protocol in combination with a [D, 1, %]}D quantum polynomial code is utilized.

losses) of a length-Lg link in the two-way protocol is given by (9cexp(—Lo/2Latt)) ! — 1,
the noise difference between a link with coupling errors and without is given by

((770 exp(_2£§%))71 - 1) - ((exp(_Qfgtt))il B 1) - 1 ;cnc P (222&) ‘ (8)

In Fig. 5 (a), we plot ai2n as a function of both sgkp and 7.. Recall that Us2q and
sgkp can be converted into each other via Eq. (4). Here, we assume a repeater spacing
of Ly = 500m, however, the situation remains almost unchanged if Ly takes any other
value between 1 m and 1km. The contour lines in Fig. 5 can be used to infer whether one
should work on improving sggp or 7.: since moving along a contour line does not improve
performance, a series of improvements should instead correspond to a path orthogonal
to the contour lines. For example for sggp = 6dB and 7. = 0.99, we have a ~ 0.4,
which can be reduced to o2, ~ 0.2 if the GKP approximation is improved to sqkp = 9dB;
increasing 7., on the other hand, would not help at all. Conversely, if coupling losses
dominate, e.g., sgxkp = 30dB and 7. = 0.92, the variance a ~ 0.1 can be reduced by a
factor of two if coupling efficiencies are improved to 7. = 0.97, increasing sqggp, however,
would show no significant effect here.

In Fig. 5 (b), we depict the influence of o2 on the SKR obtained with the two-way
protocol from Sec. 2.1.1 for an error-corrected quantum repeater line with L = 5000 km,
Ly = 500m, and a [D,1, %]] p-code. Here, each physical GKP qudit in every repeater
station is affected by a Gaussian channel with variance o2. Note that also the effect
of imperfect homodyne measurementb can be inferred from Fig. 5 (b) if a corresponding
variance term o2, is added to o2,. As before, we find that a larger value of D both allows
for a larger SKR per logical channel use in the low-noise regime and for a smaller noise
level to be tolerated before the SKR drops to zero. We also observe that the parameter
range of o2, where the SKR drops from its optimal value to zero is alarmingly small. This
effect is most pronounced for the [5,1, 3]5-code, which has almost optimal performance
until o2, 2 0.01 but already for o2 ~ 0.02 its SKR is equal to zero. This showcases that
moderate improvements can have a huge impact if they address a noise bottleneck.
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3.2.3 Leveraging lower-level syndrome information to improve higher-level error correction

So far, we have independently treated the error correction procedures of lower-level GKP
qudits and the higher-level QECC. More precisely, we assumed that, in the first step,
displacement errors on the physical GKP qudits are removed. This may or may not result
in a logical GKP qudit error. Then, in a second step, the higher-level [n, 1, d] p-code deals
with potential errors on the GKP qudits: the correction succeeds if the number of errors
with unknown locations is not larger than %. In this final subsection, we investigate the
more general case, where the location of some of the errors are known. The modified error
correction routine succeeds whenever ti + 2t, < d, where t, and t, denote the number
of errors with known and unknown locations, respectively. To obtain some information
about error location, one can exploit the continous, “analog” results of the homodyne
measurements in the repeater stations [21,23]. If a displacement error of the form exp(iep)
occurs, the homodyne measurement of § reveals the value of € modulo \/27/D, which we
call analog GKP syndrome. In particular, every displacement error with |e| < \/7/2D can
be corrected. The probability of successful error correction is large if € is small. When an
error of magnitude € ~ /7 /2D occurs, however, the situation is less clear. Borrowing ideas
from Ref. [76], we introduce a discarding parameter v € [0,1], and treat any instances of
€ which are closer than /7/2D(1 — 7) from the boundary of two bins as an erasure error
with a known location. In the case v = 1, we do not discard any qudits, which corresponds
to the strategy considered so far. The other extreme, v = 0, corresponds to the absurd
approach where all qudits are always discarded.

The advantage of this modification is that, for every qudit that is not discarded, the
probabilities for errors (with unknown locations) are improved from Eq. (6) to
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where the proportionality constant follows from Zsz_Ol PS(J ) (X% 6%) = 1. This improve-
ment comes at the expense that we have to introduce an erasure error with probability
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however, we can still exploit our knowledge about the location of this error.

Denote the probability that a single GKP qudit is free of errors by py = PS(J ) (X0, 0%).
Then, the condition tx 4+ 2¢, < d and basic combinatorics leads to the probability of a
failed error correction attempt

d_l tu max
n _ ’ n — tyx —t—ty
pfail(q/) =1- Z (tk>pf11;scard(1 _pdiscard)n e Z ( ¢ )pg bt (1 _pO)tua (11)
u

tk:() tu=0

where ty max = [(d — tx — 1)/2] is the maximal number of correctable errors with unknown
locations, assuming that ¢, erasures occurred, and n is the number of physical GKP qudits.

In Fig. 6, we show how the logical failure rate (red) depends on the discarding parameter
v for a [13,1, 7]-code. For each physical GKP qudit, we assume that all noise combined
(stemming, e.g., from GKP approximation, coupling, or transmission) corresponds to a
fairly small but finite variance ¢? = 0.01 of the overall Gaussian noise channel. For
~v = 1, i.e., without discarding (black), the failure rate has a remarkably low value of
Prail & 5 x 1071 which is due to the low level of noise and the high error-correcting
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Figure 6: Failure probability pr.; for decoding the result of a logical measurement for a [13, 1, 7];3-code
as a function of the discarding parameter . Each physical GKP qudit is subject to Gaussian noise with
variance o2 = 0.01.

distance of d = 7. We observe a local minimum at vy,pt ~ 0.82, where the failure rate is
improved by more than an order of magnitude to pil(Yopt) = 3 X 10712, 1f v is decreased
below 7opt, we begin to introduce more erasures than the QECC can deal with, and the
failure rate increases. On the other hand, if v is increased above ~opt, then the error rates

PS(J ) (X* o2) start to deteriorate. This causes an increasing amount of errors with unknown
locations and leads to the rise in pgyj. A curious effect in Fig. 6 is that the performance in
the seldom-discarding regime (v > 0.96) is worse than in the never-discarding case (y = 1).
We attribute this to the fact, that for 0.96 < v < 1.0, those cases dominate where only a
single erasure error is introduced, i.e., tx = 1 and the number of correctable errors with
unknown locations is decreased to tymax = 2. At the same time, the error probabilities

PS(CY ) (X, 0?) are only slightly improved because they continuously depend on «. Thus, the
performance is worse than for the naive approach with v =1, i.e., tx = 0 and ¢y max = 3.

4 Conclusion and outlook

In this paper, we have analyzed the performance of third-generation quantum repeaters
that operate with higher-dimensional GKP qudits. We have focused on the GKP square
lattice and also considered concatenations with quantum polynomial codes.

The missing component that is currently holding back an experimental realization
of such repeaters is efficient sources of high-quality GKP states. Once such sources are
available, however, there will be no need for quantum memories or classical two-way com-
munication. Therefore, the achievable repetition rates will only be limited by fast optical
elements for the local processing of GKP qudits.

Our initial motivation for the present investigation was that, at a first glance, GKP
qudits and quantum polynomial codes seem like a perfect match in the context of quan-
tum repeaters: GKP states can be encoded into photons, which is crucial for repeaters;
polynomial codes achieve the singleton bound at the expense of high-weight stabilizers,
which is a problem for quantum computation but not for quantum repeaters; polynomial
codes require higher-dimensional qudits, which the GKP encoding has to offer. However,
our study revealed that the decreased lower-level error-correcting capabilities of higher-
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dimensional GKP qudits severely limit their potential benefits. While this finding might
disappoint to a certain extent, it is somewhat good news for experimentalists. Indeed, the
most promising GKP repeater protocol identified in this work is also the one, which is the
easiest to implement.

Our recommendation for a first experimental target is a repeater protocol (Sec. 2.1.1)
that makes use of two-dimensional GKP qubits. Admittedly, these qubits will require chal-
lenging squeezing levels beyond 10 dB. However, the identified protocol has the advantage
of readily available syndrome measurements based on balanced beam splitters and homo-
dyne measurements alone. Furthermore, this protocol is compatible with rescaling the
GKP lattice in classical software, whereas other protocols would require optical amplifiers
to compensate for the loss.

We also found that, in the medium-to-long term, when squeezing levels above 20 dB will
be available, the error-correcting capabilities of bare GKP qutrits will suffice to outperform
GKP qubits for meaningful repeater lengths. Only in the very long term, if squeezing levels
around 30 dB can possibly be reached, we expect some benefit from concatenating multiple
GKP qudits using quantum polynomial codes, however, only for tasks like entanglement
distribution where utmost fidelities are important. For the application of quantum key
distribution, on the other hand, our analysis showed that it is typically more cost-effective
to operate bare GKP qudit repeaters instead. With regards to potential experimental
realizations, a useful feature of the case with bare GKP qudits is that the necessary GKP
two-qudit Bell pair for teleportation-based syndrome detection and error correction can
often be directly created by applying a balanced beam splitter upon two suitable, individual
single-mode GKP /grid states [19,20]. In case that the concatenation with the higher-level
code is employed, for potential, future high-fidelity quantum network applications, the
complete syndrome information of the QECC can still be obtained in one linear-optics step
with no need for any online squeezing operations and also with no need for separating the
physical GKP qudit from the higher-level code’s syndrome measurements and adding extra
GKP ancilla states for the higher-code detections. This only works, however, provided a
suitable logical, higher-level Bell pair is available [20].

In this paper, we have focused on the cases of single GKP qudits and multiple GKP
qudits that are concatenated by means of a higher-level qudit stabilizer code. This is,
however, not the only possibility that can be envisioned. An interesting open research
direction is to study the performance of multi-mode GKP codes that do not arise as a
concatenation of physical GKP states and a higher-level stabilizer code [20,77-80|. For
such an analysis, theoretical insights about multi-mode Gaussian channels might become
important [81]. Moreover, one could analyze how bosonic encodings other than GKP
perform in a quantum repeater setting, e.g., cat codes [82,83], spherical codes [84], etc. [85,
86].
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A Error analysis of bare GKP repeaters

We begin our error analysis by reviewing how Gaussian displacement errors of the form
exp(eg;) and exp(ep;), where € € R is the error magnitude, propagate across CSUM- and
CPuasE-gates. The CSUM-gate, exp (—idips) acts as C X120 = S5 |k)(k|; ® X5 on GKP
qudits, while the CPHASE-gate, exp (i§142), implements CZ; 5 = ZkD;Jl k) (k|, ® Z§ [1].
Hereby, X = ZkD:_Ol |k + 1 mod D)(k| and Z = EkD:_Ol(e%i/D)k|k><k| denote the unitary
generalizations of the qubit Pauli X- and Z-gates to the case of D-dimensional qudits. It
is well known that single-qudit Pauli errors are propagated across CX- and CZ-gates via

CZ12X1=X12,CZ 2,
CX1’2X1 =X1Xo CXLQ, (12)
and CXLQZQ = ZIZQ CXLQ,

see, e.g., Refs. [1,52]. The error propagation rules of Eq. (12) have their bosonic analogs:
applying the Baker-Campbell-Hausdorff formula yields

exp (i¢1G2) exp (ip1) = exp (i(p1 — §2)) exp (i¢1G2) ,
exp (—ig1p2) exp (ip1) = exp (i(p1 + P2)) exp (—ig1p2) » (13)
and exXp (—i(jlﬁg) exp (lqAQ) = exp (l(qu — le)) exp (—iquﬁQ) .

In the two repeater protocols from Sec. 2.1.1 and 2.1.2, every repeater station is re-
sponsible for performing a Bell measurement. This is achieved by a beam splitter, followed
by two homodyne measurements. For both of these homodyne measurements, the results
are post-processed (binned) into a measurement outcome of the GKP qudit. Errors on the
GKP qudit lead to errors on the measurement outcomes. The latter can be described by
a Pauli error channel Psq(X, 0?), as in Eq. (6), where the variance o2 comprises all Gaus-
sian noise contributions that have propagated to the measurement device. As discussed in
Sec. 2.3, we take the following error sources into account:

e Loss that arises when GKP qudits are coupled into an optical fiber. The resulting
coupling efficiency is denoted by 7.

e Loss that arises during transmission. If the traveling distance is Lg, the associated
transmittance is given by n = exp(—Lg/Latt), where L,y is the attenuation distance.

e Unavoidable approximation errors of square GKP qudits. These are modeled by a

Gaussian channel of variance o2, .

Since beam splitters and homodyne measurements only require passive linear optical ele-
ments, we assume they work perfectly. Similarly, we ignore errors stemming from Gaussian
elements, i.e., from CSUM- and CPHASE-gates.

For the two-way teleportation protocol from Sec. 2.1.1, transmission and coupling losses
lead to a Gaussian error channel with variance ﬁ —1, see Sec. 2.3.1. Furthermore, there
are three GKP state preparations in the causal light cone of any given measurement. All
in all, this amounts to a final variance of a%_way = 3052q + ﬁ -1

For the one-way teleportation protocol from Sec. 2.1.2, the only difference is that the
Gaussian error channel arising from losses now has a variance of 1 — n.n, see Sec. 2.3.1.
Therefore, the final variance is given by a%_way = 3052q + 1 —nen.

If D is even, it is possible to directly generate a two-qudit GKP Bell pair by applying a

balanced beam splitter to two grid states [19,20]. Unlike general Gaussian transformations,
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this linear optical transformation does not amplify the noise. In consequence, the above
variances are improved to J%_Way = 2052q + ﬁ —1 and O’%_way = 205201 + 1 —nen.

On the physical level, every Bell measurement is comprised of two homodyne measure-
ments. Errors on the measurement of one quadrature effectively propagate into X-errors
on Bob’s qudits, while those of the other quadrature lead to Z-errors. By symmetry,
the final probability distributions for X- and Z-errors coincide, and it suffices to com-
pute it in one case. Ignoring finite size effects® and potential correlations between the
error probabilities of different repeater stations, we estimate the final X-error distribution
Pan(X) = PiN(X,0?) on Bob’s qudit as the N-fold discrete convolution of Pyy(X,0?),
where N denotes the number of repeater stations. We expect that this estimate captures
the general behavior of the performance of GKP qudit repeaters. In principle, comput-
ing this convolution can be sped up by diagonalizing the corresponding error-probability
matrix [52]. For our purposes, however, a direct implementation is sufficient. Then, we
compute the outer product Pun(X,Z) = Pgn(X) @ Pan(Z). The secret-key rate of the
repeater line, finally, is given by logy(D) — H(Pan(X, Z)) = logy(D) — 2H (P (X)).

B Error analysis of GKP repeaters with higher-level codes

In this appendix, we lift our error analysis from App. A to the logical level. First, we
discuss in App. B.1 the two repeater protocols from Sec. 2.1.1 and 2.1.2. In App. B.2, we
discuss the optimal placement of the lower-level GKP measurements for the third protocol
from Sec. 2.1.3 and analyze its performance.

B.1 Logical performance of GKP qudits concatenated with quantum polynomial codes

In App. A, we showed that the error probability distribution for measurements in repeater
stations is given by Pyq(X,0?), where 03 . = 305201—}—%17\/5 —1land 07 ,, = 302,+1—ncn for
the two-way and one-way teleportation protocol, respectively. When the protocol is lifted
to its logical version, we still find the same error distribution for each of the measurements
of the physical GKP qudits (of which there are D). This is because CZ = (CZ1)®P is
semitransversal for the quantum polynomial code with parameters [D, 1, %]] D [33].
Here, we consider a simple decoder that only corrects errors occurring on a number of
qudits not more than half the distance d = %. Thus, the probability that a correctable

error pattern occurs at a repeater station is given by

d—1

v :i@p’”(l— % (14
cor k 0 bo)

k=0

where pg = Piq(X?,02), as in Eq. (6). If the decoding attempt fails, we replace the
measured state with the maximally mixed state (as a worst-case approximation). In other
words: with probability 1 — pcor, we insert a logical error, uniformly at random from the
set {1,..., D —1}. Therefore, the error probability distribution on measurement outcomes
in any repeater station is given by

Prpl(X%) = {70 HE=0 (15)
ﬁ(l — Peor)  Otherwise.

3In principle, the measurements near the ends of the repeater line have smaller error probabilities.
Ignoring this slightly underestimates performance, however, the difference is vanishingly small for a large
number of repeater stations.
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If the probability of errors is so large that peor < ﬁ(l — Peor ), we replace Eq. (15) by the

uniform distribution. Again, ignoring correlations between error distributions on different

repeater stations, we estimate the final error distribution of the encoded repeater line as

Pin(X, Z) = Py (X) @ Piy (Z).

B.2 Error analysis of the half-teleportation protocol for various placements of GKP
syndrome measurements

In this appendix, we discuss how introducing additional ancilla-based measurements of
lower-level GKP stabilizers can improve the performance of the one-way half-teleportation
protocol with optical pre-amplification from Sec. 2.1.3. Such measurements are pictured
in Fig. 1 (c) of the main text. As discussed in Sec. 2.3.1, every transmission from one
repeater station to the next is associated with a Gaussian error channel with variance
o = 1—mnen, where n = exp(—Lo/Latt). In every repeater station, all incoming GKP
qudits are measured in the p-quadrature. Before this, however, each GKP qudit is coupled
via a physical CPHASE!-gate to a qudit in the next logical block. Since the CPHASE!-gate
spreads p-errors into g-errors, but g-errors are not propagated to the next mode, every
error source only has a limited range. A p-error that arises during one transmission, does
not directly affect p-measurements on the qudit it occurred to, however, it propagates into
a g-error on the subsequent GKP qudit, which alters the p-measurement outcome of that
qudit. Furthermore, a p-error during GKP state preparation backpropagates through the
CPHAsE-gate and causes a g-error on the readout of the preceding GKP qudit.

In the plain version (without lower-level GKP stabilizer measurements), errors on phys-
ical readouts (in the repeater stations) follow an error distribution Py (Z, 207 + 302,),
where the variance takes noise from two transmissions and three GKP state preparations
into account. By introducing a lower-level GKP stabilizer measurement in every repeater
station, we can correct displacement errors after a single transmission. In this way, we effec-
tively avoid combining the two transmission loss channels. Instead, all Gaussian errors in
one quadrature are replaced by the discrete Pauli error channel from Eq. (6). Such discrete
qudit Pauli errors will propagate to the measurements in the usual way [52]. Depending
on where in the repeater station we place the ancilla-based GKP stabilizer measurement,
the final error distribution will vary. We discuss four options:

(i) No additional GKP stabilizer measurements are performed, see Fig. 7 for the error
analysis.

(ii) After every C'Z-gate, the (physical) target qudit is subjected to a GKP stabilizer
measurement of Sy = exp(—iv27wDp). This is achieved by preparing an ancillary
GKP qudit in state |0), applying a CSUM-gate from the ancilla to the repeater qudit,
and a p-measurement of the ancilla GKP qudit, see Fig. 8 for the error analysis.

(iii) Before every C'Z-gate, the control qudit is subjected to a GKP stabilizer measure-
ment of Sy = exp(iv27wDg§). This is achieved by preparing a GKP ancilla in state
|+), applying a CSUM-gate from the repeater qudit to the ancilla, followed by a
g-measurement of the ancilla, see Fig. 9 for the error analysis.

(iv) We alternate between options (ii) and (iii), see Fig. 10 for the error analysis.

In option (i), the error analysis from App. B.1 with 0% = 202 _ + 30§q applies, see Fig. 7.
Both in option (ii) and (iii), which we refer to as symmetric placements of the GKP
stabilizer measurements, it turns out that every p-measurement is subject to two discrete
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Figure 7: Propagation of Gaussian errors for the half-teleportation protocol without additional GKP

stabilizer measurements. Because of periodic boundary conditions, we have o7, , = 05,;, = 02, and
U?n,q = Jgut’q = 2052q + 1 — 1. Therefore, the variance of g-errors reaching the p-measurements is given

bya§q+0-2 +1—77:3Js2q+2(1—77).
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Figure 8: Propagation of Gaussian errors for the half-teleportation protocol with additional GKP

stabilizer measurements after every C'Z-gate. Because of periodic boundary conditions, we have

2 _ 2 _ 9.2 2 _ 2 _ 2 ; :
Tinp = Oourp = 205 and o . = 054, = 04 Therefore, the variance of g-errors reaching the

p-measurements is given by o2, + o, +1—1n = 202, +1— 7. In addition to these continuous dis-

placement errors, a discrete Pauli error channel Pyq(Z, UéKP) leads to lower-level logical errors on every

X-measurement, where 02,p = 2052q + aigmp +1—-n= 4o§q + 1 — 7 is the variance of g-errors reaching

the lower-level GKP stabilizer measurement.

Pauli error channels as in Eq. (6), one having variance 2082q + o, and the other one
405201 + 012055. Thus, the error analysis from App. B.1 applies after we insert

D-1
ngm = Z Psq(Xka 2U§q + 0'12053)PSQ(XPDJ€7 2052(1 + 012055) (16)
k=0

into Eq. (14). Finally, in option (iv) both GKP stabilizer and logical measurements are
subject to Gaussian errors with variance 3052q + UIQOSS. This time, we thus have to insert

D—-1
pglt — Z Psq(Xka 30§q + UIQOSS)PSq(XD_k7 30‘301 + 012055) (17)
k=0

into Eq. (14).

In Fig. 11, we show how the placement of GKP stabilizer measurements influences the
performance of the half-teleportation protocol, using the exact same setting as in Fig. 4 of
the main text. Overall, the situation is very similar to that in Fig. 4: for sgxp = 20dB in
Fig. 11 (a), only the [5, 1, 3] p-code (green) offers a nonzero SKR, whereas for sqxkp = 20 dB
in Fig. 11 (b) also the [13,1,7]p-code (red) and the [17,1,9]p-code (black) have the
potential to distribute secret keys. We see in Fig. 11 that an alternating placement of
GKP stabilizer measurements (solid curves) leads to the highest values of SKR/N. For both
option (ii) and (iii), the symmetric placements (dotted curves) are governed by Eq. (16),
and therefore lead to the same performance. We see that not performing any additional
GKP stabilizer measurements (dash-dotted curve) leads to the lowest performance, which
is easily explained by the large variance 2012053 + 30301. The other options break the term
201205S and, therefore, perform better. For the symmetric placement, the bottleneck is
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Figure 9: Propagation of Gaussian errors for the half-teleportation protocol with additional GKP
stabilizer measurements before every CZ-gate. Because of periodic boundary conditions, we have
Ohp = Ocup = 0o and of . = 00,1, = 202,. Therefore, the variance of g-errors reaching the
p-measurements is given by 202 + 02, , + 1 —1n = 402, + 1 — 7. In addition to these continuous dis-
placement errors, a discrete Pauli error channel Py (Z, 0&yp) leads to lower-level logical errors on every
X-measurement, where oyp = 02, + 0, , +1—1 =202 + 1 — 1 is the variance of p-errors reaching
the lower-level GKP stabilizer measurement. Originally, the lower-level GKP stabilizer measurement
results in a discrete Pauli error channel Psq(X, O'éKP), which is then propagated to a Pauli error channel

Psq(Z, 0%kp) in the next segment due to the C'Z-gate.
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Figure 10: Propagation of Gaussian errors for the half-teleportation protocol with additional GKP
stabilizer measurements at alternating placements. Because of periodic boundary conditions, we have
Ohp = Ocup = 0o and of = 02y, = 202 Therefore, it turns out that the variance of g-errors
reaching all p-measurements is given by o2 + o7, +1 —1n = 302, + 1 — 7. In addition to these
continuous displacement errors, a discrete Pauli error channel Psq(Z, U%KP) leads to lower-level logical
errors on every X-measurement, where o¢yp = 202, + oy, , + 1 — 1 = 302, + 1 — 1 is the variance of
errors reaching and altering lower-level GKP stabilizer measurements.

posed by the term 40’8201 in Eq. (16), which is worse than 3052q in Eq. (17) for the alternating
placement. This explains why the latter performs best. For a large squeezing value of
sgkp = 30dB, the difference between 30§q and 4a§q is negligible, which causes a nearly
perfect overlapping of the dotted and solid curves in Fig. 11 (b).

Since the alternating placement of GKP stabilizer measurements has the best perfor-
mance, we have assumed this option for the one-way half-teleportation protocol throughout
the main text of this paper.

C Author contributions

DM initiated the project as a whole and exploring the idea of concatenating GKP qudits
with polynomial codes. FS designed the repeater protocols, derived the analytical model,
performed the numerics, and created the figures. FS and DM designed the study, inter-
preted the results, and wrote the manuscript. PvL supported research and development
and helped preparing the manuscript.

24



0.00020 0.0006

—_— D=17
0.0005 — b=13
0.00015 — D=5
0.0004 .
P - alternating
< ~ placement
E 0.00010 Qé 000031 A AN N L symmetric
n n placement
0.0002 A no additional
0.00005 A =+ GKP stabilizer
UUOO l ‘ '\ measurements
. . I
0.00000 - 0.0000 | -
0.00 0.05 0.10 0.15 0.20 0.25 0.30 0.35 0.40 0.0 0.1 02 03 04 05 06 0.7 0.8
Ly [km] Ly [km]
(a) (b)

Figure 11: Lower bound on the SKR per logical channel use, log,(D) — H(P), normalized by the
number N of repeater stations for the one-way half-teleportation protocol and various placements of
lower-lever GKP stabilizer measurements. We plot SKR/N as a function of the repeater spacing Lg for
a repeater line of total length L = N Ly = 2000 km, coupling efficiencies 1. = 99.9%, and squeezing
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