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This work investigates nanosecond superparamagnetic switching in 50-nm-diameter in-plane magne-
tized magnetic tunnel junctions (MTJs). Due to the small in-plane uniaxial anisotropy, dwell times below
10 ns and autocorrelation times down to 5 ns are measured for circular superparamagnetic tunnel junc-
tions (SMTJs). SMTJs exhibit probabilistic switching of the magnetic free layer, which can be used for the
generation of true random numbers. The quality of the random bit streams generated by our SMT1J is eval-
uated with a statistical test suite (NIST STS, sp 800-22) and shows true randomness after three exclusive
OR (XOR) operations of four random SMTJ bit streams. A low-footprint CMOS circuit is proposed for fast
and energy-efficient random-number generation. We demonstrate that the probability of a 1 or 0 can be
tuned by spin-transfer torque (STT), while the average bit-generation rate is mainly affected by the current
density via Joule heating. Although both effects are always present in MTJs, most often Joule heating is
neglected. However, with a resistance-area (RA) product of 15 wm? and current densities of the order of
1 MA/cm?, an increasing temperature at the tunneling site results in a significant increase in the switching
rate. As Joule heating and STT scale differently with current density, the device design can be optimized

based on our findings.

DOL: 10.1103/PhysRevApplied.20.024002

I. INTRODUCTION

A superparamagnetic tunnel junction (SMTJ), acting as
a random stochastic noise source, is the counterpart to
nonvolatile random access memory (MRAM) [1], where
high temporal stability (switching energy barrier Ep >
40 kpT) of the state is required to store the information
of a bit. The volatile behavior of the superparamagnetic
junction originates from the ambient thermal energy act-
ing on the magnetization of the free layer. This thermal
energy is high enough to overcome the low energy bar-
rier of a few kpT, resulting in a superparamagnetic state
with fluctuation times of milliseconds down to nanosec-
onds at room temperature. The time spent in each state,
called the dwell time, can be controlled by an applied
external magnetic field, by spin-transfer-torque, or by spin-
orbit torque [2]. Due to the inherent probabilistic nature
of SMTIJs and their state controllability and energy effi-
ciency, SMTJs have been proposed for various computa-
tional concepts [3], such as invertible logic [4], Boltzmann
machines [5], reservoir computing [6], spiking neural net-
works [7,8], or stochastic computing [9]. These concepts
can provide advantages over pure digital complementary
metal-oxide-semiconductor (CMOS) based computational
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logic, since the fundamental building block is a stochas-
tic bit. Despite the tremendous development of conven-
tional CMOS-based deterministic computers over recent
decades, there are still classes of problems that cannot
be addressed efficiently, due to the deterministic nature
of von Neumann computers. Many numerical-computation
techniques are based on the Markov chain Monte Carlo
(MCMC) methods [10] and require many random num-
bers. Since SMT]Js are inherently probabilistic, as opposed
to deterministic CMOS circuits, they can provide ran-
dom signals with low power and a low areal footprint,
which can be transformed to random bit streams using
a few CMOS transistors. MTJs are already CMOS com-
patible on scale for different applications such as MRAM
[1]. Through the combination of CMOS logic and a set
of probabilistic SMTJs (called p-bits [4]), it has been
shown that computationally hard problems such as the
“traveling-salesman problem” can be solved efficiently
[11]. The performance of such a “p-computer” will then
be a consequence of the p-bit hardware density and the
average fluctuation rate, described by the Néel-Arrhenius
law. Fast fluctuations and dwell times in the nanosecond
range are desired. For in-plane easy-axis MTJs (ip MTJs),
dwell times of the order of milliseconds [12], microsec-
onds [13—15], and down to nanoseconds [16,17] have been
reported. Compared to out-of-plane MTJs (oop MTJs), ip
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MT]Is often exhibit shorter dwell times, due to a different
contribution of in-plane and out-of-plane anisotropy ener-
gies [18]. Out-of-plane MTIJs often comprise larger time
scales of milliseconds [19,20] to microseconds [21-23]
and for this reason, we have decided to design our MTJ
stack with in-plane ferromagnetic layers. We demonstrate
that two phenomena occur when a current is applied to an
MTIJ nanopillar: spin-transfer torque (STT) and Joule heat-
ing. STT refers to the transfer of angular momentum from
the flowing electrons to the magnetic moments in the fer-
romagnetic layer. Joule heating, on the other hand, refers
to the generation of heat induced by the flow of charge cur-
rent through the device. Both effects are always present in
an MTJ and have to be considered to understand the depen-
dence of the fluctuation times and the current density. So
far, Joule heating and STT have been studied together on
superparamagnetic nanoislands with spin-polarized scan-
ning tunneling microscopy [24] but Joule heating has
mostly been ignored or neglected for SMTJs, where only
STT effects have been considered.

In this work, we separate and extract the contributions
of STT and Joule heating for different current densities
to understand the mechanism of the superparamagnetic
switching dependence. We show that STT affects the state
energy linearly with applied current, while Joule heating
has a quadratic dependence on the current. Due to the low
energy barrier between the two states, Joule heating results
in an overall faster switching, while STT tunes the state
probability differently. In the case of a random-number
generator, it is important to control the state probability
to a desired value. An implementation idea based on logic
exclusive OR (XOR) gates is proposed in order to generate
a stream of true random bits. The quality of the random-
ness is quantified by the Statistical Test Suite from NIST
[25]. We show that true randomness, with a bit-generation
rate of 200 Mbit/s, is achieved by using four SMTJs and
a combination of three XOR gates. It is also demonstrated
that for the generation of multiple independent true random
bit streams, two XOR gates and two SMTJs are sufficient.
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This circuit design saves energy and space and therefore
has the potential for applications where many random bits
are required.

II. METHODS
A. MTJ sample preparation

TMR stacks were deposited at room temperature on
oxidized Si substrates using rf- and dc-magnetron sput-
tering (Singulus Rotaris) with the composition Ta(10
nm)/Ru(10 nm)/Ta(10 nm)/(Pt-Mn)(20 nm)/(Co-Fe)(2.2
nm)/ Ru(0.8 nm)/(Co-Fe-B)(2.4 nm)/MgO(1.1 nm)/(Co-
Fe-B)(3.0 nm)/Ta(10 nm)/Ru(20 nm) and is based on an
optimized stack, developed earlier [26]. The stack is illus-
trated in Fig. 1(a), where the function of each layer is
specified. The tunnel magnetoresistance (TMR) ratio of a
continuous film of our stack is found to be approximately
150% and for patterned nanopillars it is in the range of
100-150%.

The state of the MTJ (parallel or antiparallel) is deter-
mined by the magnetization orientation of the free layer
with respect to the reference layer. The Co-Fe-B reference
layer together with a Co-Fe pinned layer forms a synthetic
antiferromagnet (SAF), in order to compensate stray fields
at the free-layer site. In addition, the pinned Co-Fe layer is
exchange biased [27] by a Pt-Mn antiferromagnet (AFM).
Even though a SAF is integrated into the stack, the stray
field at the free-layer position will never be compensated
exactly to zero [28]. For this reason, an in-plane easy-axis
field of a few millitesla is typically applied in order to com-
pensate for this “offset” and to set the SMTJ into equal
state probability. This offset is approximately 1.1 mT in
Fig. 1(b) but can vary from device to device due to vari-
ations in the sample fabrication process. In general, in the
case of a stochastic MTJ, an in-plane offset field is selected
to achieve an equal occupancy of both the parallel (P) and
antiparallel (AP) states, aiming for an approximately 50%
state probability. As shown in Fig. 1(b), the state probabil-
ity can be tuned by the applied in-plane easy-axis field. A
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(a) A TMR stack with an RA product of 158 um? and a TMR ratio of 150%, used for SMTJs. (b) The MTJ resistance versus

the external applied easy-axis field of a SMTJ, plotted for 20 repetitions. The red line indicates the sigmoidal relation of the resistance
and the magnetic field. Negative fields stabilize the parallel state, while positive fields stabilize the antiparallel state.
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change in the field strength results in a shift of the energy
levels, thus stabilizing either the P or the AP state. The rel-
ative increase in resistance from the P to the AP state is
defined as the TMR ratio: TMR = Rap/Rp — 1. To obtain
a high TMR ratio, annealing was carried out in a 300-mT
in-plane field at 300 °C for 1 h. The current in-plane tun-
neling (CIPT) measurements [29] of our unpatterned stack
exhibit a resistance-area (RA) product of 15+ 2 © um?
and a TMR ratio of 150 & 3%. The MTJ nanopillars are
patterned using 30-kV electron-beam lithography, to define
a circular etch mask. Argon-ion etching under 55° and 20°
is used to structure the MT]J pillar. As a passivation layer,
SiN, was chosen for its hardness and good insulating prop-
erties. It was sputtered under a 50:50 mixed argon-nitrogen
atmosphere at 5 Pa. Above the MTJ nanopillar, a 60-nm-
thick gold pad was sputtered as a top-electrode lead in
order to be able to bond it to a measurement sample holder.
By using the top electrode and the conducting seed layer
as a bottom electrode, a voltage was applied across the
junction and the switching behavior was studied.

B. Setup and measurement

Electrical measurements were carried out at room tem-
perature with an MTJ in series with a shunt resistor R;. The
amplified signal of the SMTJ fluctuation was measured
with a 3.5-GHz-bandwidth digital oscilloscope (Tektronix
DPO7543, 40 Gs/s). A 50-2 low-noise amplifier (ZFL-
1000LN+, mini-circuits) with a gain of 20 dB was used
to amplify the signal. To ensure that the time-series mea-
surement has a high time resolution and is not limited by
the RC time constant of the setup, the parasitic capacitance
and resistances of the setup have to be small. The 50-2
input impedance of the amplifier results in a small signal
voltage drop of the order of 1 mV at the amplifier. Since
the MTJ resistor (5—10 k€2) is in parallel with the 50-Q
input impedance of the amplifier, the equivalent resistance
is approximately also 50 @ (neglecting the impedance of
C; for high frequencies). Forming a voltage divider with
R, leads to a small ac voltage under stochastic fluctuation
of Ryry [see Eq. (VI) in Appendix A 1]. In addition, a low

resistance lowers the RC time constant of the setup, thus
leading to a high time resolution of approximately 1 ns
(R~ 50 Q and C =~ 20 pF). Therefore, the time series of
the fluctuating voltage signal are typically recorded with a
sampling rate of 1 GS/s for a few milliseconds. The mea-
surement setup is illustrated in Fig. 2(a) and the recorded
nanosecond time series is plotted in Fig. 2(b).

I1II. DWELL TIMES AND AUTOCORRELATION
TIMES

A high random bit-generation rate is primarily lim-
ited by the average fluctuation rate or dwell time.
The dwell time in the macrospin approximation for
Ey/kpT > 1 follows the Néel-Arrhenius law [30]: tpap =
19 exp (Ep/kgT), where Ej, is the energy barrier between
the states, T is the temperature, and 7 is the attempt time.
The assumption of the Néel-Arrhenius model is switch-
ing between two distinct energy minima, i.e., two distinct
resistance states. For very low energy barriers with respect
to the thermal energy, a Fokker-Planck—based uniaxial low
barrier solution as formulated by Brown will be needed
[31]. As we can be close to that regime, our extracted
barriers should be considered as the effective barriers for
a Néel-Arrhenius—model description. In order to generate
true random bits, the prerequisite is the independence of
each generated bit with respect to the previously generated
bit. An important metric for this is the autocorrelation time
T,c of the SMTJ signal, which can be interpreted as the
time scale for randomness and describes for which time
interval the signal is still correlated to its past. As shown
theoretically [32], MTJs with in-plane magnetic anisotropy
exhibit shorter autocorrelation times than MTJs with out-
of-plane anisotropy due to the difference in precessionlike
fluctuations, attributed to the large demagnetization field
for ip MTlJs. In the macrospin approximation with a single
normalized magnetization vector m = M /M; fluctuating
randomly on a Bloch sphere, the anisotropy energies will
restrict the fluctuation to a specific region in the sphere.
The demagnetization energy constrains the fluctuation to
the equator of the Bloch sphere and the uniaxial anisotropy
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(a) The circuit diagram of the measurement setup. (b) An example of the nanosecond stochastic switching of the amplified

SMT] signal. (c) The probability distribution (kernel-density estimate) of the SMTJ signal for 10° data points.
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to regions near the easy-axis directions. In order to measure
these superparamagnetic fluctuations, a circular nanopillar
MTJ with 50 nm in diameter was patterned by electron-
beam lithography and structured with argon-ion etching.
Next, a small in-plane offset field of a few millitesla was
applied to tune the stochastic MTJ to a 50:50 state prob-
ability. With the measurement setup shown in Fig. 2(a),
stochastic fluctuations have been acquired, where the dc
component of the signal is filtered out by the capacitance
in the circuit. The time between two consecutive switch-
ing events is defined as the dwell time and is measured
for the parallel as well as the antiparallel state. The dwell
times can be determined in two ways. First, a time series
measurement of 0.5 s (sampling rate of 1 GS/s) is bina-
rized, by using the median as a reference threshold, and
then the series is divided into an array of AP (= 1) and
P (= 0) dwell-time intervals. The mean of all AP and P
time intervals then corresponds to the average dwell time
for the AP and P states. The average dwell time 7 is calcu-
lated by /TpTap, as suggested in the literature [17]. For the
average dwell time, we find T = 7.3 £ 0.2 ns. Second, the
switching mechanism can be described by a Poisson pro-
cess, where the probability for a switching event follows
the Poisson distribution, similarly to what happens in a
radioactive decay, where the decay probability is described
by a Poisson process. By fitting the number of switching
events for the AP and P states with N = Ny exp(—#/7(y ap))>
the average dwell times 7p, Top can be extracted in a more
robust manner, as shown in Fig. 3. All of the calculated
(average) dwell times in this work are determined by the
second method, through fitting a Poisson distribution to
the dwell times. Figure 3 indicates that the distribution
of dwell times is in agreement with the theory, as shown
by a linear decrease in the logarithmic plot. The aver-
age dwell time is found to be t = 6.7 £0.1 ns, which
is orders of magnitude shorter than most measured dwell
times of oop-SMTJs or ip-SMTlJs. We further determine
the autocorrelation time of the binarized signal, which is
the limiting factor for the generation of random numbers.
The autocorrelation function (ACF) is calculated by the
following equation:

>N s — Sillsir — 5]

Z?Ll(si — 5

where s is the binarized signal, s; the mean of the signal,
and ¢ is the time lag of the time series of length N. The ACF
is plotted in Fig. 4(a) and shows an exponential decrease.
After the autocorrelation time t,, the signal is uncorrelated
with any signal of its past. It is defined as the maximum
time by which the integral of the ACF reaches 99%. This
results in an autocorrelation time of 1, = 5.1 = 0.3 ns.
Next, we consider the rise time of the signal, which was
determined by averaging 100 rising edges in a time series
(sampling rate 2.5 GHz). Typically, the definition of the
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FIG. 3. A histogram of the dwell times for a 1-ms time series

for the P and AP states. The bins can be interpreted as a
waiting-time interval in a Poisson process, for which exactly one
switching event will occur in this interval. From a fit (red line),
the average dwell times tp and tap are determined, according to
a Poisson process.

rise time Tjs 1S @ 10%—90% change of amplitude on the
rising edge of a signal. However, this stochastic telegraph
noise has a noise contribution, coming from the setup, as
well as a small stochastic variation in the signal for both the
P and AP states due to the thermal excitation of the magne-
tization vector. For this reason, we define the rise time as
the time between the midrange point minus one standard
deviation to the midrange point plus one standard devia-
tion: Tyise = fmid+o — fmid—o- Lhe midrange point is defined
as 1/2(max(s) + min(s)). Of 100 rising edges, the average
rise time is determined to be e = 1.5 &= 0.6 ns, as shown
in Fig. 4(b). The RC time constant has to be shorter than
the rise time and is approximately of the order of 1 ns for
R ~ 502 and C = 20 pF. The rising edge (or falling edge)
does not indicate an exponential increase (decrease), sug-
gesting that the time resolution of our setup is sufficiently
high to acquire the actual signal and that it is not affected
by parasitic capacitances in the circuit, which would result
in an exponential charge (discharge) characteristics of the
signal. For this reason, we only show the shortest measured
rise times.
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FIG. 4. (a) The autocorrelation function (ACF), plotted for an

SMT]J time-series measurement. 7, is defined as the 99% integral
under the ACF curve. (b) A detailed view of the rising and falling
edges of the time series. The three red dashed lines show three
rising edges, which are approximately linear and of the order of
2 ns.
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IV. TRUE-RANDOM-NUMBER GENERATION

Due to the intrinsic stochastic nature of SMTIJs, the
potential application as an energy-efficient true-random-
number generator is of interest and has been proposed
and studied by various groups [34-38]. To evaluate the
quality of randomness of our stochastic MTJ signal and
to clarify the use for potential cryptographic applications
as a true-random-number generator, the National Institute
of Standards and Technology Statistical Test Suite (NIST
STS) [25] was applied to the binarized MTJ signal. The
amplified analog output signal was acquired by an oscillo-
scope and was converted into a Bernoulli sequence of Os
and 1s by comparing the output signal with the median of
the acquired time series. This ensures an equal probability
of 0 and 1 of this Bernoulli sequence and is a prerequi-
site for a random bit stream. The random bit stream can
then be interpreted as the result of flipping an unbiased
coin (head 0, tail 1) with a probability of 50% yielding
to a head or a tail, where for true randomness the flips are
independent of each other, such that any past result of a
coin flip does not affect any future results. The NIST STS
provides 15 different tests (188 tests including all subtests)
and requires a minimum bit-stream length of the order
of 10°. There is a considerable amount of work that has
been published recently regarding the quality of random-
number generation by SMTJs [14,16,22,34]. It has been
shown that cryptographic quality randomness, by passing
all NIST STS tests, is not reached by a single SMTJ bit

TABLE L.

stream but, rather, by combining multiple bit streams with
XOR gates (also called “XOR whitening”). This is a common
method to improve the quality of randomness and is easy to
implement by using standard CMOS-based XOR gates. To
further improve the quality of the randomness, nested XOR
operations can be applied to multiple bit streams. In an
XOR? operation, two rounds of XOR operations are applied
to four input bit streams [see blue rectangle in Fig. 5(e)],
whereas in an XOR® operation three rounds of XOR oper-
ations are applied to eight input bit streams. With this
method, the resulting bit stream of an XOR? operation
passes all NIST STS tests, thus providing true randomness,
which can be used for cryptographic applications. With
an average autocorrelation time of 5 ns and four SMTIJs
as an input for an XOR? gate, true random bit generation
of 200 Mbit/s can be achieved in a very energy-efficient
way. Without the consideration of any additional CMOS
circuitry, the energy dissipation of a single SMTJ can be of
the order of nJ/bit or fI/bit [34], depending on the applied
voltage and resistance of the tunnel-junction device. For
the evaluation, 5 x 10 data points were recorded, trans-
formed into a binarized sequence, and divided into eight
bit streams of equal size, in order to be able to feed the
inputs to the XOR? gate. Other works achieve cryptographic
randomness by passing all NIST STS tests for a bit stream
after a XOR? operation [12] or XOR? operation [34]. Here,
we also observe true randomness after an XOR? operation
for a sampling time of 5 ns, as shown in Table I. This

The results of the p values for NIST STS tests after applying different XOR operations to the binarized SMTJ telegraph

signal. A randomness test is passed and highlighted in green for p values above the significance level of 0.01. For multiple subtests,
the particular p values were combined and tested according to Fisher’s method [33]. The sampling times of 3, 5, and 10 ns are chosen

to be close to T,.

Type Raw XOR! XOR?

Sampling time 3ns 5ns 10 ns 3ns Sns 10 ns 3ns Sns 10 ns
(1) Frequency 0 0 0 0.141 0 0.373 0.739 0.904
(2) Block frequency (m = 128) 0 0 0 0 0 0 0.703 0.236
(3) Runs 0 0 0 0 0 0 0.069 0.817
(4) Longest run 0 0 0 0.019 0.001 0.001 0.990 0.185
(5) Binary matrix rank 0.335 0.028 0.897 0.507 0.251 0.072 0.517 0.692 0.632
(6) Discrete Fourier transform (spectral) 0 0.871 0 1 0.026 0.765 0.448 0.508
(7) Nonoverlapping template matching 0 0 0 0 0 0 0.039 0.313
(8) Overlapping template matching 0 0 0 0 0 0 0.623 0.944
(9) Maurer’s “universal statistical” 0 0 0 0 0.074 0 0.182 0.472 0.761
(10) Linear complexity (M = 500) 0.467 0.137 0.737 0.967 0.929 0.986 0.174 0.085 0.673
(11) Serial (m = 16) 0 0 0 0 0 0 0 0.687 0.900
(12) Approximate entropy (m = 10) 0 0 0 0 0 0 0 0.118 0.151
(13) Cumulative sum 0 0 0 0 0 0 0.162 0.172 0.010
(14) Random excursion 0 0.027 0.068 0.068 0.073 0.042 0.073 0.074 0.074
(15) Random-excursion variant 0 0 0 0 0.015 0 0.014 0.015 0.028
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(a)(d) Cross-correlations of 7y = XOR?(bg, b1, by, b3) with (a) XOR?(bg, by, by, b,), (b) XOR?(bg, b1, by, by), (c)

XOR?(by, by, by, by), and (d) XOR?(b,, by, b, b,) for 20 different raw SMTJ bit streams b,. (¢) Raw bit streams from SMTJs b; are
combined with XOR gates to generate random bit streams #;. This circuit reduces the required number of SMTJs and XOR gates for

generating multiple true random numbers.

sampling time matches the autocorrelation time measured
for this time series. Larger sampling times provide the
same quality of randomness, whereas for sampling times
below 5 ns, each state would be sampled too frequently,
thus resulting in nontrue randomness with artificial and
nonrandom chunks of only 0 s and only 1 s.

Randomness is a probabilistic property; therefore, a
random sequence can be evaluated in terms of the probabil-
ities of the occurrence of a specific pattern in the sequence
by means of hypothesis tests. The resulting p values give
the probabilities of obtaining the observed pattern assum-
ing that the underlying sequence is random. A common
level of significance in cryptography for statistical hypoth-
esis tests is « = 0.01, which was also chosen in this work.
For each of the 15 different NIST STS tests, the p value
was calculated after applying different XOR operations to
the binarized SMTIJ telegraph signal. All results are sum-
marized in Table I. The raw time-series data in our case
never pass all of the NIST STS tests, independent of the
chosen sampling rate. If a p value is greater than 0.01 (sig-
nificance level) for a particular test, then the bit stream
is characterized as random and passes this test, whereas
for a p value below 0.01, the null hypothesis (of true
randomness) is rejected and fails this test.

XOR operations can easily be implemented in CMOS
and in our case, a simple random-number generator would
require three XOR gates and four SMTIJs. However, for
further random-number generators, less hardware is neces-
sary, since it is possible to tap the adjacent source random-
ness and XOR it with a new bit stream coming from the next
two SMTJs. This is depicted schematically in Fig. 5(e),
where raw bit streams from SMTIJs b; are combined with

XOR gates to generate random bit streams r;. If g, which is
generated by bg - b3, is truly random, then 7| - r,, will pro-
vide true random numbers too, due to the same XOR? oper-
ation. Nonetheless, an additional true random number only
requires two more SMTJs and two more XOR gates (for
r1, by and bs are added). A further condition requires the
true random numbers r¢—, to be uncorrelated. Therefore,
we determined the cross-correlation of any new random
number 7, with rg, as shown in Figs. 5(a)-5(d). Cross-
correlations are calculated for 20 different bit streams
(bo—b19) of length 5 x 10°. Figure 5(a) points out a sig-
nificant cross-correlation at 0 time lag for o and r, =
XOR?(by, by, by, b,), where b, is the added new SMTJ bit
stream. When two or more new SMT]Js are combined, there
is no further cross-correlation observed, meaning that the
output will be uncorrelated with »y. The sequence of SMTJ
bit streams to the XOR? circuit does not affect the outcome,
since the XOR operation is permutation invariant. As long
as two new bit streams (b, and b,) are combined with two
already used bit streams (b, and b3), it will result in a
true random and uncorrelated number. It is also confirmed
by the comparison with the cross-correlation in Fig. 5(d)
with 7, = XOR? (b, by, by, b,), Where no qualitative differ-
ence is recognizable. Here, all SMTJs are exchanged; thus
7. has to be uncorrelated with ry. In addition, we wish
to emphasize that the permutation-invariance property of
the XOR operation renders possible cross-correlations of
the form (r,, rp), with a £ b, to become uncorrelated.
Our proposed circuit also offers a significant advantage
in its ability to utilize SMTJs that are not precisely set
to a balanced 50% equilibrium state. Even if there is a
biased probability or deviation from the equilibrium state
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FIG. 6. The stochastic XOR function for two input bit streams
with probabilities p; and p,, which are biased. The bias is the
deviation from the “balanced” 0.5, or 50% equilibrium, state.

of SMTIs, a true-random-output bit stream can still be gen-
erated as long as the bias (deviation from 50%) is below
roughly 10%. This means that the probabilities for each
SMTIJ can be in the range of 40—60%, which can accom-
modate fabrication inhomogeneities in the devices and
simplify the fabrication process. The balancing effect of
the XOR logic is responsible for this property. In stochastic
computing, an XOR function performs the following com-
putation on two bit streams with probabilities p; and p;
[39]: pxor = —2p1p> + p1 + p2. When the input proba-
bilities are biased, the XOR logic tends to balance the output
toward 50%. This balancing property is demonstrated in
Fig. 6 for two biased input probabilities. In the case of our
XOR? operation logic, this effect is even greater, allowing
for large biases of the SMTJs. Additionally, it should be
noted that if biases are antisymmetric, they can even be
greater than 10%, since they partially cancel each other
out. This feature further demonstrates the versatility and
robustness of our proposed circuit. Next, we evaluate how
an applied MTJ current controls the bit-stream generation
rate and modifies the state probability. Both features are
important for the performance of a true-random-number
generator.

V. JOULE HEATING AND STT EFFECTS

The application of a current to an SMTJ can affect its
switching speed, state probability, and dwell times not only
by STT but also by Joule heating at the site of the free
layer at the tunneling barrier. Joule heating has most often
been studied in nonvolatile MTJs, where a reduction of
the critical switching current is desired in order to perform
fast and energy-efficient free-layer switching [40,41]. The
current through an MTJ for an applied voltage is mainly
determined by the RA product and the areal size of the

junction. The RA product, which is strongly dependent
on the thickness of the tunneling barrier, defines the
current density of any nanopillar size because of the rela-
tion J = V/RA. For an RA product of 15Q pm? and a
few hundred millivolts, the typical current density is of the
order of 1 MA/cm?, where Joule heating can be signifi-
cant. A simulation for a 50-nm-diameter MTJ suggests that
the barrier temperature could increase by more than 100 K
after applying 8 MA/cm? for a few hundred nanoseconds
[41] and according to the Néel-Arrhenius law this will sig-
nificantly decrease the dwell time of an SMTJ. Here, we
have measured dwell times for different current densities
and determined the contributions of STT and Joule heating.

Figures 7(e) and 7(f) illustrate the effect of STT and
Joule heating. Initially, without STT, both states (P and
AP) are tuned to the same energy level, where the free-
layer macrospin is considered as a quasiparticle in a one-
dimensional potential well. The ambient thermal energy
(approximately 25 meV) raises the energy of the quasi-
particle, such that the likelihood of overcoming the energy
barrier is enhanced. By applying a current to the MT]J, the
energy landscape is modified as illustrated in Fig. 7(f),
where the AP-state energy level is decreased and the P-
state energy level is enhanced by STT in our circuit. In
the quasiparticle picture, this results in an energy shift
AEgsrt in the energy landscape and is defined here as a
positive energy shift at the P state [see Fig. 7(f)]. Higher
current densities result in a higher energy level for the P
state yielding shorter dwell times, as can be seen for 7p
in Fig. 7(a). The energy shift AEgry is positive for lower
current densities, which means that the AP energy state is
decreased, whereas the P energy state is increased. Fur-
thermore, Joule heating, originating from electron-phonon
interaction, raises the energy level of the quasiparticle
in the valleys, symmetrically leading to overall faster
switching. The temperature increase with respect to room
temperature, ATy, reveals a quadratic relation to J [see
Fig. 7(c)], as expected for the heating power, which scales
with J2. Figure 7(b) reveals a similar trend of the aver-
age fluctuation rate, which is caused by the Joule-heating
effect. This would correspond to a higher bit-generation
rate for a random-number generator. The maximum tem-
perature increase at 5.6 MA/cm® reaches 36 + 5 K and
corresponds to an applied voltage at the tunnel junction of
approximately 0.6 V. In order to validate this temperature
increase caused by Joule heating, a temperature-dependent
dwell-time measurement would provide valuable insights
and would allow for a detailed comparison. However, this
measurement is part of a future project currently in prepa-
ration. The time series for the lowest and highest applied
current densities are plotted in Fig. 8. Faster fluctuations
with larger amplitude can be observed at high current den-
sities, whereas for low current densities the fluctuation rate
and amplitude are lower. By this measurement, we demon-
strate that Joule heating has a significant effect on the dwell
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FIG. 7. (a) SMTJ dwell times for current densities ranging
from 1.5 to 5.6 MA/cm?. Linear fits are applied to indicate
the trends. (b) The average fluctuation rate (blue), fitted with
a quadratic function. (c) The temperature increase due to Joule
heating (red). The nonlinear increase is fitted with a quadratic
function. The gray data points indicate the calculated tempera-
ture increase without the consideration of temperature-dependent
M;. (d) The energy shift due to the STT (green). Here, a posi-
tive energy shift destabilizes the P state. (¢) A schematic of the
free-layer magnetization orientation described as a quasiparti-
cle in a one-dimensional symmetrical potential well, with two
metastable states separated by an energy barrier. (f) The effect of
STT antisymmetrically shifts the energy level of the P and AP
states and the effect of Joule heating raises the energy level of
the quasiparticle symmetrically for both states.

times of an SMTJ and cannot be neglected. For a potential
application as a random-number generator or as a p-bit for
a probabilistic computer, the random-number-generation
rate can be tuned by the current density. When considering
an SMT]J as a spiking neuron for neuromorphic computing
[42], the current through the junction will modify the spike
rate, thus enabling, e.g., rate coding in a neuromorphic
network.

A. Calculation of ATJH and AESTT

The energy shift of the states AEgrr affects the dwell
times according to

JEE— = 2
S 10 J = 1.5 MA/cm
£
>
-10
—— J = 5.6 MA/cm?
s 10 -
E
= 0
s
> _10
0 5 10 15 0.0 01 02
Time (ps) probability distribution
FIG. 8. Time-series measurements of the amplified fluctuating

MT]J signal at low (1.5 MA/cm?) and high (5.6 MA/cm?) current
density together with the respective probability distribution of
each signal.

E, F AESTT) 2

TpAp = T €X
P,AP 0 CXp ( laT
where 1p op are the dwell times, 7 is the temperature, 1y is
the attempt time, and £} is the energy barrier between the
metastable states. The energy barrier £, for given dwell
times can be determined by

E, = 1/2kgTlog(tetar/75), 3)

since the product of 7p and 7ap is independent of the
energy-barrier modification by STT. For this reason, the
product of the dwell times for an enhanced current density
is also independent of STT:

il = 1l ex 2E; 4
pTap = Tp €XP T ) 4)

Here, T* and Ej} are considered as the altered (in our case,
increased) temperature and energy barrier with dwell times
7y and 14,. The increased temperature can be described
as T* =T+ AT,y with T =293 K. The energy barrier
at elevated temperature, £y = E;(T") = E,(M(T")), is a
function of the temperature-dependent saturation mag-
netization M of the free layer made of CogoFesBso,
which approximately follows Bloch’s 73/2 law: M(T) =
M(0)(1 — (T/T,)*/?). For the Curie temperature 7, of
CoyoFeq9Byg, we have chosen 895 K [43]. The in-plane
crystalline anisotropy is considered to be constant since a
temperature increase of a few kelvin is unlikely to affect
the polycrystalline phase of the free layer. The resulting
temperature-dependent energy barrier £} is then described
as

. 1= (1T

P =T ®

The detailed equation between the dwell times and the tem-
perature for the determination of ATy can be found in
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Appendix A 2 [Eq. (A1)]. The asymmetric contribution to
the energy barrier, due to STT, is calculated by AEsrt =
1/2kg(T + AT;y) log(tap/Ttp). However, one has to take
into account that the initial P and AP states at low current
densities are not in equilibrium, because p £ Tap [see
Fig. 7(a)]. Shorter AP dwell times arise due to an uncom-
pensated stray field from the TMR stack itself and/or from
an external applied in-plane field. With linear fits to the
dwell times, we can estimate the theoretical dwell-time
values at zero applied current, tp(J = 0) and tap(J = 0),
which are not measurable. However, at J = 0 there is
neither a temperature increase (A7;y = 0) nor an STT
effect (AEstt = 0) and the energy barrier at 293 K can
be determined by Eq. (3) to be 95.3 + 1.1 meV. Since the
estimated dwell times atJ = 0 are not equal and the energy
landscape is asymmetric at this point, this shows an initial
energy shift of the states due to the Zeeman energy, which
is here approximately 11 meV. From Eq. (4), the temper-
ature increase can be calculated numerically [see also Eq.
(A1) in Appendix A 2].

VI. CONCLUSIONS

In this work, nanosecond superparamagnetic switching
in in-plane MTJs with average dwell times of 6.7 &= 0.1 ns
at room temperature is demonstrated and the potential
application as a true random bit-stream generator is eval-
uated by the NIST STS. By employing an XOR? operation
on four independent SMTJ bit streams, we demonstrate the
successful generation of true random bits with a signifi-
cantly high throughput rate of 200 Mbit/s. The scalability
of our true-random-number generator is demonstrated by a
circuit design allowing for multiple uncorrelated true ran-
dom numbers with fewer stochastic MTJs and a smaller
CMOS-area footprint. Further analysis reveals that even
SMTIJs with biased state probabilities can yield unbiased
bit streams due to the balancing effect induced by the XOR
operation, effectively passing all NIST tests. The influ-
ence of an applied current on the bias or state probability
and switching rate of an SMT]J is investigated in detail by
the analysis of dwell-time measurements. In particular, we
show that the dwell times are linearly dependent on the
applied current density and that Joule heating and STT
both have a significant effect on the dwell times as well as
the dwell-time ratio tp/tap. STT shifts the energy levels of
the MT]J states antisymmetrically and has a linear relation
to the current density. Joule heating raises both energy lev-
els equally and has a quadratic dependence on the current
density. At the free layer, it can reach up to 329 + 5 K for
5.6 MA/cm? at ambient room temperature. Since the dwell
time is strongly dependent on the temperature, the shortest
dwell times are observed for the highest current densities.
This effect is not negligible and therefore should always

be considered in superparamagnetic MTJs with a low RA
product.

The data that support the findings of this study are
available from the corresponding author upon request.
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APPENDIX: FURTHER INFORMATION
1. SMTJ voltage signal

For the calculation of the voltage drop at the amplifier
input, the circuit can be considered as a voltage divider
circuit with shunt resistance R;, MTJ resistance Ryrj, in
either low (parallel) Rp or high (antiparallel) resistance
state, and input impedance Z;. The measured voltage drop
V' can then be determined by:

RwmTIZi
RvmillZ; RMm+Z:
V= VsrcRs +RunllZ R, + PmZ
S RmTI+Z;

where Vg is the applied dc source voltage. The peak-
to-peak voltage signal V,,, which results from the MTJ
resistance change, can be calculated by:

Vpp = Vap — Vp,

RaAPZ; RpZ;
Rap+Zi Rp+Z;

= Vsrc |: -
RapZ; RpZ;
Ri+ Rap+Z; R + Rp+Z;

For an MT] resistance of 510 k2, R, = 50  and Vg, =
500 mV, the fluctuating MT]J voltage signal (V) is in the
order of a millivolt.

2. Derivation of the effect of Joule heating

The product of dwell times at temperature 7 is given
by Tptap = roz exp(2Ey/kgT). For an elevated temperature
T* = T+ ATy, the energy barrier is modified according
to Bloch’s 7/2 law [see Eq. (5)]. The following equations
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represent the dependence of the Joule heating AT on the
dwell times and can be solved numerically for A7 y:

L= (T*/T)*?  Tlog(tetar/7g)(1 = (T+ ATw)/T)*)

2E; T 2E)
ik, = 1 ex L) 1o P AP ) — X
P TAP 0 p<k37’*> g( ) e

0
log(t3Txp/75) _ra—-«r+ ATu)/T)?)
log(tptap/73)  (T+ ATu)(1 — (T/T)3?)

Here, 13 and 7 refer to the dwell times at an increased
current density, while 7p and tap consider (reference)
dwell times at a current density close to 0, where no
Joule-heating effect is present.

3. Fisher’s method

Fisher’s method [33] is often used in meta-analysis to
combine the results, namely, the p values, of independent
hypothesis tests (each having the same hypothesis) to give
a new null hypothesis suggesting that all null hypothe-
sis are true. For a rejection Hy, at least one of the null
hypotheses is rejected. Since the p value of a hypothesis
test follows a uniform distribution on the interval [0,1], it
can be shown that —2 )", log(p;) follows a chi-squared
distribution Xzzn with 2n degrees of freedom. In this work,
the p values of several subtests are combined and evaluated
according to Fisher’s method and the resulting p value is
noted in Table I. This holds for tests 11, 13, 14, and 15.
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