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Abstract

Differential privacy (DP) is an important framework to provide strong theoretical guar-
antees on the privacy and utility of released data. Since its introduction in 2006, DP has
been applied to various data types and domains. More recently, the introduction of metric
differential privacy has improved the applicability and interpretability of DP in cases where
the data resides in more general metric spaces. In metric DP, indistinguishability of data
points is modulated by their distance. In this work, we demonstrate how to extend metric
differential privacy to datasets representing three-dimensional rotations in SO(3) through
two mechanisms: a Laplace mechanism on SO(3), and a novel privacy mechanism based on
the Bingham distribution. In contrast to other applications of metric DP to directional data,
we demonstrate how to handle the antipodal symmetry inherent in SO(3) while transferring
privacy from S3 to SO(3). We show that the Laplace mechanism fulfills ϵϕ-privacy, where ϕ

is the geodesic metric on SO(3), and that the Bingham mechanism fulfills ϵ̃ϕ-privacy with
ϵ̃ = π

4 ϵ. Through a simulation study, we compare the distribution of samples from both
mechanisms and argue about their respective privacy–utility tradeoffs.

Keywords: metric differential privacy; Bingham distribution; Laplace mechanism;
3D rotations

1. Introduction
In today’s connected world, privacy concerns are becoming an increasingly important

aspect of systems design; this is particularly evident in applications involving machine
learning or artificial intelligence. In such contexts, sophisticated and careful balancing of
privacy against usability and utility of data has been the focus of considerable research
efforts. Much of the current work on privacy protection relies on the concept of differ-
ential privacy (DP) [1], which allows for the quantification of the maximal privacy loss
an individual could experience upon data release through a parameter ϵ. Bounding this
parameter then allows the maximal privacy loss to be bounded. In practice, these bounds
are usually achieved through noise injection, either modifying the data deposited in the
central repository or the response to each query of the data.

The notion of privacy in DP hinges upon the notion of indistinguishability: assume
that we have two copies D, D′ of a database that only differ by the fact that D contains
individual d while D′ does not. If all possible queries have a high probability of agreement
in their results on D and D′, user d has plausible deniability: they can argue convincingly
that their data was not contained in the database, and thus, their privacy should not be
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affected. The parameter ϵ controls the probability with which all queries have to agree,
and hence, the level of afforded privacy. However, it is difficult to interpret, so that
setting reasonable ϵ-thresholds is challenging [2]. Differential privacy techniques have
been proposed for many settings of interest, such as image data [3,4]; textual data [5,6]; and
location and trajectory data, e.g., [7].

In practice, however, data is often sampled from a domain that corresponds to some
metric space with a meaningful distance between data points. This metric structure is
neglected in classical DP, but can greatly improve both the applicability and interpretability
of DP applications if the indistinguishability demands depend on the distance between
data points. For temporal data, for instance, an attacker might be able to infer the year or
month of a particular event with reasonable confidence, but not the day, hour, minute, or
second, depending on the threshold ϵ. Computationally, this is achieved through the ideas
of metric differential privacy. Metric DP mechanisms have been proposed for many metric
spaces in the literature, e.g., for location data [2] and directional data [8].

In this work, we consider the problem of protecting three-dimensional rotation data
through metric DP. Such rotations occur in many settings of interest. In protein docking,
for instance, actors might be interested in allowing access to broad representations of
the docking mode, but not the detailed three-dimensional structure. In computer-aided
ergonomics, workers might have an interest in obtaining recommendations on how to
improve posture and reduce strain, while simultaneously preventing others identifying
that they have a high probability of strain-induced medical problems. In all practical
applications, it is crucial to balance privacy with utility [9], which requires the use of a
suitable metric.

2. Background
In this section, we recapitulate the mathematical structure of rotations in 3D-space

and important results from the theory of directional differential privacy.

2.1. Rotations in R3

Rotations in three-dimensional space can be modeled in a number of different ways,
each with its own advantages and drawbacks. Possibly the most familiar representation
of rotations in R3 is special orthogonal 3 × 3 matrices, i.e., those matrices R ∈ R3×3 with
RRT = 1 and det(R) = 1 (intuitively, this corresponds to the observation that a rotation
only changes the orientation, not the length, of vectors). These matrices form the special
orthogonal group SO(3). From the matrix representation, it might appear that rotations
in 3D-space are 9-dimensional objects, while in reality, the constraints on these matrices
reduce them to a 3-dimensional submanifold of R4. This can be seen from the axis–angle
representation: according to Euler’s rotation theorem (also known as the football theorem),
each rotation in three dimensions can be represented by a single rotation axis r and an angle
α. The normalization constraint on r effectively reduces the four dimensions (three entries
of r and one angle α) to three. Due to normalization, the rotation axis lies on the unit sphere
in three dimensions: r ∈ S2. Since the rotation angle α is constrained to the unit circle,
α ∈ S1, we can represent each rotation as an element of (S2 × S1). Please note that this does
not imply that SO(3) is diffeomorphic to (S2 × S1), and in fact, it is not. The reason for this
possibly surprising fact is the antipodal symmetry encoded in SO(3): rotations by π and
−π are identical.

Yet another alternative to represent rotations in R3 uses Hamilton’s quaternions q ∈ H.
Quaternions generalize the complex numbers, which have one real and one imaginary
axis, to a four-dimensional structure with one real and three imaginary axes, the basic
quaternions i, j, k. Each quaternion can thus be represented by four real numbers (a, b, c, d),
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with q = a + bi + cj + dk. Multiplication of two quaternions p = (p1, p2, p3, p4) and
q = (q1, q2, q3, q4) is performed using the Hamilton product:

p ⊙ q =


p1q1 − p2q2 − p3q3 − p4q4

p1q2 + p2q1 + p3q4 − p4q3

p1q3 − p2q4 + p3q1 + p4q2

p1q4 + p2q3 − p3q2 + p4q1

 =


p1 −p2 −p3 −p4

p2 p1 −p4 p3

p3 p4 p1 −p2

p4 −p3 p2 p1


︸ ︷︷ ︸

=:P̃

·


q1

q2

q3

q4

 = P̃ · q

with P̃TP̃ = 14×4. Equivalently,

p ⊙ q =


q1 −q2 −q3 −q4

q2 q1 q4 −q3

q3 −q4 q1 q2

q4 q3 −q2 q1


︸ ︷︷ ︸

=:Q

·


p1

p2

p3

p4

 = Q · p

with QTQ = 14×4. Conjugation yields the quaternion q̃ = (q1,−q2,−q3,−q4), and the

norm is defined through ||q|| =
√

q ⊙ q̃ =
√

q2
1 + q2

2 + q2
3 + q2

4. Quaternions with unit norm
||q|| = 1 are known as versors. Versors are isomorphic to the special unitary group SU(2), the
group of complex 2 × 2 matrices M ∈ C2. It can be shown that SU(2) provides a double
cover of SO(3), i.e., every element of SO(3) is represented by two different elements of SU(2),
and hence by two unit quaternions—a result of antipodal symmetry.

Let q = (w, x, y, z) denote a versor. Then, for all pure quaternions v, i.e., quaternions
with real part 0, the map v 7→ q⊙ v⊙ q̃ is a rotation of v. Here, pure quaternions correspond
to vectors in R3. Explicitly computing the Hamilton products in this map yields the
rotation matrix:

Q =

1 − 2y2 − 2z2 2xy − 2zw 2xz + 2yw
2xy + 2zw 1 − 2x2 − 2z2 2yz − 2xw
2xz − 2yw 2yz + 2xw 1 − 2x2 − 2y2


which is equivalent to a rotation around the vector (x, y, z) with angle 2 arccos(w). Note that
replacing q by −q in the map yields the same rotation, which shows the two-to-one mapping
due to antipodal symmetry. Interestingly, locally, in a sufficiently small neighborhood around
the identity, SO(3) and SU(2), and hence the unit quaternions, are indeed isomorphic.

2.2. Distances Between 3D Rotations

Arguing about privacy and indistinguishability hinges upon a suitable notion of
distance between two instances. To state, e.g., that the orientations of the skeleton of
individual A are hard to distinguish from those of individual B requires us to quantify how
close they are. Since rotations in three dimensions, i.e., members of the special orthogonal
group SO(3), can be represented as matrices (c.f. Section 2.1), it might seem reasonable
to measure distances in terms of established matrix norms (e.g., the p-norms, the max-
norm, or the Frobenius-norm); however, these approaches would not respect the topology
of SO(3). Topologically, SO(3) is a ball with antipodal symmetry. The effect of the first
aspect on distance measurement can be roughly described as follows: imagine a unit ball
in three dimensions, and two points on its surface. Measuring distances with a metric
taken from Rn ignores that the points live on a sphere and instead connects them using
the shortest line in Rn, which cuts through the sphere. If we would, e.g., try to describe
an equivalent to a Gaussian distribution of 3D rotations in this way, the resulting function
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would decay exponentially in the length of this straight line, neglecting that the two points
can only be connected through paths on the surface. To give an even simpler example:
the cities of Madrid, Spain, and Wellington, New Zealand, are near antipodes on the
surface of the Earth. Measuring in R3, they are connected by a straight line of roughly
12,740 km in length. To reach Wellington from Madrid, though, will require a much longer
distance to be traveled, and the shortest flight path between the cities—a geodesic on
the surface of the Earth—has a length of roughly 20,000 km. A metric used for privacy
should clearly respect the topology to be of use in practice, and Ref. [8] describes suitable
distance metrics and privacy mechanisms for this case. These metrics, however, ignore the
second aspect of the topology of SO(3), i.e., the antipodal symmetry. In a simplified picture
(ignoring for a moment that Earth is S(2)), Madrid and Wellington would denote the same
point. Designing metrics that capture those aspects is not trivial, and several alternative
approaches have been described in the literature. In [10], Huynh defines and analyzes a
variety of such metrics, each highlighting a different aspect of the topology. Importantly, a
subset of the metrics defined there—namely, ϕ2, ϕ3, ϕ5, and ϕ6—are shown to be boundedly
equivalent and functionally equivalent, where functional equivalence of a metric ϕ and ψ

implies that there is a positive continuous strictly increasing function h such that

h ◦ ϕ = ψ

and bounded equivalence implies that there are positive real numbers a, b ∈ R+ such that

aϕ(R1, R2) ≤ ψ(R1, R2) ≤ bϕ(R1, R2)

∀R1, R2 ∈ SO(3). For metric differential privacy, this implies that if a mechanism can be
shown to fulfill metric differential privacy on one of these metrics, it is private on all of
them. We now briefly define the metrics of interest:

ϕ2(q1, q2) = min{||q1 − q2||, ||q1 + q2||} (1)

ϕ4(q1, q2) = 1 − |qT
1 q2| (2)

ϕ5(R1, R2) = ||I − R1RT
2 ||F (3)

ϕ6(R1, R2) = || log
(

R1RT
2

)
|| (4)

ϕ5 has an alternative definition in terms of versors:

ϕ′
5(q1, q2) = 2

√
2(1 − |qT

1 q2|2)

In the following, we call this metric Φ and use it in our proofs. In practice, the most
natural norm is ϕ6, as this corresponds to geodesic distance on SO(3). Since ϕ6 is boundedly
equivalent to Φ, our proof will also show metric differential privacy on ϕ6, and hence, on
geodesic distance.

2.3. Preservation of Privacy

In line with current state-of-the-art research, the kind of privacy afforded by our
technique is one of plausible deniability. Hence, the goal of the mechanisms described in
this work is to allow an individual to deny that a rotation was generated by them, as every
‘similar’ individual (subsequently we precisely define the meaning of similar) could just as
plausibly have generated the same.
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2.4. Random Mechanisms

The concept of a random mechanism is central to our discussion of privacy-preserving
data analysis. Let X and Y be two sets, and let DY be the set of probability distributions
on Y . A random mechanism M from X to Y is a probabilistic mapping from X (the set
of inputs) to Y (the set of outputs), i.e., M is a function M : X → DY . For every x ∈ X ,
M(x) is a probability distribution and M(x)(y) is the probability that the mechanism
assigns output y ∈ Y to input x ∈ X . Random mechanisms are often generated by families
of parameterized probability distributions M(x), where we call the mechanism that assigns
M(x) to x the mechanism induced by M(x). Applying or running a mechanism on an input
x corresponds to sampling a realization z from M(x), i.e., z ∼ M(x).

The idea behind using a random mechanism for privacy purposes is to only release
data perturbed by the mechanism to protect the sensitive inputs. In local privacy workflows,
each owner of a sensitive data point x (e.g., end users that want to protect the data they
share with a cloud service) runs the mechanism on x and only releases the perturbed
sample z drawn from M(x). In a central privacy workflow, on the other hand, the data
is instead collected without perturbation, but the provider of the database or service runs
the mechanism on the result Q(x) of each query Q posed to the data and only releases
the perturbed sample Qz drawn from M(Q(x)). In this model, M is also called an
oblivious mechanism.

2.5. Differential Privacy

Differential privacy is a property of certain random mechanisms that allows the
degree by which the mechanism affords plausible deniability to be quantified. Originally,
differential privacy was formulated for oblivious mechanisms in a central model. Let D
denote the set of all datasets, and let Y be the set of possible query results on datasets from
D. Two datasets d, d′ are called adjacent if they differ in at most one record. A mechanism
M : D → DY is said to satisfy ϵ-differential privacy (ϵ-DP), if for all adjacent datasets d, d′,
and for all sets of possible outputs Y ∈ Y ,

M(d)(Y) ≤ eϵ ·M(d′)(Y) (5)

If the privacy budget ϵ is sufficiently small, this relation implies that the probability of
each possible query result is so similar when running the mechanism on d and d′ that an
attacker cannot reasonably deduce whether the input dataset was d or d′. Since this holds
for each pair of adjacent datasets, and all query results, each user can plausibly deny that
their data was contained in the dataset (or that the value of their data was x; or a number
of similar statements), since the query result could just as likely have been produced from
a dataset that differed from d by only removing (or changing) the data of this individual.

2.6. Differential Privacy on Metric Spaces

While differential privacy is a powerful technique for central privacy workflows, it
also has a number of drawbacks. Most importantly, it does not easily translate to local
privacy workflows, where each user wants to perturb their data before releasing them
into the central database. In addition, the interpretation of the privacy budget is rather
unintuitive in the sense that it is often hard for the user to relate the value of ϵ to the privacy
of their data points. To overcome these challenges, Chatzikokolakis et al. [11] generalized
differential privacy to metric spaces (X , d), where d is a metric on the set X . The idea is as
follows: given a metric space (note: setting X = D and d = dH to the Hamming distance
on D, we recover the classical ϵ-DP) (X , d), a set Y , and a privacy budget ϵ ≥ 0, a random
mechanism M : X → DY satisfies ϵd-differential privacy if and only if for all pairs of
inputs x, x′ ∈ X , and for all sets of possible outcomes Y ∈ Y ,
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M(x)(Y) ≤ eϵ·d(x,x′) ·M(x′)(Y) (6)

Intuitively, if ϵ is sufficiently small, similar inputs—i.e., inputs with sufficiently small
distance d—cannot reasonably be distinguished from each other. In a local privacy model,
where each user randomly perturbs their data through M before releasing it into the
dataset, the privacy protection afforded by M can be imagined as a sphere in the metric
space (X , d) within which the user can claim plausible deniability: all points inside a
sphere with radius r around x, i.e., all points in x′ ∈ X with d(x, x′) ≤ r, have a level
of distinguishability of ϵd(x, x′) ≤ ϵr. We call ϵr the privacy level ℓ within the protection
radius r.

Consider, e.g., that the user wants to protect their location data before releasing them
to a cloud service. The degree to which their true location x can then be reasonably
distinguished from all other locations x′ then depends on the privacy parameter ϵ of
the protection mechanism, and on the distance d(x, x′). Keeping a fixed privacy level l,
shrinking the value of the privacy parameter ϵ increases the protection radius and hence
reduces the spatial resolution at which their location can be reasonably inferred.

2.7. Privacy–Utility Tradeoff

Obviously, perturbing the raw data influences the quality or utility of downstream
algorithms and analyses. Balancing the privacy requirements of the data owners with
the utility demands of the application is difficult in practice. It can be shown (c.f. [2])
that, in general, both properties cannot be simultaneously optimized, leading to a difficult
privacy–utility tradeoff. Here, one advantage of metric DP compared to classic DP is the
simplified interpretability of privacy budgets in terms of spheres of a certain radius in M.

2.8. Metric Differential Privacy of Directional Data

In this work, we consider datasets sampled from SO(3), i.e., measurements of three-
dimensional rotations. This kind of data falls into the realm of directional statistics, where
only the orientation of data points, but not their magnitude, is of interest. Recently, Weggen-
mann and Kerschbaum discussed several metric differential privacy mechanisms for di-
rectional datasets in the context of measurements on the n − 1-dimensional unit sphere
Sn−1 [8]. As discussed there, commonly used approaches are based on extending the classi-
cal real-line Laplace or the planar Laplace mechanism to directional data by performing a
post-processing to ensure the correct periodicity, but they can perform even worse than
simple uniform noise generation. These results, which are demonstrated by simulations
in [8], show that while the general Laplace mechanisms as defined in [11] can be used for
directional statistics, they often lead to sub-optimal results in terms of the privacy–utility
tradeoff. Instead, they propose two privacy mechanisms that are directly defined on the
unit n − 1-sphere: the VMF mechanism and the Purkayastha mechanism.

2.9. The VMF Mechanism

The VMF mechanism, introduced in [8], samples from the well-known von Mises–Fisher
distribution on Sn−1, which is defined as follows:

VMF(µ, κ)[x] = CVMF(n, κ) · eκ·µT x (7)

where, with ν(n) := n
2 − 1, and with the modified Bessel function of the first kind Iα,

CVMF(n, κ) =
κν(n)

(2π)ν(n)+1 Iν(n)(κ)
(8)
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Weggemann and Kerschbaum show that the VMF mechanism on Sn−1, i.e., the mech-
anism induced by the VMF distribution, fulfills ϵd2-privacy, where d2 is the Euclidean
2-norm. This norm, however, ‘uses’ the shortest distance in the n-dimensional Euclidean
space, in the sense that the privacy guarantee is exponential in this metric. In this norm,
the distance of two points x, y ∈ Sn−1, x ̸= y, is measured from the straight line between x
and y, not from the geodesic on Sn−1. The geodesic distance between two points on any
n − 1-sphere with radius r can be computed from

d∠(x, y) = r arccos
(

xTy
r2

)
(9)

Obviously, the Euclidean distance cannot exceed the geodesic distance, i.e., d2(x, y) ≤
d∠(x, y), and hence, the VMF mechanism also fulfills ϵd∠-privacy, where the privacy
parameter ϵ equals the concentration parameter κ.

2.10. The Purkayastha Mechanism

An alternative mechanism, also proposed in [8], is based on the Purkayastha distribu-
tion on Sn−1, defined as

Pur(µ, κ)[x] = CPur(n, κ) · e−κ·arccos(µT x) (10)

where CPur(n, κ) = S−1
n−2F−1

n−1,−κ(π) with the Riccati–Bessel function of the first kind Sn,
and with

F−1
n−2,−κ(π) =


κ(κ2+22)(κ2+42)···(κ2+(n−2)2)

(n−2)!(1−e−κπ)
n even

(κ2+12)(κ2+32)···(κ2+(n−2)2)
(n−2)!(1+e−κπ)

n odd
(11)

The Purkayastha mechanism on Sn−1 is then defined as the mechanism induced by
the Purkayastha distribution.

Weggemann and Kerschbaum also show that the Purkayastha mechanism fulfills
ϵd∠-privacy, where again the privacy parameter ϵ equals the concentration parameter κ.

The discussion in [8] does not seem to show a clear advantage for either the VMF
or Purkayastha mechanisms. However, for equal privacy parameters, the Purkayastha
samples seem to be concentrated closer to the mean, at least for larger κ-values, which
would indicate a better privacy–utility tradeoff.

3. Results
3.1. Privacy Mechanisms on SO(3)

As the SO(3) is locally isomorphic to SU(2), it might be tempting to use the privacy
mechanisms defined in [8] on S3, which is diffeomorphic to SU(2) and hence locally iso-
morphic to SO(3) [12]. It thus seems reasonable that, for sufficiently small concentration
parameters or, equivalently, privacy parameters, the differential privacy guarantees of the
mechanisms on S3 should carry over to SO(3). But globally, the morphism from S3 to SO(3)
yields a double cover, where each rotation in SO(3) is generated from exactly two points on
S3. The main challenge in transferring the differential privacy guarantee from S3 to SO(3)
thus lies in the different metrics. While for directional data on Sn we are mostly interested
in the geodesic distance d∠, the double covering of SO(3) by S3 would make a direct ap-
plication of d∠ misleading when representing rotations. Let q1, q2 ∈ H, ||q1|| = ||q2|| = 1
be two unit quaternions representing rotations ∈ SO(3). Taking antipodal symmetry into
account leads to the definition of a typical metric on SO(3):
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dSO(3)
∠ (q1, q2) = min{arccos(q1 · q2), π − arccos(q1 · q2)} = arccos(|q1 · q2|) (12)

which corresponds to the metrics ϕ3(q1, q2) and ϕ′
3(q1, q2) in [10]. The flipping of the sign

when sampling quaternions from different hemispheres is difficult to incorporate into the
VMF or Purkayastha mechanisms.

3.2. The Bingham Mechanism

Instead of pulling mechanisms from S3 to SO(3), we thus focus on the design of a
mechanism specifically adapted to the metric structure of SO(3). The simplest way of
constructing such a mechanism is to identify suitable probability distributions on SO(3)
that intrinsically respect antipodal symmetry. The obvious candidate for such a distribution
is the Bingham distribution, which arises when an n-dimensional Gaussian distribution is
conditioned to lie on Sn−1. It is defined as

BD(M, Z)[x] = CBDexTMZMT x (13)

where M is an orthogonal n × n matrix, Z a diagonal matrix with increasing entries (M and
Z arise from diagonalizing the Gaussian distribution that underlies BD) z1 ≤ z2 ≤ · · · ≤ zn,
and the normalization factor CBD can be computed from

CBD =
∫

Sn−1
exTZxdx (14)

which can be evaluated to

CBD = |Sn−1| 1F1

(
1
2

,
n
2

, Z
)

(15)

where 1F1 is a hypergeometric function of a matrix argument (c.f. [13]). It is straightforward
to see that the Bingham distribution on SO(3) has built-in antipodal symmetry, as, obviously,
BD(M, Z)[x] = BD(M, Z)[−x]. Representing quaternions as 4-vectors, we can thus draw
versors from a Bingham distribution: the results are constrained to live on S3 (like versors)
and have antipodal symmetry (so we can use them to represent rotations ∈ SO(3)). To see
why this latter part is important, imagine drawing versors from a probability distribution
that does not account for antipodal symmetry. If these samples were used to ensure
privacy through adding noise, the mechanism would consider a quaternion from the other
hemisphere to be very different and hence assume a high level of privacy, while the rotation
represented by the quaternion might actually be arbitrarily close or even identical to the
original rotation due to symmetry.

The orthonormal matrix M can be used to set the mean of the distribution. This can be
seen from the fact that BD has its maxima at the points ±M(0, 0, 0, 1)T [13]. Setting the last
column of M to a versor q̂, we can fill the first n − 1 columns by orthonormalization, e.g.,
by computing the null space of the matrix q̂q̂T , and find that

arg max[BD(M, Z)] = ±q̂

This setting of the mean is important for our application in a differential privacy
mechanism: if we want to add noise to a given rotation represented by the versor q̂, we
only need to sample from the Bingham distribution centered around this rotation.

As also noted in [13], working with such Bingham distributions to sample rotations
can be further simplified by a change in convention: permuting the order of the vector
representing the quaternion such that the real part is stored in the last instead of the first
position. I.e., by storing the quaternion in the order (q2, q3, q4, q1), we find that setting M to
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the identity M = I leads to a Bingham distribution with mean zero: (0, 0, 0, 1). For the rest
of this section, we follow this convention.

While the matrix M defines the mean of the Bingham distribution, the diagonal matrix
Z captures its spread. The entries z1, . . . , zn are consequently known as the concentration
parameters of the Bingham distribution. It can be shown [13] that for all c ∈ R,

BD(M, Z) = BD(M, Z + cI) (16)

This fact is usually used to fix the value of zn to zero, and hence constrain all concen-
tration parameters to be negative (z1 ≤ z2 ≤ · · · ≤ zn = 0). We also follow this convention.

Definition 1. Let q be a versor, represented as a 4-dimensional vector in the order (q2, q3, q4, q1).
Compute the null space K of the matrix qqT and define the orthogonal matrix M(q) as the column-
wise concatenation of the three vectors in K and q. For ϵ > 0, let Z(ϵ) = −Diag([ϵ, . . . , ϵ, 0]) =:
−D(ϵ) . Then, the Bingham mechanism on SO(3) is the induced mechanism of BD(M(q), Z(ϵ)).

As a metric on SO(3), we choose (with qT · p representing the dot-product of the
quaternions q and p, taken as regular 4-vectors)

Φ(q, p) :=
√

2(1 − |qT · p|)

which corresponds to the metric ϕ′
5 in [10].

Theorem 1. The Bingham mechanism on SO(3) fulfills
√

2ϵΦ-privacy.

Proof of Theorem. To simplify the proof, we fix M = I by first sampling p ∼ BD(I, Z(ϵ))
and then rotating p by q to yield r := q ⊙ p. Then, p = q̃ ⊙ r. We thus find

M(q, ϵ)[r] =
1

N(Z(ϵ))
e(q̃⊙r)TZ(ϵ)(q̃⊙r)

and thus, for two versors, q1, q2 ∈ H, ||q1|| = ||q2|| = 1,

ln
[
M(q1, ϵ)[r]
M(q2, ϵ)[r]

]
= (q̃1 ⊙ r)TZ(ϵ)(q̃1 ⊙ r)− (q̃2 ⊙ r)TZ(ϵ)(q̃2 ⊙ r)

= (q̃1 ⊙ r − q̃2 ⊙ r)TZ(ϵ)(q̃1 ⊙ r + q̃2 ⊙ r) [P1]

= {(q̃1 − q̃2)⊙ r}TZ(ϵ){(q̃1 + q̃2)⊙ r} [⊙ distributive over +,−]

= −{(q̃1 − q̃2)⊙ r}TD(ϵ){(q̃1 + q̃2)⊙ r} [Definition of D]

≤
∣∣∣{(q̃1 − q̃2)⊙ r}TD(ϵ){(q̃1 + q̃2)⊙ r}

∣∣∣
≤ ||(q̃1 − q̃2)⊙ r|| · ||D(ϵ)(q̃1 + q̃2)⊙ r|| [Cauchy-Schwarz]

≤ ||(q̃1 − q̃2)⊙ r|| · ||(q̃1 + q̃2)⊙ r|| · ||D(ϵ)||2 [Cauchy-Schwarz]

= ||q̃1 − q̃2|| · ||q̃1 + q̃2|| · ||D(ϵ)||2 [P2]

= 2
√(

1 − |q̃T
1 q̃2|2

)
· ||D(ϵ)||2 [P3]

= 2
√(

1 − |q̃T
1 q̃2|2

)
·
√

ϵ2 [Definition of D]

=
2ϵ√

2

√
2
(
1 − |q̃T

1 q̃2|2
)

⇒ M(q1, ϵ)[r]
M(q2, ϵ)[r]

≤ exp
[√

2ϵΦ(q1, q2)
]

□
[Definition of Φ, P2]
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where ||A||2 is the spectral norm of the matrix A, i.e., ||A||2 :=
√

µmax, where µmax is the
largest eigenvalue of AtA.

Corollary 1. The Bingham mechanism fulfills ϵd-privacy for d ∈ {ϕ2, ϕ3, ϕ5, ϕ6} as defined
in [10].

Proof of Corollary. As shown in [10], the norms ϕ2, ϕ3, ϕ5, and ϕ6 defined there are bound-
edly equivalent. The norm Φ used in this manuscript corresponds to the norm ϕ′

5 defined
in [10], which is merely a reformulation of ϕ5 in terms of versors.

To sample from the Bingham distribution, we follow the rejection scheme described
in [14], which we reproduce in Appendix D. Figure 1 demonstrates the effect of the privacy
parameter ϵ. In each subfigure, the action of the unmodified quaternion on the standard
coordinate system is depicted in bold, while the actions of the samples from the correspond-
ing Bingham distribution are shown as thinner arrows. Colors label corresponding axes.
As expected, smaller values of the privacy parameter correspond to higher levels of noise,
and hence to increased privacy.

Figure 1. Samples drawn from Bingham distributions for different values of the concentration
parameter ϵ. As expected, smaller concentration values correspond to a wider spread of the data, and
correspondingly to a higher level of privacy when used as a DP mechanism.

3.3. A Laplace Mechanism on SO(3)

Instead of designing a mechanism specifically adapted to the intricacies of the special
orthogonal group SO(3), we can also attempt to design a Laplace mechanism for our
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purposes. In classic differential privacy, one of the most popular mechanisms to ensure
a privacy budget of ϵ works by adding noise drawn from a suitable Laplace distribution
with zero mean and scale parameter b: Lap(x|b) = 1

2b exp
(
−|x|

b

)
. If we denote the query as

f , setting b = ∆ f
ϵ , where ∆ f is the L1-sensitivity of f , achieves the desired ϵ-privacy. In the

case of metric differential privacy, we typically want to argue about the intrinsic properties
of the mechanism, not about properties of the query or of any associated sensitivities.
In [11], Chatzikolakis et al. generalize the Laplace mechanism to arbitrary metric spaces.
Here, the key construction is a metric-dependent scaling function λ. The idea given in [11]
is as follows:

Definition 2. Let Y ,Z be two sets and dY be a metric on Y × Z . Let λ : Z → [0, ∞)

be a scaling function that normalizes the exponential distribution with respect to dY , i.e.,∫
Z λ(z) exp[−dY (y, z)]ν(dz) = 1 ∀y ∈ Y , where ν(z) is a suitable base measure for inte-

gration on Z . Obviously, D(y)(z) := λ(z) exp[−dY (y, z)]ν(z) is a probability density function,
and the mechanism L : Y → P(Z) induced by D is called a Laplace mechanism from (Y , dY )
to Z .

Crucially, Ref. [11] shows that all such mechanisms L fulfill dY -differential privacy.
Accordingly, designing a differentially private mechanism for an arbitrary metric might
seem a simple task—we merely need to determine the scaling and the normalization, and
directly obtain the corresponding Laplace mechanism. In the Euclidean case, this simplicity
arguably holds. In our case, though, we have Y = Z = SO(3), which is a non-Euclidean
manifold with non-trivial topology, and we need to carefully consider how to choose the
base measure ν, how to sample from D, and which metric dY to choose. If we pick an
unsuitable metric, the privacy guarantee has no immediate meaning in terms of the data.
Choosing the wrong base measure will locally undercount or overcount the amount of
rotations per volume element and—just like an unsuitable sampling mechanism—lead to
noisy samples that cannot guarantee the claimed privacy protection.

Trivially, one can attempt to embed the data in a fitting Euclidean space and use some
kind of post-processing to ensure that the resulting noisy samples lie on the manifold of
interest. In that case, Euclidean distance between the vectors representing the parameters
of the rotation—say, Euler angles—could be used as a metric. This would lead to a trivial
Laplace mechanism, but as described above and demonstrated in [8], the resulting mecha-
nisms would be unsuitable, as they measure distance “through” the manifold, not “on” the
manifold. The obvious choice is thus to use the geodesic distance on the manifold—the
length of the shortest path on the manifold connecting the two rotations. The geodesic can
be derived from the natural Riemannian metric of SO(3), i.e., from an inner product on the
tangent bundle. It is straightforward to show [10] that for SO(3), the resulting geodesic
distance of two rotations R1 and R2 is the magnitude of the angle of the rotation turning
R1 onto R2, and that this magnitude is given by

ϕ6(R1, R2) = || log
(

R1RT
2

)
||

as used in our previous derivations. This motivates the representation of the rotations in
SO(3) in axis–angle form.

A suitable base measure should allow us to sample uniformly from SO(3). In the
Euclidean case, the concept of uniformity is immediately apparent. Even in the case of 2D
rotations, it seems logical that a uniform rotation can be found by sampling the rotation
angle uniformly from [0, 2π). For higher-dimensional rotations, however, this intuition
breaks down. On the SO(3), in particular, if we write the rotation in axis–angle form,
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choosing the angle uniformly from [0, 2π) does not lead to uniformly distributed rotations.
As SO(3) forms a connected and locally compact Lie group, the usual way to generalize
uniformity is to demand that the volume element defined by the measure is invariant with
respect to actions of members of the group, i.e., the distribution should not change after
performing an arbitrary rotation. The corresponding measure is called the Haar measure
of the Lie group [15].

As derived in [16], the Haar measure on SO(3) in axis–angle form with axis n and
angle θ is given by

dµHaar := 4 sin2
(

θ

2

)
dθdΩ(n)

which yields a total volume of SO(3) of 8π2. For our probability density function, we need
to normalize this to 1 and thus arrive at the normalized Haar measure:

dµ :=
1

2π2 sin2
(

θ

2

)
dθdΩ(n)

To sample uniformly on SO(3) using the Haar measure in axis–angle form, we can consider
the axis and angle separately. Obviously, we need to generate the axis of the noise rotation
uniformly to ensure isotropy of our sampling [16]—otherwise, we would prefer certain
directions over others. This corresponds to drawing a random unit vector uniformly on
S2 and can be achieved in several different ways, e.g., by using spherical coordinates with
r = 1 and z ∼ U [−1, 1] and ψ ∼ U [0, 2π), or by drawing three independent normal random
variables and normalizing the resulting vector.

To sample a random rotation angle θ uniformly using the Haar measure, we would
then have to draw

θ ∼ Pµ(θ) ∝ sin
θ

2
Finally, to produce a Laplace mechanism, we need to change the uniform distribution to
include a factor that decays exponentially with the distance. Since we use an axis–angle
parametrization, and since the geodesic distance reduces to the angle θ ∈ [0, π] between
the rotations, we can still draw the axis uniformly and need to add the exponential decay to
the sampling of noise angles. To include the privacy parameter ϵ, we additionally change
the metric from the geodesic distance dY (R1, R2) = θ to the scaled geodesic distance
d̂Y (R1, R2) := ϵθ. This finally yields the following form for the Laplace mechanism
on SO(3):

L(y)(dz) = λ(z) exp[−ϵθ]µ(dz) =
λ(z)
2π2 exp[−ϵθ] sin2

(
θ

2

)
dθdΩ(n)

where λ(z) normalizes the distribution. Note that in full generality, the normalization λ

could also depend on the input rotation y, which would not fit the definition of Chatziko-
lakis et al. However, for compact groups with bi-invariant distances—such as SO(3)—one
can show that the normalization does not depend on y. In fact, it is straightforward to
see that the normalization is also independent of z and resolves to a constant that only
depends on ϵ, i.e., λ(z) = 1

Γ(ϵ) for some Γ(ϵ) ∈ R. Thus, choosing the base measure µ to be
the Haar measure µ, we finally arrive at the following sampling procedure for our Laplace
mechanism on SO(3): first, we draw a random axis according to

z ∼ U [−1, 1] (17)

ψ ∼ U [0, 2π) (18)

n :=
(√

1 − z2 cos ψ,
√

1 − z2 sin ψ, z
)
. (19)
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In principle, θ|y can again be drawn using a simple rejection scheme: we draw a candidate
θ ∼ µ from the Haar measure by sampling u ∼ U (0, 1) and setting θ := 2 acos

(√
1 − u

)
(yielding a θ distributed ∝ sin2

(
θ
2

)
) and accept the proposal with probability exp[−ϵθ]. In

practice, this simple scheme only works for small values of ϵ; with increasing ϵ, samples
have to be concentrated more tightly around the original rotation. As the acceptance proba-
bility decays exponentially in ϵ, the sampler will reject almost all proposals and become
pathologically inefficient, leading either to extreme computational cost until convergence
or highly skewed sampling results. We have thus developed a stabilized and much more
efficient sampling procedure, which works as follows.

For values of ϵ smaller than a threshold tϵ (in our implementation, we use tϵ = 3.5),
we continue to use the simple rejection scheme described above. For larger values of ϵ, we
approximate the target distribution sin2( x

2
)

exp[−ϵθ]. Since in this region θ will be small,
we expand the target into a Taylor series, where we use the identity sin2( θ

2 ) =
1
2 (1 − cos(θ))

to find

sin2
(

θ

2

)
=

1
2
(1 − cos(θ)) =

1
2

(
1 −

(
1 − θ2

2!
+O(θ4)

))
and thus

p(θ) ∝ θ2 exp[−ϵθ]

Remembering the definition of the Gamma distribution with shape parameter α and
rate parameter λ,

Gamma(x; α, λ) =
λα

Γ(α)
xα−1 exp[−λx]

we see that for a large ϵ, this converges to Gamma(θ; α = 3, λ = ϵ), which we use to
approximate the Laplace distribution on SO(3) for ϵ > tϵ. The importance of choosing an
efficient sampling scheme is demonstrated in Figure 2, which shows distance histograms for
50,000 noise rotations sampled from the efficient and inefficient sampler implementations
for ϵ = 8. Clearly, the inefficient sampler fails to converge, leading to a drastic over-
representation of larger distances.

Figure 2. Histograms of the distances for 50,000 noise samples generated by the inefficient and
efficient Laplace sampler implementations. The distributions clearly behave entirely differently.
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3.4. Comparing the Mechanisms

Despite the popularity of the Laplace mechanism, it is not a priori clear which of the
two mechanisms proposed in this work is better for any given task. Even the question of
what constitutes “better” can be challenging, as discussed in detail in [2]. As the data we
want to protect is supposedly used for some downstream analysis, it is natural to think
about the utility of the released (i.e., noisy) data and to prefer mechanisms that achieve
better utility for the same privacy budget. Following [11], we take a utility-focused Bayesian
perspective and model the consumer of the data by a prior π on the set of secrets, and a loss
function ℓ, which is monotone with respect to dR. The utility U (M, π, ℓ) of mechanism
M is then given by the expected loss. We denote the metric under consideration by dX .
Let f be an arbitrary query on the released data, and let H f (dX ) denote the set of all
mechanisms M such that M◦ f fulfills dX -privacy.

Definition 3. A mechanism M ∈ H f (dX ) is called f − dX -optimal, if and only if
U (M, π, ℓ) ≥ U (M′, π, ℓ) ∀M′ ∈ H f (dX ) for all priors π and all loss functions ℓ.

While there are some theoretical results on the optimality of the Laplace mechanism for
selected queries [11] and metrics [2], there is—to the best of our knowledge—no optimality
result that covers our use case. In addition, other optimality definitions exist (e.g., risk-
averse instead of Bayesian consumers). We thus turn to a simulation-based comparison of
both approaches. In order to compare the Bingham and Laplace mechanisms on SO(3), we
must first ensure that we evaluate them for an equivalent privacy budget, since both have
been defined with respect to different metrics. Let ϵ be the privacy budget of the Laplace
mechanism and ϵ̃ the budget of the Bingham mechanism. In Appendix F, we show that

ϵ̃ =
π

4
ϵ

To compare the suitability of the mechanisms, we set up a simulation study. We draw a
random rotation on SO(3) to represent the data (say, the measurement of a sensor registering
the orientation of a joint in an ergonomic study). Using both mechanisms, we draw a large
number of samples for different privacy budgets and compute histograms for the geodesic
distance of each sample to the original rotation. The farther the sampled points are from
the original data, the better the privacy, but at the cost of lower utility. For a utility-focused
mechanism in a Bayesian perspective, if the samples provided by a mechanism are closer,
on average, to the original data point for the same privacy budget, we should prefer this
mechanism. To pick a set of suitable privacy budgets for this simulation, we define a radius
of indistinguishability for the Laplacian mechanism as follows.

Definition 4. Let p ∈ [0, 1]. We call ρ the radius of indistinguishability at level p, if and only
if for any rotation q and for any noise sample s we have

P(ϕ6(q, s) ≤ ρ) = p

where again ϕ6 denotes the geodesic distance on SO(3).

In other words, p percent of the noise samples will be contained within a radius of ρ

(have an angular displacement less than ρ) from q. Remembering that for the Laplace mech-
anism on SO(3), p(θ) ∝ sin2(θ/2) exp[−ϵθ], we define the cumulative distribution function

F(ρ) := α

ρ∫
0

sin2(θ/2) exp[−ϵθ]dθ
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with normalization

α :=
π∫

0

sin2(θ/2) exp[−ϵθ]dθ

Finding ρ for a given p then amounts to solving F(ρ) = p. While the CDF has no el-
ementary closed form, finding ρ is straightforward using numerical integration and a
root-finding method.

Since we convert the privacy budget of the Bingham mechanism to the same scale, we
can use the same privacy budget for both mechanisms. Figure 3 shows the results, where
the values of the indistinguishability radii ρ were computed with respect to the Laplace
mechanism at a level of p = 0.683 (chosen to correspond to one standard deviation of a
normal distribution). Both mechanisms were implemented in Julia. In our experiments,
the Laplace mechanism was about a factor of 2–3 faster to evaluate than the Bingham
mechanism for ϵ < tϵ, and up to two orders of magnitude faster for ϵ > tϵ, owing to the
simpler sampling procedure and higher acceptance rates.

Figure 3. Histograms of the distance distributions of samples generated from the Bingham and
Laplace mechanisms for different privacy budgets. Indistinguishability radii were computed with
respect to the Laplace mechanism at a level of p = 0.683.

The simulation study demonstrates that, for equivalent privacy budgets (after account-
ing for the difference in metrics), the Laplace mechanism tends to produce noise samples
that are more tightly concentrated around the original rotation than those generated by
the Bingham mechanism. This greater concentration translates into improved utility in
the average case, making the Laplace mechanism an attractive choice for scenarios where
downstream tasks benefit from low-distortion data. In particular, the sharper peak of the
Laplace distribution around the mean ensures that most samples lie closer to the original
rotation, leading to lower expected loss under standard Bayesian utility models with typical
monotonic loss functions.

However, the Bingham mechanism, while exhibiting a broader spread in the simula-
tions, has a fundamentally different distributional profile and thus might be advantageous
under different utility models or for different types of consumers.

4. Discussion
The privacy of datasets containing three-dimensional rotations, i.e., data sampled from

SO(3), has to our knowledge not been previously addressed. In this work, we have derived
two privacy mechanisms specifically tailored for this task: a mechanism induced by the
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Bingham distribution, and a Laplace mechanism adapted to the geodesic metric on SO(3).
We have shown that the Laplace mechanism fulfills ϵϕ6-privacy, where, using the notation
from [10], ϕ6 corresponds to the geodesic (intrinsic) metric on SO(3), and that the Bingham
mechanism fulfills

√
2ϵϕ′

5-privacy. We have further shown that this privacy guarantee
corresponds to a π

4 ϵϕ6-privacy guarantee of the Bingham mechanism with respect to the
geodesic metric on SO(3), i.e., it fulfills ϵ̃ϕ6-privacy where ϵ̃ = π

4 ϵ, and ϵ is the privacy
guarantee for the Laplace mechanism on SO(3).

Both mechanisms have their own rationale: the Bingham mechanism is particularly
appealing, as it inherently incorporates the antipodal symmetry on SO(3) and is by de-
sign compatible with the space of interest. The Laplace mechanism is a very generally
applicable concept that has been used successfully in many other application scenarios,
i.e., on other metric spaces. As demonstrated by our numerical experiments (c. f. Figure 3),
both mechanisms behave very similarly in a high privacy setting, i.e., for small values of
ϵ and large values of ρ. With relaxed privacy, we find that the samples generated by the
Laplace mechanism are more concentrated around the original sample—corresponding to
the sharper peak of the Laplacian distribution—and hence, should lead to increased utility,
albeit at the cost of smaller privacy, but still within the guarantee of the privacy budget.

But both mechanisms are based on different base distributions—the Bingham mecha-
nism arises from a 4D-Gaussian distribution constrained to reside on S3, while the Laplace
mechanism is based on an exponential distribution. These distributions have decidedly
different characteristics—the Gaussian features narrow tails and a smooth, broader peak
around the mean, while the Laplace decays significantly more slowly, but has a sharp peak
at the mean. These different shapes should in turn lead to differently concentrated noise
samples at the same privacy level. Thus, both mechanisms have different privacy–utility
tradeoffs. In particular, it might be tempting to assume that the Bingham mechanism
could be more appealing in settings where large deviations from the original data are
particularly undesirable—for instance, in risk-averse applications or under loss functions
that heavily penalize outliers. Our experiments, however, show a different picture. In the
low-to-medium-privacy regime, the tails of the Bingham distribution are always heavier
than those of the corresponding Laplace mechanism. This surprising fact is explained by
the fact that the geometry and topology of SO(3) change the behavior of the distributions in
unexpected ways: the tails of the Gaussian become thicker, while the tails of the exponential
distribution become slimmer when mapping the distributions to SO(3). Furthermore, the
proof for the privacy of the Bingham mechanism was tailored to a different metric and
then converted to the geodesic distance. The proof itself also uses a number of inequality
constraints that might not be tight. It is likely that the Bingham mechanism actually fulfills
even higher privacy guarantees than the ones proved in our manuscript. We thus cannot
yet prove a general superiority of the Laplace mechanism over the Bingham one for all
values of ϵ. At this point, however, for utility-focused applications, we can uncondition-
ally recommend the Laplace mechanism over the Bingham one, as it has better utility for
mid-to-low-privacy scenarios and has a much more efficient implementation. However, as
Figure 2 clearly shows, it is crucial to use a stable Laplace sampler implementation with
high sampling efficiency.

To allow even more choices from the design space of privacy mechanisms on SO(3),
future work might investigate whether the Purkayastha or VMF mechanisms from [8] can
be adopted to the group of three-dimensional rotations, and how they compare with the
mechanisms described in this work.
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Appendix A. P1: Third Binomial for Symmetric Metrics

∀A = AT : (x − y)TA(x + y) = xTAx − yTAy + xTAy − yTAx

= xTAx − yTAy + xTAy − xTATy

= xTAx − yTAy [A = AT ]

Appendix B. P2: Invariance of Quaternion Scalar Product to Rotations
Theorem A1. Let q, p, r ∈ H, ||q|| = ||p|| = ||r|| = 1.

Proof of Theorem. Denote the Hamilton product of quaternions p and q by p ⊙ q and their
scalar product by pT · q. Then (p ⊙ r)T · (q ⊙ r) = pT · q, i.e., the quaternion scalar product
is invariant with respect to rotations. By definition of the Hamilton product,

r ⊙ p = R̃ · p

with R̃TR̃ = 14×4. It follows that

(p ⊙ r)T · (q ⊙ r) =
(
R̃ · p

)T ·
(
R̃ · q

)
= pTR̃TR̃q

= pT · q

Appendix C. P3: Implication of Third Binomial for Norms
Theorem A2. Let a, b ∈ Rn with ||a|| = ||b|| = 1. Then,

||a − b||2 · ||a + b||2 = 4
(

1 −
(

aT · b
)2

)
Proof of Theorem.

||a − b||2 · ||a + b||2 =
(
||a||2 + ||b||2 − 2aT · b

)(
||a||2 + ||b||2 + 2aT · b

)
=

(
2 − 2aT · b

)(
2 + 2aT · b

)
= 4

(
1 −

(
aT · b

)2
)
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Appendix D. The Rejection Sampling Scheme of Kent et al.
In our work, we need to sample noise from a Bingham distribution. In [14], Kent et al.

give a simple acceptance–rejection scheme that is efficient and simple to implement. In
general, such acceptance–rejection methods work as follows: we intend to sample from a
density f (x)—in our case, the Bingham distribution—which can be written as

f (x) = c f f ∗(x)

with known functional form f ∗(x) but with a normalization constant c f that is challenging
or even infeasible to compute. Now assume further that there is a second density

g(x) = cgg∗(x)

for which we already have a sampling method. If we can find a bound of the type

f ∗(x) ≤ M∗g∗(x) ∀x

for some constant M∗, then we can use samples of f (x) to simulate samples from g(x)
through the following acceptance–rejection Algorithm A1:

Algorithm A1 General acceptance–rejection scheme to sample X ∼ g

while true do
Sample X ∼ g and, independently, W ∼ Unif(0, 1)
if W ≤ f ∗(x)

M∗g∗(X)
then

return X ▷ Accept proposal

For the Bingham distribution, f (x) = c f exp
(
−xTAx

)
, where the minus sign—which

can be absorbed into A—is unconventional but simplifies further notation. Following Kent
et al., we use the angular central Gaussian distribution ACG (Ω) as the second density g(x),
with g(x) = cg

(
xtΩx

)−q/2, where Ω ∈ Rq×q. In our case, we are interested in the Bingham
distribution on SO(3), and hence, q = 4. Drawing samples from ACG (Ω) is simple: for a
sample y ∼ N

(
0, Ω−1

)
, we have y

∥y∥ ∼ ACG (Ω).
Kent et al. show that, for b > 0 and Ω(b) = I + 2A/b, we find

M∗(b) = exp (−(q − b)/2)(q/b)q/2

and that the bound can be optimized by the solution b∗ to

q

∑
i=1

1
b + 2λi

= 1

where λi are the eigenvalues of A.

Appendix E. Table of Definitions Related to SO(3)

Term Definition

S2 The unit sphere in 3D.

SO(3) The special orthogonal group of rotations in three dimensions.

3D rotation matrix Representation of a member of SO(3) as a matrix R ∈ R3×3 with
RRT = 1 and det(R) = 1.
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Term Definition

H The space of quaternions—a generalization of complex numbers
with one real and three imaginary axes

p ⊙ q with p, q ∈ H The Hamilton product of two quaternions.

Versor A quaternion q with unit norm ∥q∥ = 1. This forms an alterna-
tive representation of members of SO(3).

SU(2) The special unitary group of complex unitary 2 × 2 matrices
with U†U = UU† = 1 and det(U) = 1, where † denotes Her-
mitian conjugation. SU(2) is isomorphic to the space of versors,
but provides a double cover of SO(3), i.e., every rotation in SO(3)
corresponds to exactly two elements of SU(2), and hence, exactly
two versors.

Appendix F. Comparing Privacy Budgets Across Mechanisms
Let MB be the Bingham mechanism and ML the Laplace mechanism on SO(3). We

have shown that MB fulfills
√

2ϵB-privacy according to the metric Φ, and that ML fulfills
ϵ-privacy according to the geodesic metric ϕ6 = θ. From [10], we can also establish a
relationship between the norms Φ(q1, q2) and ϕ6(q1, q2) as follows:

Φ(q1, q2) = 2
√

2 sin
(

ϕ6(q1, q2)

2

)
= 2

√
2 sin

(
θ

2

)

and thus θ = 2 arcsin
(

Φ(q1,q2)

2
√

2

)
. Our differential privacy guarantee for the Bingham

mechanism amounts to

MB(q1)[r]
MB(q2)[r]

≤ exp
[√

2ϵB · Φ(q1, q2)
]

∀q1, q2 (A1)

Our goal is to map this to a privacy guarantee according to the geodesic norm ϕ6, i.e., we
want to find an ϵ′B such that

MB(q1)[r]
MB(q2)[r]

≤ exp[ϵϕ6(q1, q2)] ≤ exp
[√

2ϵ′B · Φ(q1, q2)
]

∀q1, q2 (A2)

i.e., with privacy protections at least as strong as those of the original guarantee. Since the
exponential is monotonic, we can equate the exponents:

ϵϕ6(q1, q2) ≤
√

2ϵ′B · Φ(q1, q2) ∀q1, q2 (A3)

If q1 = q2, this holds trivially. If q1 ̸= q2, Φ(q1, q2) > 0 and we find for the new bound ϵ′B :

ϵ′B ≥ ϵ · ϕ6(q1, q2)√
2Φ(q1, q2)

∀q1, q2

Since this inequality has to hold for all pairs q1, q2, the new budget ϵ′B must be at least as
large as the maximum value of this factor. In other words, we choose ϵ′B as

ϵ′B = ϵ · sup
q1 ̸=q2

ϕ6(q1, q2)√
2Φ(q1, q2)
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Denoting the angle between rotations q1 and q2 by θ, we have ϕ6(q1, q2) = θ and Φ(q1, q2) =

2
√

2 sin(θ/2) and find

ϵ′B = ϵ · sup
q1 ̸=q2

θ

4 sin(θ/2)
= ϵ · sup

q1 ̸=q2

θ/2
2 sin(θ/2)

For θ ∈ (0, π], we have 0 < sin(θ/2) < θ/2 and hence θ/2
2 sin(θ/2) > 1

2 ∀q1, q2. And since
θ/2 grows faster than sin(θ/2) on θ > 0, we can conclude that the supremum occurs at
the maximum possible geodesic distance allowed by the space. For the SO(3), this maximum
geodesic distance is θ = π and we finally find

ϵ′B = ϵ · sup
q1 ̸=q2

ϕ6(q1, q2)√
2Φ(q1, q2)

= ϵ · π

4 sin(π/2)

which, with sin(π/2) = 1, resolves to

ϵ′B =
π

4
· ϵ
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